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Design Goals for 802.11n

A [EEE 802.11n is a proposed amendment to the IEEE
802.11-2007 wireless networking standard

A. Significantly improve PHY layer transmission rate
over previous standards, such as 802.11a and
802.11b/g with ‘High Throughput’ (HT) options

A Increasing the MAC layer transfer rate to achieve a
minimum of 100 Mbps data throughput

A. Maintain backward compatibility with existing IEEE
WLAN legacy solutions (802.11a/b/q)
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How the Goals are achieved

A combination of technical functions at PHY and MAC
layers are added to the existing 802.11 standard:

v" Increasing the physical transfer rate with new
modulation scheme and timing up to 600Mbps

New multi-streaming modulation technique using
MIMO (multiple input, multiple output antennas)

Joining two adjacent channels with Channel bonding
Support for frame aggregation A-MPDU & A-MSDU

New Block Acknowledgments

DN N NN
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PHY layer improvements

Modified OFDM

A. The number of OFDM data sub-carriers is increased
from 48 to 52 which improves the maximum
throughput from 54 to 58.5 Mbps

Forward Error Correction

A FEC is a system of error control whereby the sender
adds redundant data to allow the receiver to detect
and correct errors. 3/4 coding rate is improved with
5/6 boosting the link rate from 58.5 to 65 Mbps
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PHY layer improvements (cont.)

Shorter Guard Interval (Gl)

A The Gl between OFDM symboils is reduced from
800ns to 400ns and increases throughput from
65 to 72.2 Mbps

Channel Bonding

A Doubling channel bandwidth from 20 to 40 MHz
slightly more than doubles rate from 72.2 to 150 Mbps

Spatial multiplexing

A. Support of up to four spatial streams (MIMO)
iIncreases throughput up to 4 times 150 to 600 Mbps
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Channel Bonding (Channel 6 & 10)

File: Channel Bonding 2_4.wsr &3
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Recorded with Wi-Spy® from MetaGeek
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Channel Bonding (configuration)

802.11n supports bundling of two 20 MHz channels

A. Select a control channel # and the channel offset

A. Both channels must fit inside allowed frequency range
A. A-band does not allow to select channel # manually

Interface
|Dynamic Frequency Selection (DF5) V|Channe| 44 5220 MHz
AirPcap M Wireless Capture Device

Band3-54701t0 5725 GHz Basic Parame ters
Above 40 MHz v Channel: 52204 44] =]

NOMNE
;D MHz g Channel Offset: k1 |E]
Below 40 MHz Capture Type: -1
Above 40 MHz 0

|
Configuration on Cisco AP1250 Configuration on AirPcap N
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Channel Allocation 5GHz Band

Frequency Channel FCC ETSI MKK Available non-overlapping
Band ID {GH3Z) {GHz) {GHz) channels
34 - -- 5.170 FCC (USA and Canada) 24
36 £.180 £.180 - ETSI (Europe] 19
38 - - 5£.190 MKK (Japan) 13
Lower 10 5200 | 5200 T
B and
T 42 - - £.210 ) )
i 11 £ 500 £ 970 — Transmit P ower c:;nntrnl (TPC) required
16 - - 5.230 r
18 5'24':'* Rl — FCC {USA and Canada) Band 2,2¢
. 52 5. 260 £ 260 5. 260
Middle = ETSI(Europe) Band 1.2 2e
Band 56 £.280 £.280 £.280 MKK (Japan) EEERE R
UNIL2 60 £.300° | 5.300 £.300 —
64 £320° | 5.320 £.320
100 L 00 == T L0 Dynamic Frequency Selection [DFS)
—— : : required for
104 5.520 5.520 5.520
108 554['* 2540 2.540 FCC* (USA and Canada) Band 2,2e
. 112 £.560 5 560 £.5E(
High = ETSI (Europe) Band 1,22e
Band 116 £.580 £.580 £.580 MKK (Japan) Band 1.298
e 120 5600* | 5.600 5,500 =
el 124 £620° | 5.620 5520
128 £.640* | 5.640 5.640
132 £.660* | 5.660 5,660 Some channels only allowed for
136 5. BE0" 5 B80 5. BED inhouse use
140 £700* | 5.700 5.700
E— 149 £ 745 — . *New stricter FCC DFS2 rules
P 153 5 765 - = valid off July 20, 2007
B and
e 157 £ 785 - --
~ 161 £ B05 - -
//f,: IS 165 5 525 - -
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Multi-Streaming Modulation

‘ )) SISO «
(Single-In, Single-Out) _
802.11alg AP My < > Q 802.1 1?\2? Nfgent
(Non-MIMO) S max. 54Mbit/s %’: (non-MIMO)
)> MISO (

!)> P) ) (Muttiple-in, Single-Out) |
802.11n AP < > Q 802.11a/g client
) - %2

(MIMO) > (non-MIMO)

max. 54Mbit/s

MIMO (c
802 11 !)> i)> l)> (Multiple-In, Multiple-Out) Cr o5 11n client
11n AP . ’ Q
ivo) R > @ (MIMO)

150Mbit/s per spatial stream
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Modulation Coding Scheme (MCS)

802.11n introduces a new Modulation Coding Scheme

A. 802.11 b/g adapts to channel conditions by selecting
the highest of 12 possible rates from 1 to 54 Mbps

A The 802.11n standard will allow some 77 possible
MCS’ - some compulsory, some optional

A MCS selects, based on RF channel conditions, the
best combination of 8 data rates, bonded channels,

multiple spatial streams, different guard intervals and
modulation types
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MCS Configuration

Data Rates: [ BestRange ][ Best Throughput ][ Default]
6.0Mb/sec (& Require C Enable O Disable
9.0Mb/sec & Require (O Enable ( Disable
12.0Mb/sec (& Require C Enable O Disable
18.0Mb/sec (5 Require () Enable (O Disable
24 OMb/sec & Require () Enable C Disable
36.0Mb/sec (5 Require () Enable (O Disable
48.0Mb/sec & Require () Enable C Disable
54 0Mb/sec (5 Require () Enable (O Disable
MCS Rates: HMETEIEIFIENEIEE EAEIE AR AE-AE-0EE:
Enable| ® ® [ ® | ® | ®|@® | @ |0]|® | ® | ® | @ ® | ® @& @
Disable| © | © O | OO0 | O | Q|0 (0|0 | O 0 |00
g AN J
Y b A
1 spatial stream 2 spatial streams
Screenshot Cisco AP1250
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MCS Rate Chart

MCS Rate Chart

20 MHz Channel

2 Streams
(MIMO)

40 MHz Channel

2 Streams
(MIMO)

n.a.

=
CACE

TECHNOLOGIES

MCS Rale i i ]
802.11n 53 5 105 gf
2.4GHz Mbps : _ ' n.a.
Gl = 800ns P Srl
MCS Rate | 4 5 2
MCS Rate | 0 1 > 0 1 2 I
B:i':lln Mips | 05 13 | D5 % | 135 27 | 405 NS
&l Bigs » 5 sl oo 81 108 1215 135
MCS Rate | 4 5 6 7 4 5 8 7
MCSRate | 0 1 2 INGN o Rl 1 0 ¢ 2 I
Egé:ll" — PR TR TR 144 280 433 578 15 30 [ 45 BEGE
&= 400ns 433 578 65 722 | ENRACOSTEEKESETRY | op 120 135 150
MCS Rate | 4 5 I 7 G R 4 5 N 7
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MAC layer improvements

Frame Aggregation Mechanisms

A Aggregate-MAC Service Data Unit (A-MSDU) wraps
multiple Ethernet frames in a 802.11 frame up to 8KB

A& Aggregate-MAC Protocol Data Unit (A-MPDU) allows
bursting 802.11 frames up to 64KB

A A-MPDU is performed in the software whereas
A-MSDU is performed in the hardware

Block Acknowledgement

& Block ACK effectively eliminates the need to initiate a
new transfer for every MPDU

CACE SHARKFEST '08 | Foothill College | March 31 - April 2, 2008 WIRESHARK

TECHNOLOGIES © Leutert NetServices UNIVERSITY




MSDU Aggregation

A Multiple Ethernet frames for a common destination
are wrapped in a single 802.11 frame

A. More efficient than A-MPDU as only one radio- and
802.11 MAC header is applied

A. Whole frame must be retransmitted if no acknowledge

Multiple Ethernet Fromes

_
Preomble Preomble Preomble

RC]dIO 802.1 ln A-MSD \ A- MSDUX/ A-MSDU last 802 11

Aggregated MAC Service Data Units
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A-MSDU Analysis

File Edit ‘iew Go Capture

"4’ D0O5-1_AMSDU. pcap - Wireshark

Analyze Statistics  Help

Budee BEAXEE QA¢cr*2aTL(EE QN #DB% B
Eilter:l * Expression... Clear Apply
rinel * Channel Offset D = | FcsFiker 'Decryptinn Mode: | MNone |~ Wireless Settings Decryption Keys. ..

Ma, - Delka Time T Rate R3Sl | Source Destination Pratacal Infa 5|
BE7 0.000129 i 92.168.0.181 192.168.0. 187 LIDP Source port: 4071 Destinati{s
Beb 0.000022 54 D M- 5 = Cisco_al:B8d:c0 (RA) IEEE B0Z Acknowledgement, Flags=.....
B69 0.000224 270.0 Mbps -40 192.168.0.181 192 168 .0, 187 UDR Source port: 4071 Destinati
B70 0.000021  54.0 Mbps -45% Cisco_al:Bd:cO (RA) IEEE 802 Acknowledgement, Flags=.....
B71 0.000206 270.0 Mbps -41 192.168.0.181 192.168.0.187 UDP Source port: 4071 Destinati
B7Z 0.000021 54.0 Mbps -4% Cisco_al:8d:c0 (RA) IEEE BOZ Acknowledgement, Flags=..... ¥

I ¥

® Frame 867 (2628 bytes on wire, Z6ZE bytes captured)

® PPI wersion O, 84 bytes

= IEEE B02.11 QoS Data, Flags: ...... F.

| B0Z2.11 Aggregate MSDU
B A-MSDU Subframe #1
B A-MSDU Subframe #2
B A-MSDU Subframe #3 . .
ey e S All trace files made with:

i « Wireshark Version 0.99.8 (SVN Rev 24492)

H A- ubframe .

® A-MSDU Subframe #7 . Cisco AlR-AP1252AG-E-K9, S/W 124(10b)JA

RN ene « Buffalo WLI-CG-AG300N; Driver 3.0.0.13

B A-MSDU Subframe #9

® A-MSDU Subframe #10
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MPDU Aggregation

A Multiple Ethernet frames for a common destination
are translated to 802.11 format and sent as burst

A Elements of an A-MPDUs burst can be acknowledged
iIndividually with one single Block-Acknowledge

A. Only not-acknowledged A-MPDUs are retransmitted

Rod|o 802.11n 802.11
Preomble Header m
\ / / Aggregated MAC Protocol Data Units
A-MPDU 1 A-MPDU 2 A-MPDU last
T 4A YA T4y

More Bit RIFS—| «— More Bit  RIFS—| fe— More Bit

(Reduced Interframe Space: 2us)
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A-MPDU Analysis

‘4’ DO5-2_AMPDU. pcap - Wireshark
File  Edit Wiew Go Capture .5nalyze Stakistics  Help

Sudee BEEXEE Aer T E/EE QAR #2® % B

Eilter:l + Expression... Clear Apphy
a0z, 11 Chanmel |:I * Channel EJFF:;EE:I:I > | FCs Fuit-:ar:l:l v |Decr\..fpti0n Mude: A | Wireless Setbings, .. Decryption Keys. ..
Mo, - Delta Time T¥ Rate R33I  Source Destination | Protocol Info |
66 0,000022  300.0 Mbps -33 192.168.0.180 192.168.0.185% LDP Source port: 2658 iy
67 0.000022 54.0 Mbps -44 Buffalo_73:05:af (TA) Cisco_a0:8d:c0 (RA) IEEE 802 802 11 BTock Ack FTa o
137  300.0 Mbps g2 168, 0, a0 192 16k, 0. 185 HDP ' a0 o 2
?6 0 ooo023 54,0 Mbps Buffale_73:0%5:af (TA) Cisco_a0:8d:c0 (RAD IEEE 802 802, 11 BTock Ack, FTags— ]
i | >.
B Frame 75% (1620 bvtes on wire, 1620 bytes captured)
® PPI wersion 0, 84 bytes
= IEEE B0Z.11 Aggregate MFPDU
FH MPDU #1
H MPDU #2
FH MPDU #3
H MPDU #4
H MPDU #5%
H MPOU #&
H MPDU #7
H MPDU #8

= .
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Block-ACK Mechanism

A. Rather than sending an individual acknowledge
following each data frame, 802.11n introduces the
technique of confirming a burst of up to 64 frames
with a single Block ACK (BA) frame

A. The Block ACK even contains a bitmap to selectively
acknowledge individual frames of a burst
(comparable to selective acknowledges of TCP)

A The use of combined acknowledges can be
requested by sending a Block ACK Request (BAR)
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Block-ACK Mechanism (cont.)

A-MPDUs .I-I-l-l coe .I.I.I.I.I Block ACK

Sequence # 61 Bitmap (64 bits)
Start Sequence # 1+ 1111 1111 ... 1111 1111= 65
lost frame
a—
aveous () EDEED - - - - A EVEDED 5iock Ac
Sequence # 125 126 127 128 Bitmap (64 bits)
Start Sequence # 65+ 1111 1111 ... 1111 1011= 129

retfransmitted frame

A-mpous (T EIETET « - - - AT A A AT Biock Ack

Sequence # 126 129 130 131 188 189 190 191 Bitmap (64 bits)
Start Sequence # 128+ 1111 1111 ... 1TT11 1111=192

= .
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Block-ACK Bitmap Analysis

"4’ DO5-2_AMPDL. pcap - Wireshark
File Edit ¥ew Go Capture Analyze  Shatistics  Help

Beoee EEXEE AeraTL(EE QAN | @#BB % B

Filker: I w Expression,., Clear Apply
202,11 Channel I:’ * Channel Offset; I:l - | FCSFilter: l:l - | Decryption Mode: - | Wireless Setfings,.. Decryption Keys,..
Mo, - Delka Time T¥ Rate R33I | Source Destination | Protocol Info - |

BOZ .

k ﬁ;k,

4579 0.000021 54.0 Mbps -47 Buffalo_73:05:af (TA) Cisco_a0:8d:cO (RA) IEEE :

i<

lie

= IEEE B0Z.11 802.11 Block Ack, Flags: ........ C
Type/Subtype: B0Z.11 Block Ack (0x19)
® Frame Control: 0x0094 (Mormal)
Duration: 0
Receiwer address: Cisco_al:8d:c0 (00:17:df:a0:8d:c0)
Transmitter address: Buffaleo_73:05:af (00:16:01:73:05:af)
Block Ack Request Type: Compressed Block (0x02)
® Block Ack (EA) Control: 0x0004
® Block Ack Starting Sequence Control
Bitmap
sequence:

oooo 00 Q0 20 00 69 00 00 00 02 00 14 00 56 f0 08 b oh alend  oeeNEg
oolo 01 00 00 00 01 00 6c 00 50 14 40 01 00 00 d1 a0 ... .. = FEE@E

0020 94 00 00 00 BE F305 aF ssewcpen s S
0030 04 00 do 56%&1 7e ad d2 ... .~ .
= 4
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Block-ACK Bitmap Analysis (cont.)

Frame #

4579

4580
4581
4582
4583
4584
4585
4586
4587
4588

4589
4590
4591
4592
4593
4594
4595
4596
4597
4598
4599

=
CACE

TECHNOLOGIES

MPDU #1

MPDU #2
MPDU #3
MPDU #4
MPDU #5
MPDU #6
MPDU #7
MPDU #8
Block ACK

MPDU #1

MPDU #2
MPDU #3
MPDU #4
MPDU #5
MPDU #6
MPDU #7
MPDU #8
MPDU #9
MPDU #10
Block ACK

Sequence #

1445
1446
1447
1448
1449 lost frame
1450
1451
1452

_|_|_|O_|_|_|_|

Start Sequence # 1381+ 64 = 1445

~

- F

J \

~ E

J

Start Sequence # 1389 + 64 = 1453

1453
1454
1455
1456
1457
1458
1459
1460
1461

1449 retransmitted frame

Start Sequence # 1398 + 64 = 1462

Trace file: D0O5_AMPDU.pcap
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Block-ACK negotiation/activation

A The Block-ACK options are negotiated and confirmed
with ‘Action’ frames defined in 802.11e (WLAN QoS)

A. Action’ frames are used to negotiate other options too

Category Code 0 = Spectrum management
Category Code 1 = QoS options

Category Code 2 = DLS (Direct Link Setup)
Category Code 3 = Block Ack

A The use of combined acknowledges can be requested
by sending a Block ACK Request (BAR)
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Block-ACK negotiation/activation

4! D05-3_BARGBA.pcap - Wireshark

File Edit VWiew Go Capture Analyze  Statistics  Help

SR BEXZ2E AesaTFL(EE QQQAD @MM | O

Eilter:l * Expression,., Clear Apply

502,11 Channel * Channel Offset » | FCSFilker * | Decryption Mode: | Mane |+ Wireless Setbings.. . Decryption Kews...

Mo, - Delka Time T# Rate R351 | Source Destination Protocol Info o
140 0. 000022 54,0 Mb -35 cisco_a0:8d:c0 (RAY  IEEE 802 Acknowledgement, Flags=........ c i
141 0, 000024 00,0 M -37 Clsco_af:8d:co Buttalo_73:05:atf AcCtion, SHN=3837, T LI O
142 0.000021 54.0 Mh -35 Cisco_an:8d:co (rRA) IEEE B0Z acknowledgement, Flags=........C
143 0.001046 6.0 Mbp -33 Buffalo_73:06:af Cisco_an:sd:co IEEE 802 action, SW=F9, FM=0, Flags=........ C
144 0.000021 6.0 Mhp -41 Buffalo_73:05:af (raA) IEEE 802 acknowledgement, Flags=........ &
145 0. 000145 54,0 Mbh =37 Cisco_a0:8d:c0 (TA) Buffalo_73:05:af (RA) IEEE 802 802.11 Block Ack Req, Flags=........ C
146 0. 000019 54.0 Mh -33 Buffalo_73:05:af (TA) Cisco_a0:8d:c0 (RAD IEEE 802 802.11 Block Ack, Flags=s........ i
147 0. 097038 6.0 Mbp -41 Cisco_af:8d:c0 Eroadcast IEEE 802 Beacon fTrame, SW=3838, FN=0, Flags=.....
148 0.104458 8.0 mbp -38 Cisco_al:8d:c0 Eroadcast IEEE 802 Beacon frame, SM=383%, FM=0U, Flags=

Frame 141 (121 bytes on wire, 121 bytes captured)
PPI wversion O, 84 bytes
IEEE 802.11 aAction, Flags: ........ iz
| TEEE B0Z.11 wireless LAN management frams
= Fixed parameters
= Action: Ox03
Category code: Block ack (3)
Action code: Add Block Ack Reguest (0x000
bialog token: Ox01
= Block aAck Parameters: Ox1002
.0 = A-MSDUS: Mot Permitted

(o

DRI DoNE .1. = Block aAck Policy: Immediate Block Ack
L 00 00, = Traffic Identifier: Ox00
| 0001 0000 00.. .... = Number of Buffers (1 Buffer - 2304 Bytes): &4 |

BEToOCE ACKE Timeout: Ox0uu0
# Block ack starting Sequence Comtrol (SSC): Ox0010
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New HT Capabilities in Beacon Frame

4! D05-3_BAREBA.pcap - Wireshark

File Edit Yew Go Capture Analwvee  Statistics  Help

C EEAXEE | Aa+soTi(EEQAQAR KEB%| B

Eilter:l * Expression.., Clear Apply

a0z, 11 Channel * Channel Qffset D * | FCsFilker 'Decr\,fpticln Mode; |Mone IR wireless Settings,,, Decryplbion kews,,,

Mo, - Delta Time T¥ Rate RS5I  Source Destination Protacol Info

£.0 Mo 40 Tisco_al:Bd;:cl iroadcas IEEE 802 Eeacon frame, ; §
2 0.104453 6.0 Mbps =38 i sco alrRdiel Broadcast TEEE 802 Beacon frame, SN=3728, FHN=0,
| 2|

= HT Capabilities (802.11n D1.10) |

Tag Number: 45 (HT Capabilities (802.11n D1.10))
Tag length: 26
HT Capabilities Info: OxlB&e
A-MPDU Parameters: 0Ox001b
Rx Supported Modulation and Coding Scheme Set: MCIS Set
HT Extended Capabilities: Ox0000
Transmit Beam Forming (TxEF) Capabilities: 0x0000
Antenna Selection (ASEL) Capabilities: 0x00
[= HT Inftormation (80Z.11n D1.10) |
Tag Mumber: &1 (HT Information (8B02.11n D1.103)
Tag length: 22
| Primary Channel: 48 |
= HT Information Subset (1 of 3): 0x0F

BHEHEBEBRB

..11 = Secondary channel offset: Secondary channel 1z below the primary channel (0x03)
.1.. = Supported channel width: Channel of any width supported —
. 1... = Reduced Interframe Spacing (RIFS): Permitted
...0 ... = Powsr Sawve Multi-Poll (FSMP) stations only: Association reguests are accepted regardless ¢
000, .... = Shortest service interwval: 5% ms (0x00)

e i Eherk U com
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Per-Packet Information Header (PPI)

header to each packet | ™" i comon
and provides Meta o ._
data about RF signal Gt =mm Q) Ghe
strength, timing, o D) ronefiies T
options etc. i s o o]

A.| New PPI header replaces the radiotap header used in
802.11a/b/g with additional 802.11n radio information

& PPI adds 3 pseudo_ 7! Advanced Wireless Settings

References

Radiotap manual: http://netbsd.gw.com/cgi-bin/man-cgi?ieee80211_radiotap+9+NetBSD-current

PPI manual: http://www.cacetech.com/documents/PP|_Header format 1.0.1.pdf
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http://netbsd.gw.com/cgi-bin/man-cgi?ieee80211_radiotap+9+NetBSD-current
http://www.cacetech.com/documents/PPI_Header_format_1.0.1.pdf

Per-Packet Information Header (cont.)

"4’ DO5-2_AMPDU. pcap - Wireshark

File  Edit View Go  Capbure fnalyze  Statistics  Help

Sudees EEXRE Qe+ TL(EE QAR #BB % B

Filker: I * Expression,., Clear Apply

802,11 Channel |:I * Channel Offset; bd | FZ5 Filker: l:l * |Decr-;.=ptiu:un Mode: = | Wireless Settings,.. Decryption Keys..,

Mo, - Delka Time T¥ Rate RS51  Source Destination Protocol Info =
54 0.000021

54.0 Mbps -44 Buffalo_73:05:af (TA) Cisco_a0:8d:cO (RA) TEEE 802 302.11 Elock Ack, Flags=....

00,0 Mbps -34 192.168.0.180 197.168.0.185 P Sou

r|
)
u
2 N
A
I
[&

. . CA ﬁ hﬂlﬂ. A EufFala F2-MNEaof FTAY rac—n a1-24d--1 oA’ I:I: 2T l:c‘na— A 3|
liii | z
1620 bwtes captured)

version: O
® Flags: 0x00
Header Tength: 84
pLT: 105 «———— Data-link level type (105=IEEE 802.11 wireless)
802.11-Common <«——— Contains data common to both pre-n and 802.11n
® 802.11n MAC+PHY <«———— Extension field contains radio information specific to 802.11n

# [A-MPDU (9244 bytes w/hdrs): #5501536), #5601536), #57(1536), #5B8(1536), #59(1536), #60015%36)]
®= IEEE ®0Z.11 Aggregate MREDU

e v i EhEsk Ucom

~— ,
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Per-Packet Information Header (cont.)

B B0Z2.11n MACHPHY
Field type: B02.11ln MAC4PHY Extensions (4)
Field length: 48

= MAC flags: Ox00000016
............................... 0 = Greenfield flag: False

............................ 1. = HTZ0/HT40 flag: HT40
et eiee s inee ween wene o [W100 = RXCShort Guard Interval (SGI) Tlag: True
............................ 0... = Duplicate Rx flag: False
........................ .1 ... = Aggregate flag: True
........................ 0. .... = More aggregates flag: False
e e e e e eees W000 o000 = A-MPDU Delimiter CRC error after this frame flag: False
Ot e e e e e e e = Debug Flag (more desc): False
AMPDU-TD: 0x000131cd
Num-Delimiters: 0

|MCS: 15 I
[ Number of spatial streams: 2 |

RSSI combined: 62
Antenna O control RSSI: 53
Antenna 1 control RSSI: 58
Antenna 2 control RSSI: 58
3
0

Antenna 3 control RSSI: 255 [inwvalid]
Antenna 0 extension RSSI: 5%

v . Y L R
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AirPcap N and Wireshark

AirPcap N and Wireshark is the perfect combination for:
A. Learning about how things are functioning

A. Finding out what 802.11n options and capabilities are
offered and negotiated in the air

A Verifying vendor specifications (like throughput etc.)
& |nvestigating compatibility issues between vendors
A. Training technical people

and much more...
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Frame Aggregation (configuration

examples

Cisco‘s 802.11abgn AP1250 Buffalo‘s 802.11abgn PC-Card

BUFFALO WLI-CB-AG300N Wireless LAN Adapter Prop... [? |[X]

General | Advanced | Driver | Resources |

The following properties are available for this network, adapter. Click
the property you want to change on the left, and then select itz value
an the right,
Property: Walue:
802.11n MNetwark A AMSDU Enabled [4k] |
At b -
&ggregation il E IR Rt
Arars AMSDU Enabled [8k]
Channel Width L
Eutenzion Channel
. . . , , Fragmentation Threzhold
By disabling A-MPDU with the 'no' command, gt I
the traffic associated with that priority level Freanbie dect i
uses A-MSDU transmission e
Command line interface:
ap1250(config)#interface dot11Radio 1
ap1250(config-ifyf#no ampdu transmit priority O Lok J[ Cancel
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Analysing ‘Bad BAR’ problem

! DO5-4_Bad_BAR. pcap - Wireshark
File Edt View Go Capture Analvze  Statistics  Help

S BEEHXLE Ae+aTFT L | BE QQAQAD dMMBX B

Eilter:| * Expression... Clear Apphy
Decryphion Mode: EN:::ne X i ; Decryption Kevys, ..
Mo, - | Delta Time T¥ Rate R551 SOurce Destination Protocaol Info &
T e e e e R R o e i e e e
583 0.000022 54.0 mbps  -45 Euffalo_73:05:af Cisco_ad:8d:c0 (RAD IEEE 802.11 802.11 Block ack, Flags=........ i
584 0. 000260 300,00 mbps 20 152,168, 0,187 155,186, 6. 80 TiZF 2823 » B0 [ACK] Seqg=307 Ack=10881 win=a5
585 0.000141 54.0 Mbhps  —44  18:f0:9fT:eb:18:7C Cisco_al:8d:c0 (RA) IEEE 802.11 802.11 Block ack Red, Flags=........ Z
0.000020 54.0 mbps C1scn an:8d:co 18:f0:9f:e5:18:T0 (RA) IEEE 802 11 Block ac s
FADOETEL: 540 = LR ELE T 0 [RAJ 3 ] ]
L000021 54.0 mbps C1scu an: Ed 0 15:f0:9f:e5:18: 802 11 B e e e
.000126 243.0 mMbps 15 145,186, 6. 80 152.1a8. 0. 18? B0 > 2824 [svH, ACK] Seq—
ag 0, Q00 G, 0 mMmbhps 43 J_F-. forDfeaial Bt wTySen 30 sEl (EA B02.11 802.11 Block ack Redq, ags

- 000020 (b 802.11 Block ack,
§] ' 1 1e5: 11 peauthenticatial;

Buffalo_73:05:af
MBS 4% LBIT0DBEIei LB Cisc0_d0.:80.:C0 [RA) S0z 5L 80l OCk AcCk Req,
: Mbps Cisco_al SEBTET Ack, Flags=.
0 Mbps 43 TP eEieh I8 TE « CoACk T et g:,=l
.0 mbps Cisco_al cl (T ack, Flags=..
0. 000523 6.0 mMbps i e el [ 0 [RA) go2.11 #02.11 Block ack Reg, Fla
] Mbps ] : Ack, Flags=..
0 Mbps 42 LB s T g e o e Bd:c0 (RA) o2l .11 Block Ack Reqg, Fla s R
Cisco_ad cl Ack, i
oHEE .1;:,;. & < f '__: Pt ] e I I dip il ] R BOE i [ o FREST -CHE.

el L Eel _nRel el LN

[wal T @ral (T ] (T @eal (T feal (T

70,000 B.0 Mbops
1 000020 .0 mMbps
0. 24 65,0
L Q00020 : : 3

] 15 abps 42 18:f0:59Fe5:18:7TC Cisco_ad:8d:co (RA) BRI BTl e TadE A
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Analysing ‘Bad BAR’ problem (cont.)

A. Buffalo WLI-CB-AG300N is

BUFFALO WLI-CB-AG300N Wireless LAN Adapter Prop... E|[g|

using strange SRC MAC T T T

a d d reSS Wh e n Se n d i n BAR The following properties are available for thiz netwark, adapter. Click
the property vou want to change on the left, and then zelect itz value
an the right,

A. Problem occurs only when S R

802.11n Turbo Mode

A-MPDU is activated M W

ntenna EM SSUdEnal:uled [3k]
Charinel “idth Izahle

A. Problem seems to be Eféz?f%i?aﬁi‘;il'*}”ﬁ;mu
uard |nteryal
. . Murnber of T Buffers
related to retransmissions FonerSove ode
Fadio Off if Dizconnected
R ange maximization ¥

A, Possibly a driver issue as
A-MPDU is done in soft-
ware

A. A-MSDU works fine
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Analysing ‘Deadlock’ problem

D0O5-5 Deadl ock pcap - Wireshark

File Edit ‘Wiew Go Capture Analyze  Statistics  Help

LO01367 : 195.1856.8.35 : L0187 RTMP Aldio Data[Ma1FDPmed Packet]
L = haF 155:] 35 a4 A RTMP ; DT oraoe Audio .
A i 0 RTMP ( =1 o Aucio DatalMaltorr
RTMP i Audio Data[malfore
RTMP i ) Audio Data[malfore

B oW EEXEE Aces*9TL|EBE QAR @B % B
Eilter:] * Expression... Clear Apply
| . Decryption MDdE:éNDnE = | ekl Decryption Keys. ..
Mo, - Delka Time T¥ Rate R33I Source Destination Protocol Info
ZlUa U UUUULS B, U MBEps —3Y  BUTTAlO_/s:Ua:aT [14) C1s5Cco_auisc:cy [Ha) LEEE BUL. 11 8UZ. 11 HIOCK ACK, FIaQ5=........ i
22106 0.00171% 2156.0 mbps 78 195.186.8.35 192 168, 0,187 TCP 1935 = 2604 [ACK] Seq=3788779 Ack=38(
22107 0.000022 6.0 mMbps -40 Buffalo_73:05:af (TA) Cisco_al:8d:c0 (RAD IEEE 802.11 802.11 Block Ack, Flags=........ iz
22108 0.000243 6.0 mbps 45 Buffalo_73:05:af (Ra) IEEE 802.11 aAcknowledgement, Flags=........ C
22108 0001525 216.0 mbps -S7 195.186.8.35 192 168, 0,187 TCP 1835 = 2604 [ACK] Seq=3785303 Ack=38(
PRI 000252 21G,0 Mpps =50 155,186, 8,3 BT Dot i = TR = = TCP Qut-Of-order] 1935 = 280
22111 0000020 6.0 mMbps -40 Buffa1u 73:05:af (TA) Cisco_ad:8d:c0 (RAD IEEE 802.11 802.11 Block Ack, Flags=........ Z
22112 0000276 216.0 Mbps -44 195.186.8.35 192 . 168, 0.187 RTMP Audio Data[malformed Packet]
22113 0000021 6.0 mbps -40 Buffalo_73:05:af (TA) Cisco_al:8d:c0 (R4 IEEE 802.11 802.11 Block Ack, Flags=........ iz
22114 0.000122 300.0 mbps -39 15%2.168.0.187 195.186.8.35 TCF 2604 > 1935 [ACK] Seq=3803 Ack=3780EC
22115 0.000115 &.0 Mbps -4 5 Buffalo 73:05:af fRA) TEEE 802.11 Acknowledgement, Flags=........ &
4]
T

RTMP ! ! =+ Audio Data{Maltary
RTMP ! ! ) Audio Data[Maltary
RTMP ) ( it =i Audie Data[Ma [Forr
RTMP ! ! gt AUdlO mMa [Tarn

Problem starts at frame # 22116 which is not acknowledged by receiver

irgmhaskU.con

//f—‘:-'
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Analysing ‘Deadlock’ problem (cont.)

T DO5-5_Deadlock. pcap - Wireshark

File  Edit

B e e

View Go Capture

Analvze

EEXEZE

Statiskics  Help

a6 dDTFE

BE aQaam | #Bm%| B

Filter: ‘ * Expression... iClear Apply
Decryption Mode: |Mone = Decryption Kevys. .,
Mo, - | Delta Time | T Rate RS5I | Source Destination Protocol Info
B transmi
transmi Aldio
etransmi Aldio formec
retransmi audio formec
. transmi Aldio
3 Retransmi Audio
s Retransmi Audio
s etransmi Aldio
a3 transmi Audio
] transmi Audio
5] transmi Aldio
2 transmi audio
. transmi Audio formec
etransmi Aldio formec
retransmi Audio formec
transmi Aldio
Retransmi Aldio
Retransmi audio forme
" aAnsH Aldio F
Buitalo_ Prauthenticatron, SNEls50, FEN=0, Eldgs=..««k
7 Buttalo_ uthenti Lo, SH=Y530, EM=0, Flags=....FE
0. Qo0 G.0 mMbps o Buttala_ Deauthentication, SW=15%30, EN=0, Flags=....R
0. 008058 &.0 mbps Cisco_ald:sd: Eroadcast ; Beacon frame, sSW=1531, FN=0, Flags=........ C,: E
22252 0.104451 6.0 Mbps 42  Cisco_af:8d:c0 Broadcast IEEE 802.11 EBeacon frame, SW=1532, FH=0, Flags=........ iTam |
22253 0.104450 5.0 Mbps -39 Cisco_af:8d:c0 EBroadcast IEEE 802.11 Eeacon frame, SW=1533, FM=0, Flags=........ C, E
22254 0.104446 6.0 Mbps -42 Cisco_af:8d:c0 Broadcast IEEE B02.11 Beacon frame, sSW=1534, FHN=0, Flags=........ b lE
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Analysing ‘Deadlock’ problem (cont.)

A. Access point retransmits frame 128 times up to frame
# 22246 (value of Max. Data Retries counter)

& As the mobile station does not acknowledge, access
point sends ‘Deauthentication’ in frame # 22247 and
removes station from association list

& As mobile station does not acknowledge again,
access point retransmits in frames # 22248 to 22250

A. Mobile station does not acknowledge, assumes to be
still associated with access point and keeps sending
frames (# 22298, 22315 etc.) = Deadlock situation
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Bandwidth Measurement

| Wireshark 10 Graphs: AMPDU_TX_126Mbps. pcap =3
— 20000000
Total rate &
______ - ..._..._}150Mbps
fv-"r"‘-ﬂ-'--,.fl‘u—» -'“'u—h_‘l'rhll'.n.-’l"‘..ﬁ._f"‘x-—ﬂnf-f ""*.._-'"ﬁ"m__-"“*a_,-u.-"; _,-""\. A II'.IrI"' i r? "m-"ﬁ'm,-q_.-f""'-.,__.a"’\\_d"""‘.,_ﬂ :
LS — 10000000
Reassembled Frames B
Block Acknowledges i
T T T T T T T T T T T T T T T T T T T T T T 0
4.0s 6.0s 3.0s 10.0s 12.0s 14.0s
£, ! #
Graphs- | A s |
[Graph 1] Color ’Eilter: ” ! Stwle: | Line ||| Tick, interval:| 0.1 serc w ||
[Graph 2] Color [Eilter: ] |w|an.Fn:.t';.f|:|e_suI:|t~,.-'pe == [x19 | Skyle: | Line % ||| Pixels per tick: 5. |
[Graph 3] Color [Eill:er: ] | ! Style: | Line w ||| [] Wiew as time of day
[Graph 4] Color [Eilter: ] |uu:||:u | Style: | Line e || Y Axis— |
liGraph 5 Color [Eilter: ] ||:||:|i.BEIZl In-mnac.flags.maore_agg == | Style: | Line [ [5™ Dt Tick
Scale: Auko w

N ooy J[ s ][ gem ]

UDP bandwidth measurement with IPerf indicates throughput of 126Mbps

o vt itk o
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Backwards compatibility to a/b/g

A. Present situation

Mbps Coding Description

6 OFDM 802.11g

? OFDM Extended. Rate PHY
12 OFDM (ERP)

18 OFDM new Frame Format

802.11a

CCK = Complementary Code Keying
OFDM = Orthogonal Frequency Division Multiplexing

.‘,-H".F-_ﬁ
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Backwards compatibility to a/b/g

A. Present situation

PLCP MPDU
802.11 DSSS with .4 J

,Long Preamble’ Preamble SFD Header MAC Header Data
Barker Code Bits 128 16 48

— 1 Mbps
192us 1-2 Mbps

v
A
\ 4

802.11b HR/DSSS with Preamble SFD Header

,Short Preamble*

Barker / CCK Bits 56 16 48
<«—1] Mbps —»<«2 Mbps —

A
y

1-11 Mbps

«— b6uys —»

802.11g (ERP)
Extended Rate PHY
new Frame Format Bits
OFDM

96

6Mbps > >
20“5 6-54 Mbps

PLCP = Physical Layer Convergence Protocol
MPDU = MAC Layer Protocol Data Unit (decoded by Wireshark)
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Backwards compatibility to a/b/g

A 802.11n supports three compatibility modes
® Legacy mode
®* Mixed mode
® Greenfield mode

& Legacy mode
802.11n to b/g compatibility with Clear-to-send to self

A———4 y Ty ey 4
Header Header Data Ack

Barker CCK ‘ HT-mode

Blocking out non HT stations with Network Allocation Vector (NAV)

< »
|‘ 'l
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Backwards compatibility to a/b/g

A Mixed mode
802.11n to a/g compatibility with Legacy header

A A A
Header Data Ack

OFDM HT-mode

Blocking out non HT stations with spoofed signal and lenght values

»
|‘ 'l

& Greenfield mode
No backwards compatibility to a/b/g

y Ty Yy 4
Header Data Ack

HT-mode
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Future of 802.11n

A. Standard ratification not expected before June 2009

A. The Australian Commonwealth Scientific and Industrial
Research Organisation (CSIRO) holds OFDM patent
(#5487069) and may delay ratification of 802.11n

A Interoperability remains a question mark for pre-N
products

A. New products supporting technical features like:

® Up to four spatial streams
® Transmit Beamforming
® Direct Link Setup ... and many more
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Thank you for your attention

7= A
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