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About your Presenter

Tony Fortunato, Sr Network Specialist, The Technology Firm
Website: www.thetechfirm.com

A Senior Network Specialist with experience in performance testing, network design, implementation, and
troubleshooting LAN/WAN/Wireless networks, desktops and servers since 1989.

Tony has taught at Colleges/Universities, Networld/Interop and many onsite corporate settings to thousands of
analysts.

Tony is an authorized and certified Fluke Networks and Wireshark Instructor, but trains and uses Sniffer, MRTG
and many other products. Tony always demonstrates his vendor neutral approach to network design, support
and implementations.

Tony has architected, installed and supported various types of Residential Wireless High Speed as well as
hundreds of WIFI hotspots.. Tony combines custom programs, open source and commercial software to
ensure a simple support infrastructure.

Tony works on networks from 2 to 120,000 nodes and specializes in post installation performance/design review.
This process involves using various tools (Protocol analyzers, traffic generators and network management)
and working on multi-vendor equipment (switches, routers, servers, etc).

Tony works at customer sites within a range of capacities from project management, network design, consulting,
troubleshooting, designing customized courses and assisting with installing physical equipment.
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Baselining vs Troubleshooting

| personally believe that it doesn’t matter if you are
troubleshooting or application baselining, the
techniqgues and issues described in the next few slides
apply to both.

| always say that, “if you do a baseline correctly, you will
find something to investigate or tweak. In some
cases, you may discover that the application has
always had issues, but no one has ever looked into it.”
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Methodology In a Nutshell

The overall methodology required to properly analyze a
problem or document an application behavior falls into
the following categories;

« Concisely identify the issue, purpose or goal of the
exercise

« Position yourself to properly capture the data
« Configure the tool to capture efficiently

« Use various reports or techniques to investigate any
ISSues

« Document any anomolies and recommended changes
o Test..... And Document!!tititi
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Analyzer Placement: Switches

Many Windows NDIS drivers or
mirror ports do NOT forward
physical layer errors to your

analyzer software

Make sure that your analyzer and
card can decode trunk specific
protocols and packets since they
may exceed Ethernet’'s maximum
\_ packet Size )
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“Hubbing Out”

Hubbing-out refers to using a hub to see traffic from a
host. The hub In this case is acting as a half-duplex
tap.

/Since hubs are Half I b
Duplex, double VlSlblIlty
check switch ports
and workstation

settings are set to
half duplex to avoid
duplex mismatch

\ issues. \Bs
W
= V1 .
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Lab Setup — Physical Level Errors

| wanted to see the effects of half/full duplex mismatch
and the resulting effects with various tools

| simply performed a file transfer between both devices
and intentionally set a duplex mismatch between the
laptop (full duplex) and the hub (half duplex)

NetGear 10/100 hub

Fluke N€ Wireshark on
Z=  Optiview INA Windows XP - ——
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Lab Setup

| wanted to confirm via my Fluke Analyzer that | was
causing physical level errors and obviously | was.

[m Dptiview-a303al - 010.044.010.104 =1Oj x|
|i Optiview-a303al - 010.044. 4 ;lélil rce Dietail | Cable Test | Capture Generate | Setup |
Frant Page I Statistics  Discovery | Device Detail | Cable Test | Capture | Generate | Setup | cations | Host Protacols | Host Conversations |
Lltilizatian I WLANS | Protocols | Top Hosts | Top Corversations | Host Pratocols | Host Conversations | Duration Select Sample
Show————— Duration Select Sample ’7 |2'5 min,. (5 se¢. [ Sample) ﬂ ’V - | I ]| » |
% Utilization ™ Errors ’V |2.5 min. {5 sec. | Sample) LI ’7 - | 11 | » | (%o of Total Packets) - Display Paused

Local Utilization (% of Bandwidth)

100%:
| CRCAlignErrors

M Uriicast

D [CJundersizePkts
Multicask

10%: M Broadeast B oversizaRkes

[ Callisions Frags
e M 1abbers

W Errars
11:26:55 AM 11:27:45 &M

1%

kbsiSec
11:26:05 AM 11:26:55 aM 1112745 aM B CRCAIGrErrors ,_214303.0 265 =
34.87%o of Bandwidth % of Pkts [Packets [PkEs/Sec c Top Talkers F |0 UndersizePkts 0.00% i] ]
1,762 Total Packsts I Unicast [46.14% | 813 163 ——mOversizePkis | 0.00% 0 Ml
| O Multicast . H| a c Top Multicasters | M Jabbers 0.00% 1] ]

|0 CollisionsfFrags | 26.90% | 474
| z6.84% | 473

¢ Top Broadeasters | 10m;=’| Repnrt | "] | Help | 9 Back

1022 | Fooot | @ | vep | Posck |
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Lab Setup

Even at the packet level, the hardware based analyzer
did see the errors, where Wireshark (with the Windows
default NDIS driver) did not.

With Wireshark, we have to learn to spot the effects of
physical errors. For example, in this case we see
Duplicate ACK’s and Retransmissions.

| Expert - Detail ¥iew - [Expert Yiew - Capture {Data Link - Symptoms)]

| Group -

 BH.x.@ 350

x| | Expert Symptom | Timestamp | Expert Summary

e | | CRC Frame Sak Mar 29 11:39:29 | CRC errar with mare than 63 bytes

| | CRC Frame Sak Mar 29 11:39:30  CRC error with more than 63 bytes
CRC Frame Sak Mar 29 11;39:30  CRC error with more than 63 bytes
R Frame Sat Mar 29 11:39:30 | ZRC error with more than 63 bytes
R Frame Sak Mar 29 11:39:30  CRC errar with mare than 63 bytes
R Frame Sak Mar 29 11:39:30  CRC error with more than 63 bytes
CRC Frame Sak Mar 29 11;39:30  CRC error with more than 63 bytes
R Frame Sat Mar 29 11:39:30 | ZRC error with more than 63 bytes
R Frame Sak Mar 29 11:39:30  CRC errar with mare than 63 bytes
R Frame Sak Mar 29 11:39:30  CRC error with more than 63 bytes
CRC Frame Sak Mar 29 11;39:30  CRC error with more than 63 bytes

1! Wireshark: 6 Expert Infos

..........

..........

Protocal 4

............

............

=10l =

SUmMmary 1 |C-:|unt 1

SEQUEnCE
SEqUENCE

TCF
TCP

Undecaded SNMP

Duplicate ACK (#1) 1
Retransmission (suspected) 1

Unresolved walue, Missing MIB 3

Help

Close

e —
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Port Spanning or Mirroring

Many monitor ports do not
forward packets with
physical level errors.

Try to avoid
mirroring or
spanning
multiple ports
or entire
Vilans

e —
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Visibility

Span or mirror
From port #3 to port #1

Please ensure that the
monitored ports are the
same speed as the
source ports

i ——
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Port Spanning or Mirroring

physical level errors.

Many monitor ports do not
forward packets with

isibility

A\

ports
to port #1

Network 10.2.0.0

= Network 10.1.0.0
CACE

TECHNOLOGIES

Spanning more than 1 port,
may cause all sorts of
unpredictable results including
switch failure!!

If you must, proceed with
extreme caution.

i ——
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Full Duplex Links

Visibility

FD Switeh

ITap GigaBit Copper
Dual Port Aggregator

S memw )

10/100BaseT
Dual Port Aggregator Tap

=

s

CACE
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10/100BaseT
Port Aggregator Tap

( = e . . -
ey 0}

*Aggregating taps will
combine both Rx channels to
one monitoring port
*Non-aggregating taps will
require 2 NICS on the
monitoring tool

Server
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Multiple trace files

In this example | captured a full duplex conversation
using a full duplex, non-aggregating tap. The capture
Is a Windows XP PC and as a Dlink and Realtek NIC.

Dlink.pcap

Full Duplex \‘ o

- x9dng IInd

e —
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Assembling The Data

Now that we have 2 trace files, there are 3 ways to put
them together;

. GUI
« Command Line
. Drag and Drop (Windows)

= V1 .
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mergecap - Command Line windows)

Syntax
Usage: mergecap [options] -w <outfile|-> <infile> ...

Example

mergecap -v -w combined.pcap realtek.pcap dlink.pcap

Where

-v is verbose mode to get some feedback while files are being processed

-w is the output file ‘combined’

Qutput

C:\ Record: 1050
C:\ dir combined.pcap

Volume in drive C has no label.

Directory of C:\
03/30/2008 01:54 PM 676,680 combined.pcap
//"’f_" nwww.wiresharku.com .
CACE WIRESHARK
UNIVERSITY
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mergecap - GUI

File Edit Wew Go

4! Tony Fortunato - dlink.pcap - Wireshark

Capture  Analyze

Skatistics

Help

E

EERE S| A W

Eilker: I-

Open one file

a0z, 11 ch (Dllnkpcap) - |4
Mo, - | Tirne |LengthB | Solrce ]
| | 19:48:56,508 F9 1044, (0,100 i
2 19:48:56.697 62 1044, 10,100 7
3194857 247 a0 1044, 10, 100 7
4 194857 247 SO7 1044, 10,100 7
C_10.40.60 40 gf 1N dd 10 10n £,

- Open...
- Open Becent

- B Close

"4! Tony Fortunato - dlink.pcap - Wires

File Edit Mew Go Capture  Analyz

Chrl+0 a
3

Chr-

e —
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Wireshark: Merge with capture file

X,

2=

Look j: I I3 tracefiles

Desktop

o

kdy Documents

™

ty Computer

o [ s e

icmp_2. pap
ios_upload_Ftp.pcap
ios_upload_tftp,pcap
iperf.prap

|ookathost, prap

loop.cap
loop_xfile_980617033800.cap
rewemnail, poap
nok_port_80.cap
pierre_capture_mapdrive. pcap
porky mapdrive.pcap

realkek, pcap

server side slow,poap

Esip call attempt. pcap
Etanberg 150M=P bootup.pcap
Etanl:uerg dup ip.pcap
Etanl:uerg_.ﬁ.'-.-'_test_l:uaseline.|:u:a|:|
Etanl:uerg_dhcp_test_z.pcap
Etanl:uerg_test_call.pcap
Etanl:uerg_test_call_z.pcap
Rtand_callE.n:ap

Rthetechﬁrm 2.cap
Rthetechfirm.cap

1 [*]
File name: Irealtek.pcap j | Open I
Files of type: |;a|| Files [*.] ! Cancel |

Filenarme:
Farmat:

Size:

Packets:

Firzt Packet:

Elapzed:

YWirezharktepdumpd. .. - ibpcap

Help

realtek. pcap

R97072 bytes
B2
2003-02-18 19:48:56
00:01:15
A u.com
WIRESHARK
UNIVERSITY



Drag and Drop

"9 Tony Fortunato - The Wireshark Network Analyzer

=10]:

Fle Edit iew Go Capture Analyze Statistics Help
5y e =g 0 @ I EE e | E@Fm%|
EiItEr:I M \ " Drag and drop

both files into
Favorikes  Tool the W| reSh ark
Q- Q- 3|04 application

fddress Il.f} C\Docurments and Sett}/

Fil=  Edit

Wigsta

=10 x|

‘"
.'ll'

jGD

| Size | Type | Drate Modified =
File and Folder Tasks ¥ CaM. pCap 349 KB  Wireshark file 10)30)2007 1—
||:|wrr pCap 2,457 KB ‘Wireshark file 10)30)2007 1
other Places - Eemall.pcap KB Wireshark file 10§30f2007 &8
;IEIEI 6 KB Wireshark file 11)8/2007 12
T3 KE ‘Wireshark File

rerging the following files:

2}/18{2005 iill
| 5

0

CifDocuments  and  Settings{Tony  Fortunato/Deskkop/dndf |2'?3 is

| ¢ My Computer i

kracefiles/iperf. pcap
Ci/Documents  and  Settings/Tony  Fortunato/Deskbopfdnd)
kracefileshomecam. pcap

The packets in these files will be merged chronologically into a
niew kemparary: file,

e —
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Install Wireshark on the client or
server experiencing the
problem.

Installing any software on a
production server IS more
difficult to accomplish, but E) ‘!)
sometimes a development Y5 5 |
server Is available for testing Client ~ Client Server

and may exhibit the same Pt o

symptoms you are trying to

troubleshoot.

7=  { —
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Make Wireshark More Convenient

(windows)

Assign a Shortcut key to

Wireshark (Windows) for e KTES
easier access. A e
This tip Is applicable to all kel
tO O I S yO U U S e fre q U e n t I y T arget: I"E:'\F'n:lgram Files\wiresharkwireshark. exe”
[ ] C O m m an d p rO m pt e Il:m _— :;S and Settingz.T ony Fortunata”
* N Ote p ad Commen f: IThe Wireshark Mebwork, Protocaol Analyzer j
° S N M P browser Find Target... | Change [con... Advance d... |
[ ok | canesl | s

= 1
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Capturing From Your VPN Driver

(windows)

If you select your VPN driver you can capture your
decrypted data to help diagnose application or
connectivity Issues.

! Tony Fortunato - {Untitled) - Wireshark -0l x|

File Edit Yiew &Go Capture  Analvze  Statistics  Help

= EFEHX2E8 4+ 2 TEL| I BEE QQa -
Filker: I > Expression... Clear Apply
Mo, - Time Length B | Source Destination Protocal | Info 1=

I |, Q00 35 Send 02 Send 02 PPP LCF Configuration Fequest
2 0837391 71 Receive_02 Peceive_02 PPP LCF Configuration Pequest
3 0000000 49 Send_02 Send_02 FPPP LCF Configuration Reject
4 0706054 4 Receive_02 Feceive_ 02 PPP LCF Configuration Regquest
= — — PPP LCF Configuration Ack e
=lBIxI|  pePLCF Identfication
Capture PPP LCF Identification
— ) — FPF CH: Challenge
Interface: I.ﬁ.dapter fFor generic dialup and WPM capture: \Devicel\MPF_GeneaticDialupadaptear ;l PPF CH, Response
IP address: unknown PPP CH: Success (MESSAGE="5=262 9CAESDOE
[ Q000000 20 Receive_02 Peceive_02 FPP CEC Callback Pequest
12 Q000000 20 Send_02 Send_02 FPP CBC Callback Response
I3 0.683477 20 Receive 02 Feceive 02 PPP CBC Callback Ack
4 0000000 24 Receive_02 Receive 02 PPP CCE Configuration Regquest
5 Q000000 24 Send_02 Send_02 PPP CCEF Configuration Pequest LI
| | i
|Fi|e: "CADOCUME 1 TOMYFO e ) LOCALS~1) Templetheri®an3s. . | Packets: 47 Displayed: 47 Marked: 0 Dropped: O o

CACE WIRESHARK
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Capturing From Your Wireless Card

If you select your Wireless Card, you can capture only the data

packets.

If you need to capture wireless management packets such as
Beacon, Acknowledgement and Probe packets you need to use

a product like AirPc

ap.

Clear-tosend, Flags=........[

Acknowledgernent, Flags=
Acknowledgement, Flags=
Acknowledgement, Flags=
Acknowledgernent, Flags=

Clear-tosend, Flags=........ C

Acknowledgernent, Flags=
Acknowledgernent, Flags=

Clear-tosend, Flags=........ C

Acknowledgernent, Flags=
Acknowledgement, Flags=
Acknowledgement, Flags=
Acknowledgernent, Flags=

Cleartn-send. Flass=

.

e —
CACE
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Frarne 5 (46 bytes on wire, 46 bytes captured)
El Padiotap Header v0, Length 32
Header revision: O | 0000 46 Cisco-Li_db0a7d (R4  |EEE 802,
Header pad: 0 3 0,000 46 Cisco-Li_dbi0é:7d (Ra)  IEEE 802,
5 0,000 46 Cisco-Li_| Lear 16 (RA)  IEEE 802,
Header length: 32 -
Presant flass: OxOO00SHaf 7 0,000 4¢ AskeyCorn_01:8d:96 (Ra) IEEE 202,
resEnt Tags: i 9 0,000 46 Cisco-Li_|l:ea:l6 (RA)  IEEE 802,
MAL timestarnp: [84770%12 10 0,000 46 Cisco-Li_db:0&:7d (R4)  IEEE 802,
Flags: 0x 10 12 0,000 46 Cisco-Li_dh0g:7d (RA)  IEEE 802,
Drata Pate: 24.0 Mb/s [4 Q000 45 Cisco-Li_ | leala (PA) [EEE 202,
Channel frequency: 2437 [BG 13 0004 46 Cisco-Li_db:Qe:7d (RA) IEEE 302,
Channel type: 802.1 |2 (pure- 17 0000 46 Cisco-Li_dbi0é:7d (Ra)  IEEE 802,
551 Siemal: 65 dBm 19 0000 46 Cisco-Li_| Lear 16 (RA)  IEEE 802,
ghat 21 0000 4f AskeyCorn 01:8d:96 (RAY IFEE S02,
551 Moise: -2 dBrm - -

23 0,000 d 032,
el Gty 03 Captured via AirPcap
Antenna; O driver and interface
551 Signal: 26 dB
202, 1| FCH O3k 1foced [correct]

/(www.wiresharku.com

WIRESHARK
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Saving To A File

Single File

File Set EEBB
or
‘a| alalalal
TN
) Wl
CACE ) W 4
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Capture File Configurations

File Name
Multiple Files

Stop based on

. Data captured
« Packets captured
. Time

Ring buffer number
File count

e —
CACE

TECHNOLOGIES

Wireshark: Capture Options

Capture

=] B3

Interface: hntehithjy PRO/100 VE Network Connection: \Device\NPF_{A0801EB6-4C35-4D4D-99C1- ¥

w |Buffer size: E 1 ‘

IP address: 10.9.19.4

[V Capture packets in promiscuous mode

[ Limit each packet to ‘ ~ bytes

megabyte(s) ‘

| =

Capture Filter:

~Capture File(s)
File: I:uments and SettingsiLaura\Desktopitest0l  Browse... l

V' Use multiple files
|1 ﬂ megabyte(s) | w

V' Mext file every

[T Mext file every |1 ﬂ rminutels) | w

[ Ring buffer with |2 ﬂﬂle-:.
[V Stop capture after ||3 jfile(s)

~Stop Capture ..

[T ... after II ﬂpar_ket(s)
[T .. after II ﬂ meqabyte(s) [+

[T ... after II ﬂ minute(s) | w

Help J

|

Display Options

[V Update list of packets in real time
[ Automatic scrolling in live capture

[ Hide capture info dialog
Mame Resolution

[V Enable MAC name resolution
[ Enable network name resolution

[V Enable transport name resolution

Start Cancel l

WIRESHARK
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Capture Example Using The GUI

The following will have
the last 24 hours of -0/ x|

packets

Interface: IEru:uau:In:u:um 440 10/100 Integrated Controller: \DevicelMPF_{69504365-ED62-43CF-5 = |
IP address: 10.44.10, 102

Link-lawer header bype: EERErmEt | o |BuFFer size: |1 ﬂ megabyteis)  Wireless Sebbings |

W Capture packets in promiscuous mode

TO Or from 10.44. 10. 1 [ Limit each packet ko Iﬁa—ﬂbytes
Capture Filter:l 10.44.10.1] ;l

~_apture File(s) -Displayy Dptions
File: }u:urtunatn'l,Desktu:up'l,ring filesiring_files.pcap Browse, .. | W Update list of packsts in real time
W Use mulkiple files
. [ automatic scralling in live capkure
[ Mext file every |1 j megabwkels) [ - -

Eve ry m I n Ute V' Mext file every |1 j minte(s) | ¥
IF Ring buffer with IS ﬂ Files

- -Marne Resolution
¥ Stop capture after IS j Filels)
. . . [¥ Enable MAC name resolution
Ringing 5 files
)

. [~ ... after |1 j packets)y [ Enable network name resolution
ShOWI ng the IaSt 5 [T ... after |1 j megabytels) g

m i n uteS WO rth Of w Il—ﬂ e [v [T Enable transport name resolution

d ata Help | Skart Cancel

CACE WIRESHARK
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Capture Example From The Command Line

(windows)

Capturing from the command line allows us to start captures more
quickly and consistently.

The same syntax can be used in a startup, batch file or desktop
shortcut, so anyone can start a capture with very little
Wireshark experience.

To capture from the command line, we will use tshark

The only thing to determine is the interface number of the adapter
you want to use. Simply go to the Wireshark program directory
and type tshark —D. This number will be used later

The command to capture using the same parameters as the
previous slide Is;

tshark -i number -f "host 10.0.12.15" -w hourly.pcap -b duration:3600 -b files:24

= 1
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What To Filter On?

| always suggest that when you are baselining or
troubleshooting a device or application for the first
time, try to filter on the lowest address

« MAC ADDRESS; Through Layer 2 Switches
. I[P ADDRESS; Through Routers

« TCP or UDP address or Data; Through Firewalls

= V4 —
CACE WIRESHARK
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Accelerators (Keyboard Shortcuts)

TAB
« Move from Packet List, Detail and Bytes
Ctrl+Down Arrow

. Move to next packet in (even if packet list is not in focus)
4! nessus-basicscan.dmp - Wireshark =] B3

File Edit View Go Capture Analyze Statistics Help

B W e e e @ x % &38R E P F L

Filter: | ¥  Expression... Clear Apply
Mo, - | Time Source Destination Protocol | Info ﬂ
| 0.0 sSony Dell be:9d:fd 10.1.0.99 is at 08:00
2 0.0 I05T 05T 10.1.0.99 UDP Source port: 32799 D
3 0.0 10.1.0.99 10:1.0:. 1 ICHP Destination unreachab
4 0.0 10.1.0.1 10.1.0.99 TCP 2664 > nethios-ssn [Sﬂ
( | ol

Frawme 1 (42 bytes on wire, 42 hytes captured)
Ethernet II, Src: Sony f4:3a:09 (08:00:46:f4:3a:09), Dst: Dell be:9d:fd (00:

Address Resolution Protocol (reply) SWltCh VleVV' tO NeXt Packet

< | 10|
0000 00 14 22 be 9d fd 08 00 46 £4 3a 09 08 06 00 O1 eeMeeens )
0010 03 00 06 04 00 02 08 00 46 £4 3a 09 0a 01 00 63  ........ F.:....c

00z0 00 14 22 bhe 9d £fd Oa 01 00 01

| Switch View|to Next Packet

File: "C:\Trace Files - 2006\nessus-basicscan.dmp” 63 KB 00:00:21 P: 709D: 709 M: O o f(
www.wiresharku.com

=
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TECHNOLOGIES UNIVERSITY




Optimizing Wireshark

Capture

. Update List of Packets in Real Time
. Capture Dialog Window
. Name Resolution
. Buffer Size (Windows)
« Protocol Tasks
o Command-Line Capture
Display
« Number of Columns
« Split the trace file

| P: 342343 D: 342343 My Drops: 9348

7z

e —
CACE
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Name Resolution Preferences

MAC name resolution

Network name resolution

« Concurrent DNS name resolution
. Maximum concurrent requests

Transport name resolution

~Mame Resolution
Enable MAC name resolution: [V
Enable network name resolution: [
Enable transport name resolution: |V
Enable concurrent DNS name resolution: [V

Maximum concurrent requests: ISOU

o )“ o B s .~
wamm Aamead ehe o adt / e 'ﬂw ) ,
< Q- A Sern ama e o, .(\-\ j.t«-\ STV P S ™ &-._.\,A.- 0 J\.!‘\ e
S

“

= 1
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Find a Packet

Find packets based on

« Display filter

« Hex Value
° Strlng %" wireshark: Find Packet =] B3
~Find
By: { Display filter  Hex value {® String
Filter: “nessusI
~Search In ~String Options -Direction—
(" Packet list [T Case sensitive " Up
(" Packet details || Character set: {® Down
{® Packet bytes |.°.SCII Unicode & Non-Unicode ¥
Help | | Find I Cancel
c /cf"‘__E /(www.wiresharku.com

TECHNOLOGIES UNIVERSITY



Configuring Your Time Settings

Date/Time of Day or just Time of Day
Hiew Secs. Since Beginning of Capture

v Main Toolbar . ;
v Fiker Toobet Secs. Since Previous Packets

wireless Toolbar Secs. Since Epoch
v Statusbar

v Packet List
v Packet Details
Packet Bytes

Time Display Format Date and Time of Day: 1970-01-01 01:02:03.123456 ] . .
Name Resolution ¥ Time of Day: 01:02:03.123456 Time Precision
v Colorize Packet List

Auto Scroll in Live Capture

® Seconds Since Beginning of Capture: 123.123456 . Autom ati C

Seconds Since Previous Packet: 1.123456

@, Zzoom In Chrl++ Seconds Since Epoch (1999-01-01):  1234567890.123456 . Seconds
€ Zoom Qut Crl+- »  automatic (File Format Precision) « Deciseconds
G} Normal Size Ctrl4+= ; )
: o . Centiseconds
[*] Resize all Columns Deciseconds: 0.1
Expand Subtrees Centiseconds: 0,12 . Milliseconds
Expand All Miliseconds: 0.123 « Microseconds
Collapse all Microseconds: 0.123456
B8 Coloring Rules... Manoseconds: 0.123456759 « Nanoseconds
Show Packet in New Window - -
% Reload Chri+R Use the spacebar to select multiple entries

CACE WIRESHARK

TECHNOLOGIES UNIVERSITY




Using the Time Reference

Used to determine the time between specific packets.

Need to have time set to “Seconds Since Beginning of
Capture”. If you do not, Wireshark will ask you if its ok
for Wireshark to change it to that format.

Can create multiple reference points

File |§|:Iit Wi Go Caphure

=10l x|
Copy . q g g
=) Switch to the appropriate Time Display Format?
~w Find Packet...

Filker : Time References don't work well with the currently selected
- Find Next Time Display Format,
Find Prexious ctics  Help
Mo. - K packet e Do wou want to switch to "Seconds Since Beginning of Capture" =
ark Packet (toggle Mo = ;
T o o B =
e | N D T L | & Q
. Find Previous Mark. Yes - .
I 2 - Expression... Clear Appl
Mark all Packets =P _ SPRYY

Lnmark &ll Packets

Mo, - Time Length B | Source Deskination Protocal | Info

T T T

e o e oo — =1 e L Cana e
26 40,329 60 2104983.113 246,125,109 TCFP 80 = 1033 [3vM, Al
27 40,529 60 246,125,019 21649583.118 TCFP [033 =80 [ACK] 5=

Set Time Reference (toggle)

Find Mext Reference
Find Previous Reference

Configuration Profiles. .. ShifE+CErl+-54

29 0,100 60 21649238118 246,125,019 TCFP 80 = 033 [ACK] 54
30 0106 08 2164985118 246,125,019 HTTE  HTTFR ] 200 Ok

- Preferences... Shift+Ckrl+P

CACE
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Taking Frames Out Of Your Trace

After ‘cleaning’ up your
trace with extensive
filtering you may want to
save this ‘cleaner’
Version

Save in: I&} T2-11 Trace File Analpsiz - Analyzing HTTF Tj &I 7 0 i EEE

i clientdying. pcap
L £ http-gspn.peap
My Recent http-post. pcap
locumments
o
] ap

Simply ensure you have -
SeleCted the DISplayed Hu:;:,; Si:v:aar:Zpe: | wirsshark tcpdumpy... - lbpeap [*peap;” cap) 7] %1
option at the bottom of
the Save Dialogue box e

" Captured ' Displayed

& pll packets 193 187
€ Selected packet i 1
| Warked packets 0 0
€= First o ast marked 0 0
. Hange:l— 0 0
\ A4

/(www rrrrrrrrrrr
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Difference Between Prepare and Apply

When you right click on a report or field name, you
typically have the option to ‘Apply’ or ‘Prepare’ a filter.

Apply

. Takes whatever you have selected and immediately
‘applies’ it

Prepare

» Takes whatever you have selected and simply inputs it
Into the display filter area

« Now you can modify it prior to invoking the display

criteria
7= V4 —
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IO Graphs

|O Graphs provide a
visual representation
of the traffic rate. i

2! wireshark 10 Graphs: download-bad.pcap

— 100
Consider ‘color
assumptions’ when et AANATT 8 IAAN VAN VAT LA AN 0
assigning filters. - - - o)
-Graphs ~% Axis
Graph 1 Color Filter: I Style: Line [v | Tick interval; 1 sec [v
Graphz Color  Filker: ltcp.anaIysis.dupIicate_ack Style: Line [v | Pixels per tick: 5 [V

Graph 3 | olor  FEilter:

Style: Line [V Y Axis

Style: Line | w |||Unit:  Packets/Tick v

Graph 4 |Color Filter:

Graph S |“clor Eilker: Style: Line [v Scale: Auto [v

Help | Close |
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IO Graphs — Application Documentation

In the graph below | wanted to illustrate when DNS and
HTTP was active.

"4 wireshark 10 Graphs: thetechfirm.cap -0l x|
— 20
— 10
Os 20s
K Ja
-iaraphs - s
Graphl Color  Eilker: Iu:lns Stywle:  Line [ ¥ ||| Tickinterval: 1 sec v
Graph 2 Color  Eilker: Ihttp Skyle:  Line [ w || | Pixels per tick: 5 [«
Graph 3 | Color Eilker: I Skwle:  Line [ - [ yiew as time of day
- Axis
Graph 4 | Color Eilker: I Skwle:  Line [ -
Urit: PacketsTick |
Graph S | Color Eilker: I Skwle:  Line [ - Seale 50 [ -
Help | Copy | Save | Close |

= Mo
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HTTP Flow Graphing

Time 24.6.150.44 638.67.76.178 199,181.132.250 199,181.132.244 67.131.237.17 Comment =
0.000 ('42?#_.!1."_3.%&(53) E E E DNS$: Standard query Awww.espn.com
0.012 (142?)'_ andard quer res '(53) E E E DN$: Standard query response A 199.181.132.
0.017 78, 3879 = WE_E‘QJLS_..;@:I. : : TCP: 3870 > hitp [SYN] Seq=0 Len=0 MSS=148
0.050 (3379);5 hitp = 3879 [SYN, & 'wﬂ) E E TCP: http > 3879 [SYN, ACK] Seq=0 Ack=1 Wi
0.050 (2879)! 3879 = M’QS_,@;I ! : TCP: 3879 > htp [ACK] Seq=1 Ack=1 Win=175.
0,054 (3879); GET JHTTR 4 2! ,:80) E E HTTP: GET / HTTP/1.1
0,086 (3R7a) hitp = 337:9 [ACK] S : ot i : TCP: http > 3870 [ACK] Seq=1 Ack=260 Win=6<
0.087 (3379);_"4 [TCPPr e‘*"ﬁus segme ;@0) E E TCP: [TCP Previous segment lost] http > 3879
0.087 a7yt [TCP Dup 44-CK B#1]3 a0 ! : TCP: [TCP Dup ACK 6#1] 3879 > htp [ACK] Se
0,088 (3879);._-41‘ [TcP 0ut-0f-0rder] ;@0) E E HTTP: [TCP Out-Of-Order] HTTP/1.1 301 Move
0.088 a7yt 3879 = WIACKI S a0y : : TCP: 3879 > htp [ACK] Seq=260 Ack=432 Win:
0.090 (142?)§th 53 : 7 : : DNS: Standard query Aespn.go.com
0,091 canryt 3879 > "ﬁ_E IF'N A 55@1' E E TCP: 3879 > htp [FIN, ACK] Seq=260 Ack=432
0.109 (1427)§w§9: 53) , . E E DNS: Standard query response A 199.181.132.;
0.113 B! -3331 = hittp [SYN] S‘ oy : TCP: 3881 > http [SYN] Seq=0 Len=0 M$5=145
0.134 (3879);:" hitp = 38?9 [ACK] S '“o) E : E TCP: hitp > 3878 [ACK] Seq=d432 Ack=261 Win:
0.145 caBity e .Htgp = 3881 [SYN, A« oty : TCP: http > 3881 [SYN, ACK] Seq=0 Ack=1 Wi
2 | 2l | 2
Save As Close
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Creating a Packet Bookmark

Sometimes when you are capturing packets, you may need to
create some kind of ‘bookmark’.

To do so, simply ping something that has nothing to do with your
troubleshooting.

For example ping your router with a 500 Byte payload.
The syntax for windows; ping ipaddress —| 500

"4 Tony Fortunato - {Untitled) - Wireshark

File Edit Mew Go Capture Analvze Statisktics  Help

DWOeN DEHXEE A¢29TLI|BE|QAQAQAD [ @DN

Eilter:l *  Expression... Clear Apply

Mo, - Timne Length B | Source Destination Protocol | Info
423 10633119 [906 647,135,190 (92, 162, 1. 10| TiCP [TCF segrment of a reassembled PO
484 10635919 397 a4.7.135.190 [92. 168,110 HTTP  HTTF/L] 404 Mot Found (text'html)
425 [0,635979 24 192 1eB.1.101 647,135,190 TiCP 2012 = 80 [ACK] 5eq=3828837 128 A
486 10742 155 94 192 1e8.1.101 647,135,190 Pindas kK] Seq=1248924697 A
487 10777206 24 647,135,190 (92,162,110 g k. 48441780 = 2002 [A
488 | 1.233590 942 192 168.1.101 [92.168.1.1 [CMP Echo (ping) request
4839 | 1235412 542 192 188.1.1 [92. 168,110 [CMP Echo (ping) reply
490 |6.6364 18 971 192 1eB.1.101 647,135,190 HTTP  GET findex.cfm?D=12 HTTF/ 1. |

CACE WIRESHARK
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Boot-up Baseline

This baseline observes a device’'s boot-up process and
provides clues as to the configuration of that device.

Most common example is to baseline your new PC build.

Corporate
Network

NG

HUB or TAP

Switch

/( ww
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Boot-up Example Findings

Servers Protocol Bytes/Packets
10.10.10.11 DNS

10.10.10.2 DHCP

10.10.10.1 Default Gateway

10.10.22.10 PDC

18.12.14.14 Time server

10.10.10.3 LDAP/Kerberos
CAfE/f_E WIRESHARK
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Application Baseline Example

Task Start Frame # |[End Frame # Bytes

Launch acme Data [0 1,000 100,829
Entry Application

lLogin 1,002 3,121 6,232,232

Query for account 3,231 5,764 13,123,385
123

IChange name and [6,000 6456 213,489
submit

= . —
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Roll your Own

With a PC and 2 network interface cards, you can easily
design a remote capture tool.

Using Remote Desktop or VNC, you can connect from
your PC to your Wireshark and capture from the other
Interface

Corporate Network DMZ
172.17.1.0 10.44.10.0

" Tony Fortunato - Wireshark: Capture Options - |EI|1|
-Capture

Interface: IB adcom 440x 10/100 Integrated Cantroller: \DevicelNPF_{69504365-ED62-43CF-6 7 |
IP address: 10,44.10,100

Link-layer header type; Ethier t["|B fFer I ﬂ megabyte(s)  Wireless Settings|

¥ Capture packets in proi
[ Limit each packet ko |53 jbyt
Capture Filter | [ =]

=
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Pathping windows)

Use Microsoft's pathping command to document packet
loss and response time

e Command Prompt

C:\Documents and Settings“ZTony Fortunatoszpathping 10.0.29.1 -n

Tracing route to 10.0.29.1 over a maximum of 30 hops

10.44.10.102
10.44.10.1
172.17.4.1
10.0.29.1

Computing statistics for 7% seconds...
This Hode/Link
= Pct

LSource to Here

Hop RTT Lost/5ent = Pct
2ms= o/ 100 L)
102m= 2/ 100 -
100m= 4/ 100 4%

Trace complete.

Lost/Sent

100
100
100
100
100
100

0%
0%
2%
0%
2%
0%

Address
10.44_10.102

I
10.44.10.1

I
172.17.4.1

I
10.0.29.1

=
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Netstat results (windows)

Use Netstat to see what TCP/UDP ports and IP addresses your application is
using

C:\>netstat -n -b
Active Connections
Proto Local Address Foreign Address State PID
TCP 10.10.10.10:2716 142.161.235.2:17/879 ESTABLISHED 2724

[Skype.exe]

= V1 .
CACE WIRESHARK
UNIVERSITY

TECHNOLOGIES



Specific Display Filters

Once you have captured your packets, use Statistics-
>Conversation->Display Filters to understand your
application behavior.

4! Conversations: {Untitled) =10l x|

Ethernet: 19 IFiI:ure Zhanmel |FDDI IPwd: 13 |IF‘>< |J:<T.ﬁ. |5CTF‘ ITCF‘: z |T|:|kﬂn Ring |LIDF‘: 13 |LISB I'-.-'-.-'LF'.N | [ZP |R5'-.-'F‘
IPv4 Conversations
Address & Address B Packets | Bwkes * | Packets A-=B | Bwtes A-=B | Packets A<-B | Bwtes A<-B -
10,10,10,10  125.46,156.117 217 207478 83 4602 134 202576 I
|10.0.1.205 239,255, 255,250 18 . —
10.0.1.136  239.255.755.250 6  Masbicckalc] > > .
10.0.1.230  10.,755.755.255 & Prepare a Filker ¥ Mot Selected ¥ A4--=E I
10,10,10,10  142.161,235.2 3 Find Packet ¥ ... and Selected P A =--E !
133 i 333 ?342'2'50'2%552255 ; Colorize Conwersation  * ... of Selected k4O <-= ANY _
0.1, 255,255, J— = | 1
10.40,17.35 10,255.255.255 1 253 1 el et Sl A== ANY o]
s LT : : ... Of not Selecked PoA < ANY
“ I ANY <> B i
_ AMY <-- B
¥ Mame resolution AMY = B
Help | Copy Close
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