
{I!wYC9{¢ Ψмл  μ  {ǘŀƴŦƻǊŘ ¦ƴƛǾŜǊǎƛǘȅ  μ  WǳƴŜ мпς17, 2010

DMZ Network Visibility with Wireshark
June 15, 2010 

Ashok Desai
Senior Network Specialist | Intel Information Technology

SHARKFESTΨмл
Stanford University
June 14-17, 2010



{I!wYC9{¢ Ψмл  μ  {ǘŀƴŦƻǊŘ ¦ƴƛǾŜǊǎƛǘȅ  μ  WǳƴŜ мпς17, 2010

Outline 

Presentation Objective

DMZ Overview / Challenges 

Case Study 

Summary



{I!wYC9{¢ Ψмл  μ  {ǘŀƴŦƻǊŘ ¦ƴƛǾŜǊǎƛǘȅ  μ  WǳƴŜ мпς17, 2010

Presentation Objective 

ÅShare challenges faced when DMZ network 
visibility is needed

ÅShare methods to help overcome these 
challenges 

ÅShare Wireshark capabilities that are useful 
for analyzing DMZ traffic
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DMZ Overview 

ÅDMZ (DemilitarizedZone) Network

άŀ ǇƘȅǎƛŎŀƭ ƻǊ ƭƻƎƛŎŀƭ ǎǳōƴŜǘǿƻǊƪ ǘƘŀǘ Ŏƻƴǘŀƛƴǎ ŀƴŘ ŜȄǇƻǎŜǎ 
an organization's external services to a larger untrusted 
ƴŜǘǿƻǊƪέ

άŀ ƴŜǘǿƻǊƪΣ ƴƻǘ ǇŀǊǘ ƻŦ LƴǘŜǊƴŜǘ ƻǊ LƴǘǊŀƴŜǘέ 

ÅTypical DMZ Services

ïFirewall

ïLoad Balancer

ïReverse Proxy
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Firewall 

Å Firewall  

ï Designed to block unauthorized access while 
permitting authorized communications

Å Types: 

1. Network layer firewall

2. Application layer firewall
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Firewall Types

ÅNetwork layer firewall
ïWill not allow packets to pass through the firewall unless they match 

the established rule set

ï Includes source and destination IP address, UDP or TCP ports

ÅApplication layer firewall
ïApplication firewalls can prevent all unwanted outside traffic from 

reaching protected machines

ïWork at the application layer of the TCP/IP stack (i.e., all browser 
traffic, or all telnet or ftp traffic)

ÅCan be single appliance or separate appliances
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Firewall Functionality 

ÅNetwork and Port Address Translation 

ïHides the true address of protected hosts

ÅLoad Balancer 

ïProvides redundancy & load balancing requests 

ÅChallenges for Protocol Analysis 

ï¢ǊŀŎƪƛƴƎ ǘƘŜ ǳǎŜǊ ǘŀǎƪΩǎ ƭŜǾŜƭ ǘǊŀŦŦƛŎ

ÅSource IP and TCP port number can changes when they 
pass through
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Load Balancer 

ÅLoad Balancer 
ïA technique to distribute workload evenly across two or more 

computers, network links, CPUs, hard drives, or other resources

ïCan be software or appliance based 

ÅTypes of Load Balancers*
1. Direct Routing (DR)

2. Network Address Translation (NAT)

3. Source Network Address Translation (SNAT)

4. Transparent Source Network Address Translation (SNAT-TPROXY)

5. SSL Termination or Acceleration (SSL) with or without TPROXY

*- Source http://loadbalancer.org

http://loadbalancer.org/


{I!wYC9{¢ Ψмл  μ  {ǘŀƴŦƻǊŘ ¦ƴƛǾŜǊǎƛǘȅ  μ  WǳƴŜ мпς17, 2010

Load Balancer:  Type 1 
Å Direct Routing (DR) load balancing method

ï The virtual IP address is shared by real servers and the load balancer

ï Load balancer selects on real server, directly forwards to real server 

ï Real server process the request locally and sends response packet directly to 
client 

ÅChallenges for Protocol Analysis:

üThere could be duplicate packets seen in real server LAN network 
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Load Balancer:  Type 2
Å Network Address Translation (NAT) load balancing method

ï A two arm infrastructure with an internal and external subnet to carry out the translation

ï Appliance becomes the default gateway for the real servers

ï Load balancer translates all requests from the external virtual server to the internal real servers. 

ÅChallenges for Protocol analysis 

ÅTracking the user taskôs level traffic

ÅSource IP and TCP port number will changes when they pass through   
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Load Balancer:  Type 3 
Å Source Network Address Translation (SNAT) load balancing method

ï The load balancer proxies the application traffic to the servers so that the source of all 
traffic becomes the load balancer

ï Load balancer handles cookie insertion 

ÅChallenges for Protocol Analysis:

üTracking the user taskôs level traffic as Source IP and TCP port number will changes when 

they pass through the load balancer  
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Load Balancer:  Type 4 

Å Transparent Source Network Address Translation (SNAT-TPROXY) load balancing 
method
ï Source address of the client is a requirement 

ï SNAT acts as a full proxy but in TPROXY mode all server traffic must pass through the load balancer

ï The real servers must have their default gateway configured to point at the load balancer

ÅChallenges for Protocol Analysis:

üNot as many challenges as other types



Load Balancer:  Type 5 
Å SSL Termination or Acceleration (SSL) with or without TPROXY

Å To process cookie persistence in HTTPS streams on the load balancer

Å Can be configured to see Source IP or Source IP as load balancer IP

ÅChallenges for Protocol Analysis:

üTracking the user taskôs level traffic as Source IP and TCP port number will changes when 

they pass through the load balancer  



{I!wYC9{¢ Ψмл  μ  {ǘŀƴŦƻǊŘ ¦ƴƛǾŜǊǎƛǘȅ  μ  WǳƴŜ мпς17, 2010

Reverse Proxy 

ÅReverse Proxy
ïActs as a gateway to an HTTP server or HTTP server farm by acting as 

the final IP address for requests from the outside 

ïDispatches in-bound network traffic to a set of servers, presenting a 
single interface to the caller

ïUses NAT or PAT to accomplish this 
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Reverse Proxy

ÅChallenges for Protocol Analysis

ï¢ǊŀŎƪƛƴƎ ǘƘŜ ǳǎŜǊ ǘŀǎƪΩǎ ǘǊŀŦŦƛŎ ŀŎǊƻǎǎ 5a½ 
appliances 

ÅIP Address and port number will changes once it passes 
through the reverse proxy 

ïURL may be different at each DMZ appliance
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DMZ Network Challenges ςSummary 

ÅDMZ network analysis can be challenging: 

ïEncrypted traffic 

ïChanging IP addresses and port numbers across:

ÅLoad Balancer

ÅReverse Proxy

ÅFirewall

ïTraffic can be difficult to correlate across tiers
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HTTP Protocol Overview 

ÅCompliments protocol analysis efforts

ïHTTP is a request-response standard typical of client-
server computing 

ïProvides response when there is successful or unsuccessful 
event

ÅHelps to guide where could be cause of issue
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Problem Statement

ÅUsers were intermittently receiving an 
άInternal Server Errorέ ǿƘŜƴ ŀŎŎŜǎǎƛƴƎ ŀƴ 
external facing website

Whereand why did this error occur? 
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Methodology  

ÅUnderstand the application flow through the 
DMZ infrastructure 

ÅCapture interesting traffic 

ÅFilter based on the time of the error event 

ÅDecrypt the traffic to provide visibility

ÅAnalyze the traffic 

ÅCorrelate the findings to identify the root cause 



Understand the Flow -
Capture the Interesting Traffic 

SSL Traffic 

Virtual IP address 

Internet 

External 
User 

Datacenter 

Packet capture 

DMZ Appliance - II Real Web 
servers

NAT & PAT NAT & PAT 

NAT & PAT 
NAT - Network Address translation
PAT ïPort Address translation 

DMZ Appliance - I 
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Decrypt the Traffic 

Å CƻǊ ƳƻǊŜ ƛƴŦƻ ǇƭŜŀǎŜ ǊŜŦŜǊ άSSL Troubleshooting with Wireshark and TsharkέBy Sake Blok in SHARKFEST '09

Where:
IP: is the IP Address of the server / appliance with the private key
Port: is usually 443 for SSL/TLS or destination port seen in the trace file
Protocol :is usually HTTP
Key File_Name: is the location and file name of the private key

http://www.cacetech.com/sharkfest.09/AU2_Blok_SSL_Troubleshooting_with_Wireshark_and_Tshark.pps
http://www.cacetech.com/sharkfest.09/AU2_Blok_SSL_Troubleshooting_with_Wireshark_and_Tshark.pps


DMZ Tier-1 Observations 



DMZ Tier-1 Observations  Cont..

Error Content matches with error observed 

@ user Browser  

Time of Event occurred matches with error observed @ user Browser  

Filter with response code ñ500ò


