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Presentation Objective
DMZ Overview / Challenges
Case Study
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A Share challenges faced when DMZ network
visibility is needed

A Share methods to help overcome these
challenges

A Share Wireshark capabilities that are useful

for analyzing DMZ traffic
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A DMZ (Demilitarize@one) Network
Gl LIKeaAOoOlFrf 2NJ f23A0Ff &adzoy
anAor,ganization's external services to a larger untrusted
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A Typical DMZ Services
I Firewall
I Load Balancer
I Reverse Proxy
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A  Firewall

I Designed to block unauthorized access while
permitting authorized communications

A Types:
1. Network layer firewall
2. Application layer firewall
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A Network layer firewall

I Will not allow packets to pass through the firewall unless they match
the established rule set

I Includes source and destination IP address, UDP or TCP ports

A Application layer firewall

I Application firewalls can prevent all unwanted outside traffic from
reaching protected machines

I Work at the application layer of the TCP/IP stack (i.e., all browser
traffic, or all telnet or ftp traffic)

A Can be single appliance or separate appliances
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A Network and Port Address Translation
I Hides the true address of protected hosts

A Load Balancer
I Provides redundancy & load balancing requests

A Challenges for Protocol Analysis
Pi¢NF OlLAY3 GKS dzaSNJ GF aqi !
ASource IP and TCP port number can changes when the
pass through
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A Load Balancer

I Atechnique to distribute workload evenly across two or more
computers, network links, CPUs, hard drives, or other resources

I Can be software or appliance based

A Types of Load Balancers*
1. Direct Routing (DR)
2. Network Address Translation (NAT)
3. Source Network Address Translation (SNAT)
4. Transparent Source Network Address Translation (SNAOXY)
5. SSL Termination or Acceleration (SSL) with or without TPROXY

*- Sourcenttp://loadbalancer.org
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http://loadbalancer.org/

A Direct Routing (DR) load balancing method
T

The virtual IP address is shared by real servers and the load balancer
Load balancer selects on real server, directly forwards to real server
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AChallenges for Protocol Analysis:
U There could be duplicate packets seen in real server LAN network
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A Network Address Translation (NAT) load balancing method
i Atwo arm infrastructure with an internal and external subnet to carry out the translation
i Appliance becomes the default gateway for the real servers
i Load balancer translates all requests from the external virtual server to the internal real servers.
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AChallenges for Protocol analysis
ATracking the user taskods level traffic
ASource IP and TCP port number will changes when they pass through

www.wireshark.com

= R -
CACE WIRESHARK

TECHNOLOGIES UNIVERSITY

{1TwYC9O{¢ WYWwmn M {01 y F27NIF010 YA OSNaAuUe g wd

Z



A Source Network Address Translation (SNAT) load balancing method

i The load balancer proxies the application traffic to the servers so that the source of all
traffic becomes the load balancer

I Load balancer handles cookie insertion
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A Transparent Source Network Address Translation (SNRROXY) load balancing
method
I Source address of the cliem a requirement
T SNAT acts as a full proxy but in TPROXY mode all server traffic must pass through the load balance
i The real servers must have their default gateway configured to point at the load balancer
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AChallenges for Protocol Analysis:

%: U Not as many challenges as other types (( .
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A SSL Termination or Acceleration (SSL) with or without TPROXY

A To process cookie persistence in HTTPS streams on the load balancer
A Can be configured to see Source IP or Source IP as load balancer IP
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A Reverse Proxy
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Acts as a gateway to an HTTP server or HTTP server farm by acting a

the final IP address for requests from the outside

Dispatches i#ound network traffic to a set of servers, presenting a
single interface to the caller

Uses NAT or PAT to accomplish this
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A Challenges for Protocol Analysis
Pi¢NF Ol Ay3 OUKS dzaSNJ G &7 ¢
appliances

AIP Address and port number will changes once it passe:
through the reverse proxy

I URL may be different at each DMZ appliance
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A DMZ network analysis can be challenging:
I Encrypted traffic

I Changing IP addresses and port numbers across:
ALoad Balancer
AReverse Proxy
AFirewall

I Traffic can be difficult to correlate across tiers
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A Compliments protocol analysis efforts

I HTTP Is a requestsponse standard typical of client
server computing

I Provides response when there is successful or unsuccesst
event

AHelps to guide where could be cause of issue
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Case Study
Problem Statement
Methodology
Testing Detalls
Analysis & Inferences

CACE

TECHNOLOGIES {11 wYC9{¢ Wwmn

U

UNIVERSITY

{01 y F27NIF010 YA OSNaAuUe

v

wd

Z



A Users were intermittently receiving an
dnternal ServerErrar g KSY | OOS &
external facing website

24)] - Microsoft
TR (inteD
bt WR [ able SAR
Unknown Custon ner
R ExtCustomer

3 7
Internal Server Error
The server encountered an internal error or misconfiguration and was unable to complete your request

Please contact the server admnistrator, IBLADMIN@sntel com and mform them of the time the error occurred, and anything you mught have done that may have
c d the error.

More mformation about this error may be avalable i the server error log

Fridsy, Janueey 03,2010 10:26
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A Understand the application flow through the
DMZ infrastructure

A Capture interesting traffic

A Filter based on the time of the error event

A Decrypt the traffic to provide visibility

A Analyze the traffic

A Correlate the findings to identify the root cause
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Decode IPwd TOS Field as DifFgery field: — [+]

C Reassemble fraomented IP datagrams:
A wireshark: Preferences — 10 =]

Reassem ble SSL records spanning multiple TCP segments: I~

3y in protocal bree:

e || meassem ble 551 Application Data spanning multiple S5 records: =

LI =LI=LA =SS IS L=

SSSSSS

| STAMAG 5066 >
P suLLEecLL o sasssndle TCP streams:
| ‘ DS ‘ ‘ N~
P vy i o L |—|

i, y
=3 [=H
sssss ksum if pnssh\
S5H

| Bl |

Where:
IP:is the IP Address of the server / appliance with the private key

Protocol is usually HTTP
KeyFile_Nameis the location and file name of the private key

Port: is usually 443 for SSL/TLS or destination port seen in the tracéfile

A C2NJ Y2NB Ay 8L Tiduib&shaoBng Wilh Wigesldark afidharke By Sake Blok in SHARKFEST '09
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http://www.cacetech.com/sharkfest.09/AU2_Blok_SSL_Troubleshooting_with_Wireshark_and_Tshark.pps
http://www.cacetech.com/sharkfest.09/AU2_Blok_SSL_Troubleshooting_with_Wireshark_and_Tshark.pps

(BOO00D01924}] - Microsoft Internet Explorer

Unknown  Avadabils AWR O Avadable SAR O REFERENCE IN WEB PAGE
Unknown Customes

ﬁ Exk Customer Record

Internal Server Error ———5  ERROR OBSERVED @ USER

The server encountered an internal error or misconfiguration and was unable to complete your request.

Please contact the server admunustrator, IBLADMIN@intel com and mform them of the time the error occurred, and anything you maght have done that may have
caused the emror

More mformation about this error may be avalable m the server emror log

TIME @ EVENT OCCURRED

Friday, Januoey 03, 2010 10:26
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— Filter with response code #5000

\

Time of Event occurred matches with error observed @ user Browser

Error Content matches with error observed

— @ user Browser



