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Physical vs. Virtual 

From what we know to ñVirtual 

Environmentsò 
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Physical Environments 

Å!ǇǇƭƛŎŀǘƛƻƴǎ ŀƴŘ ǎŜǊǾƛŎŜǎ ǊǳƴƴƛƴƎ ƻƴ άǊŜŀƭέ ǎŜǊǾŜǊǎ 

ÅOften multiple servers per application/service 

ïMail servers, Web server farms 

ïOften difficult to capture: clustered servers 

ÅMultiple applications/services per server 

ïWeb service, database service 
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Capture Strategies 

ÅCommon capture strategies: 

ïHUB (for single clients or when really really 
desperate) 

ïSPAN (quick, no disconnects) 

ïTAP (most exact) 

ÅLess common: 

ïInline/Pass Thru capture 

ïWith locally installed Wireshark (bad idea) 

ïUsing hacking techniques (really bad idea) 
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Typical physical setup example 

    


