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Physical vs. Virtual

From. -what we know
Environment so
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Physical Environments
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A Often multiple servers per application/service

I Mail servers, Web server farms

I Often difficult to capture: clustered servers
A Multiple applications/services per server

I Web service, database service
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Capture Strategies

A Common capture strategies:

I HUB (for single clients or when reaially
desperate)

I SPAN (quick, no disconnects)
I TAP (most exact)
A Less common:
I Inline/Pass Thru capture
I With locally installed Wireshark (bad idea)

I Using hacking techniques (really bad idea)
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Typical physical setup example
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