
{I!wYC9{¢ Ψмл  μ  {ǘŀƴŦƻǊŘ ¦ƴƛǾŜǊǎƛǘȅ  μ  WǳƴŜ мпς17, 2010
Trace files and coloring rules can be copied from circulating memory stick 

Discovering IPv6 with Wireshark
June 16, 2010

Rolf Leutert
Network Consultant & Trainer | Leutert NetServices| Switzerland

SHARKFESTΨмл
Stanford University
June 14-17, 2010



{I!wYC9{¢ Ψмл  μ  {ǘŀƴŦƻǊŘ ¦ƴƛǾŜǊǎƛǘȅ  μ  WǳƴŜ мпς17, 2010

Introduction

IPv6 Header & Extensions

Address format, notations & types

Address Autoconfiguration

Neighbor discovery, Router discovery

Host configuration with DHCPv6

New DNS AAAA record

Transition technologies, ISATAP, Teredo, 6to4

IPv6 Routing Protocols

Session Agenda



{I!wYC9{¢ Ψмл  μ  {ǘŀƴŦƻǊŘ ¦ƴƛǾŜǊǎƛǘȅ  μ  WǳƴŜ мпς17, 2010

ÅThere are many changes from IPv4 to IPv6

ÅThe most obvious is the length of the IP address from 32 to 128 bits

Å4 times the number of bits is not 4 times the number of addresses

ÅIt means doubling the address space with each additional bit (96x)

ÅAbout 3,4 * 1038 possible addressable nodes

ÅMore than 1027 addresses per person on the planet

IPv4 to IPv6 address space comparison

2001:0DB8:0000:0000:0000:0000:1428:57AB

192.168.20.30IPv4 address, 32 bits

IPv6 address, 128 bits

network prefix interface identifier

Introduction
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IPv4 to IPv6 address space comparison

Letôs assume, the whole IPv4 address 
space ( 232) with 4.2 Billion addresses is 

represented by an area of 1 millimeter 2

How big would be the corresponding 

area with IPv6?

The equivalent area would be:

155 Millions of Earth surfaces!!!

(Earth surface area is 510 Million km²)

+

Introduction
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Ver. HL DiffServ Payload length Ver. Traff. Class Flow Label

Identification Flag Fragment Offset

TTL Protocol Header Checksum

32 bits Source Address

32 bits Destination Address

Payload length NextHeader Hop Limit

128 Bits

Source Address

128 Bits

Destination Address

Optional fields

Optional fields

IPv4 Header

(20 Bytes without options)

IPv6 Header

(40 Bytes without extensions)

Optional

Extension Headers

Fields changed

Fields removed

Fields added

IPv6 Headers & Extensions
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IPv6 Flow Label

ÅA Flow is a sequence of packets sent from a

particular source to a particular destination

ÅA Flow Label could significantly speed up

packet processing on routers 

ÅRFC 3697 defines the use of the 20 bit IPv6

Flow Label initiated by the source nodes

ÅA Flow path needs to be established on all

routers on the path from the source to the

destination (e.g. RSVP)

ÅNot all flow process details are defined at

this point of time

IPv6 Header & Extensions
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IPv6 Header TCP Header

and dataNext Header

TCP

Basic header

Routing HeaderIPv6 Header TCP Header

and dataNext Header

TCP

Basic header with one extension

Next Header

Routing

Routing HeaderIPv6 Header Fragment Header

Next Header

Fragment

Basic header with two extension

Next Header

Routing

TCP Header

and dataNext Header

TCP

ÅIPv6 offers modular header composition adding optional information

ÅBasic IPv6 header can be followed by one ore more extension headers

+

IPv6 Header & Extensions
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IPv6 supports different address notation formats

+

2001:db8:0:0:0:0:1428:57ab     leading zeros can be suppressed

2001:db8 ::1428:57ab                consecutive zeros can be compressed with ::

2001:0:0:100:0:0:0:20 zero compression only once in an address

2001::100::20 invalid address

2001:0:0:100::20 valid address

2001::100:0:0:020 valid address

fe80::5efe:192.168.20.100 mixed notation, compressed

2001:db8::/64 represents the network 2001:db8:0:0::

2001:db8::1428:57ab/128 represents a single host address

2001:0DB8:0000:0000:0000:0000:1428:57AB  standard notation 

2001:0db8:0000:0000:0000:0000:1428:57ab  notation is case insensitive

Address format & notation
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Four types of addresses are defined in IPv6

Å Unicast 2xxx          Worldwide unique addresses

fdxx Locally valid addresses

Å Multicast ffxx play an important role in IPv6,

they also replace Broadcasts

Å Anycast 2xxx are unicast addresses reserved

or assigned to special functions

Å Special Addresses reserved for special purposes

like DHCP, Loopback etc.

Å No Broadcast anymore replaced by multicasts, this is

valid for layer 2 and layer 3

+

Address types
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Unicast

Å Global 2xxx          Blocks managed by RIPE NCC (Europe)

Range 2001:/16 Global unicast addresses (former public)

Reserved 2002:/16 6to4 address space

Reserved 3ffe:/16   old 6Bone address

Å Local

Link-Local fe80:/64 former IPv4 169.254.0.0/16 APIPA

Local fc00:/8 Centrally Assigned Unique Local 

Address (ULA-central)

fd00:/8  Unique Local Address (ULA, not routed in 

the Internet, former IPv4 private)

Site-Local fec0:/10 deprecated, do not use anymore

+

Address types
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Multicast prefixes and scopes ff00:: /8

Å Interface -local Scope ff01:: /64

Å Link-local Scope ff02:: /64

Å Site-local Scope ff05:: /64

Å Global Scope ff0e:: /64

Multicast hosts

::1 All nodes ::b All mobile agents

::2 All routers ::c SSDP

::3 unassigned ::d All PIM router

::4 DVMPR router ::e RSVP-encapsulation

::5 OSPF IGP ::16 LLMNR

::6 OSPF IGP DR ::101 NTP server

::7 ST router ::1:1 Link name

::8 ST hosts ::1:2 All DHCP relay agents

::9 All RIP routers ::1:3 DNS & LLMNR

::a All EIGRP routers ::1:ffxx:xxxx  Solicited node multicast

+
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Special Addresses

Å Unspecified 0:0:0:0:0:0:0:0/128 or ::/128

used as source address only

Å Loopback ::1/128     (former IPv4 127.0.0.1)

local host or loopback address

Å Default Gateway ::/0  used as gateway of last resort

Anycast

Å These type of addresses can be used to reach certain functions which

are assigned to different servers (i.e. Root Server)

Å Anycast addresses are unicast and are routed to the nearest server

RIPE NCC Root Server 2001:7fd::1 193.0.14.129

VeriSign  Root Server 2001:503:c27::2:30 192.58.128.30 

6to4 Relay 192.88.99.1 

+

Address types
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ÅAn IPv6 host will autoconfigure a link -local address for each interface

ÅPrefix for link-local address is fe80::/64

ÅInterface ID is either derived from MAC address or a random value

IPv6 Stateless Address Autoconfiguration (SLAAC)

Ethernet MAC address 00 : 30 : 64 : 6b : 85 : 32

fe 80     00 00    00 00     00 00    02   30   64   ff    fe   6b   85 32

IPv6 address: EUI-64 format

IPv6 address: privacy format

random value

fe 80     00 00    00 00    00 00     9c 4a    e7 8a    20 38    d4 d1

+

Address Autoconfiguration 
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ÅIf a router is present, host will also autoconfigure global address

ÅPrefix will be obtained from router, example 2001:db8::/64

ÅInterface ID is either derived from MAC address or a random value

ÅRouter indicates in advertisement if stateful configuration may be used

IPv6 Stateless Address Autoconfiguration (SLAAC)

Ethernet MAC address 00 : 30 : 64 : 6b : 85 : 32

20 01    0d b8    00 00     00 00   02   30   64   ff    fe   6b   85 32

IPv6 address: EUI-64 format

IPv6 address: privacy format

random value

20 01     0d b8    00 00    00 00    9c 4a    e7 8a    20 38    d4 d1

+

Address Autoconfiguration 
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ÅProbably the most strange part of IPv6 addressing

ÅAn IPv6 host forms a SNMA for each own unicast address in use

ÅThe SNMA address is used for Neighbor Discovery (replacement of ARP)

ÅThe SNMA address is derived from each unicast address in use

Solicited Node Multicast Address (SNMA)

20 01    0d b8    00 00     00 00   02   30    64 ff      fe 6b    85 32

Hosts unicast address

ff  02     00 00    00 00     00 00    00 00    00 01     ff 6b    85 32

SNMA derived from unicast address:   ff02::1:ff 6b:8532

Hosts SNMA address

SNMA prefix   ff02:0:0:0:0:1:ff00/104 24 bits

Address Autoconfiguration 
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ÅWe have to get used, that a host has many IPv6 addresses

ÅMost hosts support Dual Stack Architecture for IPv4 and IPv6

ÅIPv6 is self-configuring , but it also allows manual configuration

IPv6 Client

C:\ windows \ system32>ipconfig /all

Physical interfaces:

ÅEthernet interface

ÅWireless LAN interface

ÅBluetooth interface

Logical interfaces:

ÅLoopback pseudo -interface

ÅISATAP tunneling interface

ÅTEREDO tunneling interface

Å6to4 interface

IPv6 Interfaces
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ÅIPv6 hosts and router have the following addresses: 

IPv6 Host
ÅLink-Local address for each interface

ÅSNMA for each own IPv6 address

ÅAll-nodes multicast address

ÅLoopback address

ÅAssigned unicast address (if a router is present)

ÅOptional Multicast addresses of other groups

IPv6 Router An IPv6 router has in addition:

ÅSubnet -router anycast address

ÅAll-router multicast address

ÅOptional other anycast addresses

ÅOptional Multicast addresses of other groups

+

IPv6 Interfaces



{I!wYC9{¢ Ψмл  μ  {ǘŀƴŦƻǊŘ ¦ƴƛǾŜǊǎƛǘȅ  μ  WǳƴŜ мпς17, 2010

ÅIn Windows Vista/7, each IPv6 interface is numbered with unique ôZone IDõ

ÅA link-local address is automatically configured with the address prefix

fe80::/64 for each physical or logical IPv6 interface

ÅIf a router is available, a global address is configured on interface

IPv6 Interfaces
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Link Local Addresses

Global Addresses

IPv6 Interfaces
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RTP

RIP

SNMP

TFTP

DHCP

NAT-T

ISAKMP

TCP/IP Layers

UDPTCP

Many LAN, WLAN and WAN Protocols

Application
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or
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IP
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Network
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Internet File 
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