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Packet Corporation

Wireshark Saves the Day! 

A Beginner’s Guide to Packet Analysis
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Those Were The Days
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What My Company Think What 

I’m Doing
This is what I Do Everyday!What My Customer see 

Everyday
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Not an easy job!
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Wireshark To The Rescue!
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Verify what you read. Wireshark is a fantastic
educational and verification tool. Wireshark
allows us to do that by seeing the actual
traffic being sent on the wire, including details
such as:
• Protocols
• Port and Protocol numbers
• Header types
• Addresses
• Payloads
• and more, more and more… Thanks Core

Dev!

Trust, But Verify…
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Many times, a problem can’t be solved without
going to the packet or frame level to see what
is going on.

In that moment, you can be “that person” who
has taken the time to learn Wireshark and can
now apply the skills to quickly capture and
analyze the traffic in question.

Be “That” Person!
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It’s exciting. Wireshark is one of the most fun network

tools out there, when the user of Wireshark has taken

some time to learn how to use its features.

Most IT folks still get a thrill out of using Wireshark (and

the insight it provides) even after many years of

experience in the field.

There’s always something new to learn from the

packets coursing through the veins of a network.

Enjoy The Moments…
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Sound Familiar?
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Different Views
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What is your skills level with Wireshark?

A.I know how to spell it

B.I know how to scroll and see the 
packet

C.I am confortable capturing and 
analyzing most traffic

D.I use it daily. I eat packet for 
breakfast ( Not Me! )
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https://www.wireshark.org/download.html
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What Is Packet Analysis?

Anyone can analyze network communications. You do, however, need to acquire three basic skills 

to be a top notch packet analyst who can spot the cause of performance problems, evidence of 

breached hosts, misbehaving applications or the impending overload of the network. 

 A solid understanding of TCP/IP communications

 Comfort using any network analzyer (Wireshark)

 Familiarity with packet structures and typical packet flows 
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TCP/IP Communication
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Comfort using any network analzyer 
(Wireshark)
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Familiarity with packet structures and typical packet flows 
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What Is Your Objective?
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Know Your Enviroment
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Intercept The Communication
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SPAN/Mirroring

Switch(config)#monitor session 1 source interface gigabitEthernet 1/7 both

Switch(config)#monitor session 1 destination interface gigabitEthernet 1/24
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Don’t Just Look at Wireshark??!!!
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Listen To Conversation
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nslookup www.maybank2u.com.my
Server:1.1.1.1
Address:1.1.1.1#53

Non-authoritative answer:
www.maybank2u.com.mycanonical name = www.maybank2u.com.my.edgekey.net.
www.maybank2u.com.my.edgekey.netcanonical name = e7160.x.akamaiedge.net.
Name:e7160.x.akamaiedge.net
Address: 184.51.97.173

nslookup www.maybank2u.com.my
Server:155.69.3.9
Address:155.69.3.9#53

Non-authoritative answer:
www.maybank2u.com.mycanonical name = www.maybank2u.com.my.edgekey.net.
www.maybank2u.com.my.edgekey.netcanonical name = e7160.x.akamaiedge.net.
Name:e7160.x.akamaiedge.net
Address: 23.49.30.121

Baseline Your Enviroment
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The Navigation
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Customize Your Views

NETWORK | APPLICATION | SECURITY | TROUBLESHOOTING | ETC

MyProfile | MyWiFe | MyDad | MyMom | MyBOSS | IHateThisGuy
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Overview Traffics
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The Power Of The Right Click!
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Look For The Sign!
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Spot with Color!
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Protocol Behaviors 
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Why Curiosity is Important

1. Keep an open mind
2. Don’t take things as granted
3. Ask questions relentlessly
4. Don’t label something as boring
5. See learning as something fun
6. Read diverse kinds of reading
*lifehacks.org
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When there is Ethernet Port – there 
must be Packets
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Buy All Books From Laura! 
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Buy All Books About Wireshark! 
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It’s never too late. Start now!
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See Ya In SharkFest’18 US



#sf18asia  •  NEC, Nanyang Technological University, Singapore  •  April 9-11

Thank you & Enjoy Packet Analysis


