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* Background
* Gotchas and Challenges with Layer 2 Control Protocols
(L2CP)

* Layer 2 %
« LACP
« UDLD
 Configuration Test Protocol (loopback)
« Ethernet Flow-Control

* Between the lines

* Wrap-up




Background
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About me

* From Germany (sorry the accent) Kgg'fé)
®* More than 10 year Dual-CCIE A Gears -

(R/S, Security)
* Sniffer Certified Master AT
* Wireshark Certified Network Analyst el

* VMware Certified Professional
* IPv6 Forum Certified Engineer (Gold)

®* More than 18 years in the
networking area
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* Wandel & Goltermann DA-30C — still working ©
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Gotchas & Challenges with L2CP

Capture Files:
https://app.box.com/v/sharkfest2016-layer2




QD Interference

* Physical Layer (1)

* Data Link Layer (2)

* Network Layer (3)

* Transport Layer (4)
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(.\ What is a Link with Ethernet? 3‘1

®* Speed * Carrier-Delay
* Duplex * Debounce Timer
° MTU * EEE

* Auto-Negotiation

* Flow-Control

* MDI/MDI-X

®* Remote-Fault / Local-Fault / FEFI
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* Copper

« 10/100/1000/10000 traffic
* Fiber

« 10BASE-FL
100BASE-FX
1000-BASE-X
10G/40G/100G




Copper — 10/100/1000/10000 traffic

Taps — Gotchas
* The Tap negotiates separately with each side of the full-duplex link
* One Link before — with Tap two Links segments

SPAN — Gotchas CIMC]
SW 2520 (eth-25)# monitor L .L.
25: Cannot monitor a dynamic LACP trunk.
SW 2520 (eth-25) #

Link Loss Carry Forward or Link 1
Failure Propagation Notwor ot

PoE (for 802.11ac Wave 1 and Wave2 APs)




Fiber Links

* Duplex/Simplex

® Single strand BiDi

®* Power Level / Split Ratio

®* Multi-Wavelength Tap (CWDM/DWDM)

* Taps — the best for single data stream
* Passive Optical Fiber TAPs

* QSFP+
* BiDi Transceiver

* CFP, CFP2, CFP4, CXP
® SPAN - Gotchas

#sf18asia ¢ NEC, Nanyang Technological University, Singapore ¢ April 9-11



®* Direct-Attach Cable
* also known as a twinax cable

* Active Optical Cable (AOC)



* Know your MAC-Addresses and
write it down

®* Use aliases and well-known names et

LACP_KEYS
LACP_STATE ONLY
— e O — LLDP-POE+
Datei Bearbeiten Format Ansicht 7 MetFlow
NTP
00:26:b%:bc:5%c: 87 EIGENE-MLC-WF T
00:0e:83:16:£5:10 SWITCH-L——PORTZ5 plugins
00:13:c4:12:0£:0d SWITCH-E——PORTZZ A= T

00:19:aa:d%:21:80 SWITCH-B-SYSTEM o

00:159:8a:d%:c7:00 SWITCH-L-SYSTEM Qos
00:80:Cc8:37:R21:1B UsSE-101 SIP-GEBASTEL

00:80:C8:3B:53:CC UsB-104 i‘c":

00:1D:45:7TF:63:04 SW1 TEEL
00:=:1C:B0O:83:n2:84 SW2 T | TCP-HANDSHAKE
uDLD

VIDEO

WLAN
WLAN-CELL

Eluetooth
Classic

Profi;
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General

®* Location
* Local versus different Data centers
* LAN versus WAN / MAN
* Layer 2 VPNs
* Virtualization

* Time stamping / correlation

® Cluster Systems
* Multi-Chassis
* Fabrics
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Time for Questions
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A 3

Link Aggregation Control Protocol
(LACP)

#sf18asia ¢ NEC, Nanyang Technological University, Singapore e April 9-11



. : | ‘n
(.\Lmk Aggregation Control Protocol (LACP) %

* What is LACP?

®* A Layer 2 protocol to logically bundle multiple physical ethernet links
into one

*  Why LACP?

® for increasing bandwidth and build-in redundancy

®* Who need it?
®* Everyone from the networking field

* Benefits?
® Failover, load-sharing, acting as one

®* Requirements
® “. allinterfaces in the channel group must be the same type and speed”
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LACP Standards

* TEEE Std 802.3, 2000 Edition - Clause 43 Q
* 802.3ad [EEE Std 802.3 revision plan

* JEEE Std 802.1AX™-2008
® 802.1AX not 802.3ax

e JEEE Std 802.1AX™-2014
® Revision of IEEE Std 802.1AX-2008
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Link Aggregation

Link Aggregation Group (LAG)

Link Aggregation Control Protocol (LACP)
Member interface (member link)

Active, inactive and standby interfaces
Aggregator port

Actor / Partner

Active / Passive
Upper / Lower threshold for the number of active interfaces
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LACP Requirements %l

* ™. all interfaces in the channel group must be
the same type and speed”

° . as either Layer 2 or Layer 3 interfaces”

* the interfaces that participate in a Port-Channel can include both the
copper and fiber-optic ports

®* |nterface attributes

* Really — nothing forgotten ?
* Please remember the Slide "what is a Link with Ethernet”
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LACP Notes

* Link Aggregation Control and Marker Protocols are encoded _—
with Ethertype 0x8809

® Destination Multicast MAC Address: 01-80-C2-00-00-02

* multiple physical links to provide a single logical link between
exactly two entities

® in LACP there is no explicit confirmation from a neighbor that
he had received LACPDU

®* LACP selects a port for each frame
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* IPv4 packets
* IPv6 packets
®* MPLS packets

* Layer 2 Frames except IPv4, IPv6 and MPLS packets
® TRILL packets
® FCoE packets

- The Load-Balancing code is platform dependent and most use a
hashing algorithm by the LAG

- LACP isn't "additive", it's a LB mechanism!
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LB values in the header %ﬂ

® Source MAC address

® Destination MAC address
® Source IP address

® Destination IP address

®* Source port

® Destination port

* IPv6 Flow label

* MPLS label(s)
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LACP — Marker Protocol

®* Marker Generator
®* Marker Responder
* Wireshark can dissect it

* The 802.3ad standard also provides two methods to ensure
that packets are not disordered when moving
conversations. They are time-outs and the Marker
Generator

* Never captured by me —and I capture very often
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0O®E®

®* JEEE Standard versus Dissection

Frame 192: 124 hyt
Ethernet II, src:
Slow Protocols
Slow Protocols s
Marker Protocol
varsion Number:
TLY Type: Marker
TLW Length: Ox14
Requester Port:
Reguester System
Requester Transa

es on wire (992 hits), 124 bytes captured (592 bits)
CiscoInc_7f:63:02 (00:1d:45:7F:63:020, Dst: slow-Protocols (01:80:c2:00:0

ubtype: Marker Protocol (0x02)

Qx0l
Response Information (0x02)

22768
p CiscoInc_FFiE3:00 (00:1d:45:7F:83:00)
ction ID: 98304

TLY Length: 0x0
Requester PoOrt:
REfUESTEr SysTem
Requester Transa
TLY Type: Unknown (0xB0)

TLW Length: 0x00
Reguester PoOrt:

Requester System
Reguester Transa

Q
I MS-NLE-PhysServer-20_80:00:00:1c (02:14:80:00:00:1c)
ction ID: 2961416832

|EEE Std B02.1AX-2014
IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWOR

Marker PDU

Octets

Marker Response POU

Subtype = Marker

Subtype = Marker

Version Mumber

Version Number

TLV_type = Marker Information

TLV_type = Marker Response Information

Marker_Information_Length= 16

Marker_Response_Information_Length = 18

Requester_Port

Requester_Pornt

Requester_Systemn

Requester_Systemn

Requester_Transaction_[ID

Requester_Transaction_ID

Pad=0

Pad=0

TLV_type = Terminator

TLV_type = Terminator

259
HI
ction

Adjusted by Packet
Editor - no real frame

Terminator_Length =0

Terminator_Length =0

Reserved

a0

Reserved

FCS

FCS

Figure 6-27—Marker PDU and Marker Response PDU structure



QD Capturing LACP

® Keep all your capture points in time sync

SYSTEM1

o o o o o o o
O [ = o | O | = o | = O | = O | = o) =
O O O = O O | - O = O =

SYSTEM2
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® |Lab Environment

®* The Hardware Ethernet Analyzers provides different
methods to capture packets inline and full-duplex.

®* Copper or Fiber — up to Gigabit
® Wireshark used for further analysis




59.997898887 :
59.998833364
60.046915769
60.049111581
60.050237982
60497776217
60.9979856272
60.998352520
60.998541092
60.999209054

ZyuelCom_tcic3:86

Slow-Pr

HewlettP_b3:71:9f
otocols ZyxelCom,

ijnk Aggregation Coitrol ProtocolVersio..

HewlettP_b3:71:9e

Bric3i85

ZyxelCom_bc:c3:87

Partner Port = 4

Link Aggregation Control ProtocolVersion 1. Actor Port = 3
i

T
ink Adgregation Control ProtocolVersion 1. Actd
Link Aggregation Control ProtocolV ers

ir Port = £ Partner Pg

ZyxelCom_6cic3:89

it = 6

Link Aggregation C..
Yink Aggregation Caontrol ProtocclVersion

_f ZywelCom_bric3:8a ' |
i i i i i i
| i i i
| H H
|
1

HewlettP_b3:71:9a
HewlettP

Hewlett?_b3:71:9b

h3:71:9¢

HewlettP_b3:71:98

ZywelCom_bric3:8c Hew

89.997128673
89.998159531

Link Aggregation C.

90.046299765
90.047972605
90.048528262
90.049746854
90.051370246
90.052519276
90.499488444
90.501033893
90.9996758384
91.000007756
91.000117547
91.000265890
91.000998386
91.002500254
DR A Ty < —

119.997582917

Link A =tion Control ProtocolVersion 1. Actor Port = 3
e AEGEISTAN ==

Link Aggregation Control PratocolVersion 1. Actd

Link Aggregation

Link Aggregation C...
Link Aggregation Cahtrol Protocol Version

Link Aggregation Cj

: ‘nl. Actor Port = 6 \Partner Port = 5 LACP:
Link Aggregation Control ProtocolVersion 1. Acir Port = 6 Panner Pomt = 5 LACP:
Link Aggregation {Control ProtocolVersibn 1, Actor Port = 4!Partrer Port = 3 LACP:
LACP:
1. Actor Port =2 .. LACP:
Link Aggregation Control PratocolVersion 1. Actar Port = 5 Partner Part = 6 LACP:
LACP:
Partner Port = 4 LACP:
| Link Aggregation Control ProtocolVersipn 1. Actor Port = 4/Partner Port = 3 LACP:

i T
¥ Port = § Partnes Pdrt = 6 ! LACP:

fl
Control ProtocolVersion 1, Actor Port = 6 Partner . LACP:
Link Aggregation LACP:
Link Ag] m n e n LACP:
Link Agdgragation Control ProtocolVersion 1. Actar Port = € a ‘ r r ‘ O a O I I ‘ C O p O LACP:
LACP:
Link Aggregation Control ProtocolVersion 1, Acior o araa s LACP:
LACP:
1. Actor Port =2 .. LACP:
Link A, jation Control ProtocolVersign 1, Actor Port = 3 \Partner Port = 4 LACP:
" Aggregation § Ersin d
Link Aggregation Control ProtocolVersion 1. Actar Port = 5 Partner Part = 6 i LACP:
Link Aggregation Control M‘ |Version 1. Actor Port = 7 Partner Part = LACP:
I.RLFII
LACP:



&»

Capture and Display Filter

Capture filter for selected interfaces: [i |E|I|'IE’ proto 0x3809

(e@3) ret #0

LAM-Verbindung {es@) ldh [12]
(eal) jeq #0x8809
(e@2) ret #262144

(1| eth.srcl0:3] == bo:b2:dc

slow

L1

Time DELTA SRC-MAC
3 12.538944666 8 . BEEEEE66 @a3:16:35:b3:71:9F
4 12.581695806 B.842752000 b@:b2:dc:Bc:ic3:86
5 134.3841c0888 121.882464000 b@:b2:dc:6c:c3:86

Frame 3: 124 bytes on wire (992 bits), 124 bytes cap
Ethernet II, Src: HewlettP b3:71:9f (@8:16:35:b3:71:

4 S]low Protocols

5low Protocols subtype: LACP (@8x@l)
Link Aggregation Control Protocol

jt 2 if 3

(W lzc

MNa, Time DELTA SRC-MALC
3 12.538944866 B . BRBEREEE GB:16:35:b3:71:9F
4 12.581696866 8.8427520688 b@:b2:dc:6c:c3:86
6 134.384168668 121.286824646668 bB:b2:dc:6c:c3:86

[ Frame 3: 124 bytes on wire (992 bits), 124 bytes caf
> Ethernet II, Src: HewlettP b3:71:9f (@8:16:35:b3:71:

4 Slow Protocols
Slow Protocols subtype: LACP (@x@1)
4 Link Aggregation Control Protocol

Packets: 36 * Displayed: 20 (55.6%:) = Load time: 0:0.2
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LACP in Wireshark 2.0 %‘1

& > O | B wiresharkorgdocs/direr/s/slowhtmi & > O |8 wieshakorg/docsdrefaco htmi
w_'l RESr—HARK NEWS  GetAcquaintedv  GetHelpv  Develop W_'IRES;HARK NEWS  GetAcquaintedv  GetHelp v
byte
slow.esmc.version.compliance Expert Info Label 1.12.0to
11212 Protocol field name: lacp
slow.lacp.actorinfo Actor Unsigned 1.0.0to Versions: 2.0.0t0 2.4.6
Information integer,1 1.12.13 Back to Display Filter Reference
byte
FIELD NAME DESCRIPTION TYPE VERSIONS
slow.lacp.actorinfolen Actor . _UnSIgHEd Lo.0to lacp.actorinfo Actor Information Unsigned integer, 2.0.0to
Information integer,1 1.12.13 1hyte BAG
Length byte
Length 1 byte 246
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LACP — in Detalil

4 Link Aggregation Control Protocol
LACP Version Number: @x@l

Actor
Actor
Actor
Actor
Actor
Actor
Actor
> Actor

Information: Bx@1

Information Length: @x14

System Priority: 32768

System: SWITCH-A-SYSTEM (@@:19:a3a:d9:c7:88)

Key: l@

Port Priority: 32768

Port: 274

State: @x7d, LACP Activity, Aggregation, Synchronization, Collecting, Distributing, Defaulted

Reserved: @@8860

Partner Information: @x@z2
Partner Information Length: @x14
Partner System Priority: @
Partner System: 98:00:00 00:00:00 (90:00:00:00:00:00)
Partner Key: @
Partner Port Priority: @
Partner Port: @
> Partner State: @x8@

Reserved: 8888808

Collector Information: 8x@3
Collector Information Length: @xl@
Collector Max Delay: 32768

Terminator Information: B8xB8
Terminator Length: @x@e

Reserved: .

ACTOR

PARTNER

COLLECTOR

TERMINATOR
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LACP — Flags (Actor)

4 Actor State: @x3d, LACP Activity, Aggregation, Synchronization, Collecting, Distributing
ewss 2aal = LACP Activity: Yes
PN = LACP Timeout: No
eess o1l.. = Aggregation: Yes
wwss lows = Synchronization: Yes
wesl wu.. = Collecting: Yes
«ol. w... = Distributing: Yes
.B.. .... = Defaulted: No
= T Expired: No

Ackivity control walue For this link, Active = 1, Passive = 0 {lacp. actorState, activity), 1 Byke

Timeout control walue For this link, Short Timeout = 1, Long Timeout = 0 {lacp, actorState, timeout), 1 Byte

aggregatable = 1, Individual = 0 {lacp.actorState,aggregation), 1 Bwte
In Sync = 1, Ouk af Sync = 0 {lacp, actorState, synchronization), 1 Byte
Collection of incoming frames is: Enabled = 1, Disabled = 0 {lacp.partnerstate. collecting), 1 Byte

Distribution of outgoing frames is: Enabled = 1, Disabled = O {lacp. partnersState, distributing), 1 Byke

1 = Actor Rx maching is using DEFAULT Partner info, 0 = using info in Fx'd LACPDU (lacp,partnerstate, defaulked), 1 Byte

1 = Actor Rx machine is EXPIRED, 0 =is NOT EXPIRED {lacp.partnerState.expired), 1 Byte
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Flags used for great overview and faster troubleshooting

¥ Actor State: @x75, LACP Activity, Aggregation, Collecting, Distributing, Defaulted

....... 1 = LACP Activity: Active
.. @, = LACP Timeout: Long Timeout
.1.. = Aggregation: Aggregatable
... @... = Synchronization: Out of Sync
..1 .... = Collecting: Enabled
.1, .... = Distributing: Enabled
.1.. .... = Defaulted: Yes

R = Expired: No Info
[Actor State Flags: *FDCYGHA] vl ACTOR @0:16:35:b3:71:8@ P:
- ot vl ACTOR ©0:16:35:b3:71:8@ P:
vl ACTOR @0:16:35:b3:71:88 P:

1 K:
2 k:
3k

52
52
52

*FDC*G*A PARTHER 00:900:00:00:00:09 P:
FFDC*GYA PARTIER 00:900:00:00:00:00 P:
FEOC*GYA PARTIER @@:00:00:00:00:00 P

1 K:
2 kK:
3 K

a Err+rﬁsr
a Eff+‘i’ﬁs+‘
a E+'+'+'+'Gs+'

Was an enhancement request after SharkFest 2016 US via

Wireshark Bug Database
- Thank you Developers !!!




4 Link Aggregation Control Protocol
LACP Version Number: @@l
Actor Information: @x@l
o Actoc Ioforpation length: Gyld System-ID
Actor System Priority: 32768
Actor System: SWITCH-A-SYSTEM (@@:19:a3a:d9:c7:88)
AUTLTUT r\.l:y. L
Actor Port Pricrity: 32768
Actor Port: 274

- System-ID=System Priority plus System MAC address

* Theendpointwith the lower Sy stem-ID makes the decision about
which ports are actively participating in the port-channel at any
given time.

~+ Thelowerthe value becomesthe Actor and determines the links
between the LACP partner switches that are in active and standby
states for each LACP port channel.

Whenthe System Priority is same, the device with lower Sy stem
MAC will have higher system-priority.



D LACP — Actor Key

4 Link Aggregation Control Protocol
LACP Wersion Number: @x@l
Actor Informaticn: @xel
Actor Informaticon Length: @xl4
Actor System Priority: 32768

Actar System: SWITCH-A-SYSTEM [Gﬂ:l_g:aa:dg:c?:ﬂﬂ}
Actor Key: 1@ I
ctor riority: 32/bs

Actor Port: 274
[ Actor State: @x7d, LACP Activity, Aggregation, Synchronization, Collecting, Distributing, Defaulted
Reserved: B8e808

KEY

Actor Key

* Value assigned to aggregator ports and physical ports that are
candidates for joining a LAG.
* Only ports with matching keys are allowed to aggregate.
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LACP — Port-ID

4 Link Aggregation Control Protocol

LACP Wersion Number: @x@l

Actor Informaticn: @xel

Actor Informaticon Length: @xl4

Actor System Priority: 32768

Actor System: SWITCH-A-SYSTEM (@@:19:a3a:d9:c7:88)
——actes Kew, IR

Actor Port Priority: 32768

Actor Port: 274 Port-1D

[ Actor State: @x7d, LACP Activity, Aggregation, Synchronization, Collecting, Distributing, Defaulted
Reserved: B8e808

Port-ID = Port Priority plus Port Number

« Thelowerthe range of the Port-ID, the more likely that the
interface will be used for LACP transmission

* Port Priority decides which ports should be putin standby
mode whenthere s a limitation that prevents all compatible
ports from aggregating and which ports should be put into active
mode.
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LACP port priority

DeviceA 1

LACP port priority
3 DeviceB

2

3

The device with higher
system priority

LACP port priori
DeviceA 1 portp by

2
1

The device with lower
system priority

LACP port priori
portp 3ty DeviceB

2

2

3

1

Actor

A LACP port priority

Device 1

LACP port prmr3|ty DeviceB

|

K]

Actor

DTEI

T
T
T
A«

I
I
(I
(I

_

—ch|

Decision Maker -
Which ports are part of
the aggregation




4 Link Layer Discovery Protocol
I Chassis Subtype = MAC address, Id: @@:le:58:bd:8f:c3

[ Port Subtype = Locally assigned, Id: 1/1

[ Time To Live = 128 sec

I Port Description = RMON Port 1 on Unit 1

[ System Name =

I System Description = Gigabit Ethernet Switch
[ Capabilities

[ TEEE 882.3 - HAC{PHV Canfiguratian{Status

4 TEEE 882.3 - Link Aggregation

....... @ Beee 188l = TLV Length: 9

s i T s s s = TLV Type: Organization Specific (127)

Organization Unique Code: IEEE 882.3 (@x88128f)
IEEE 282.3 Subtype: Link Aggregation (@x@83)
4 pppregation Status: 8x@1
....... 1 = Aggregation Capability: Yes
eass .8, = Aggregation Status: Disabled
Aggregated Port Id: @

T IECE BBZ.3 - Naximum Frame S1ze
[ End of LLDPDU

4 IEEE BB2.5 - Link Aggregation
1111 111. .... .... = TLV Type: Organization Specific (127)
....... TLV Length: 9
Organization Unique Code: TEEE 882.3 (exBel2ef)
IEEE 882.3 Subtype: Link Aggregation (8x@3)
4 pppregation Status: Bw@3
....... 1 = Aggregation Capability: Yes
we-» «.1. = Aggregation Status: Enabled
AEE:EEEted Port Id: 6

@
3
5
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MC-LAG - LAG terminate on separate chassis
MC-LAG is not covered under IEEE standard
Multi-homing for redundancy

Active-active to utilize all links which otherwise may get blockec
by Spanning-Tree

no modification of LAG partner

Temporary loops or duplicates not acceptable
Split brain handling

One the way for multi-vendor implementation



(.\ MC-LAG — different vendors — different names @

* (isco:  Forcel0

® StackWise « Virtual Link Trunking

®  Virtual Switching System (VSS)  Avaya (Nortel)

® Virtual Port Channel (vPC) « Split multi-link trunking
* Juniper  Cumulus Networking

 Multi-Chassis Link Aggregation

* Arista Networks
°* HP « MLAG
® Intelligent Resilient Framework (IRF) * ... and many others

* Extreme Networks
® Inter-Switch-Connection

® Virtual Chassis (VC)
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MC-LAG with LACP

Multi Chassis LAG

MC-LAG peerifjg information is
exchanged and adjacency formed

Figure 1. A basic MC-LAG Example
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MLAG with LACP

(2 layer, full mesh)

E.
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D LACP Multi-Active Detection

» Partner State: @x38, Synchronization, Collecting, Distributing
[Partner State Flags: **DCS¥HH]
Reserved: 000002
TLY Type: Collector Information [@x@3)
TLY Length: @xl@
Collector Max Delay: @
Reserved: 00000000000000000000000a
TLY Type: Terminator [@xea@)
TLY Length: @x@@
FPad: 00002000002000000000200220000200000200000200000004a, . .
Unknown vendor: 6413000000018 f724bac550000000000000000000040092. | .
Unknown: &4
Length: 24
Unknown: @ooa
IRF Domain: 1
IRF MAC: HewlettP b&:c5:50 (e8:f7:24:b6:c5:50)
Unknown : @2000922220020aa
IRF Switch: 4
IRF Part: 2
Unknown: @aad
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________________________________________________



LACP Challenges from the field
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Destination Protocol | Length | Info

Slow-Protocols LACP 124 | Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
Slow-Protocols LACP 126 | Link Aggregation Control ProtocolVersion 1. Actor Port = 7 Partner Port = 1
5low-Protocols LACP 124 | Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
5low-Protocols LACP 124 | Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
Slow-Protocols LACP 126 | Link Aggregation Control ProtocolVersion 1. Actor Port = 7 Partner Port = 1
Slow-Protocols LACP 124 | Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
Slow-Protocols LACP 124 | Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
5low-Protocols LACP 126 | Link Aggregation Control ProtocolVersion 1. Actor Port = 7 Partner Port = 1
5low-Protocols LACP 124 | Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
Slow-Protocols LACP 124 | Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
Slow-Protocols LACP 126 | Link Aggregation Control ProtocolVersion 1. Actor Port = 7 Partner Port = 1
Slow-Protocols LACP 124 | Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
5low-Protocols LACP 124 | Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
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Different Timer

203.881216000 LACP: Link Aggregation Control ProtecolVersion 1. Acter Port = 1 Partner Port = 7
204.581248000 LACP: Link Aggregation Control ProtocelNersion 1. Acter Port = 1 Partner Port = 7

| 205.534944000 LACP: Link Aggregation Control ProtocolVersion 1. Actor Port = 7 Partner Port = 1 |
205.881216000 LACP: Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
200,881248000 L&ACP: Link Aggregation Control ProtocolVersion 1 Actor Port = 1 Partner Port = 7

| 207.534976000 LACP: Link Aggregation Control ProtocolVersion 1. Actor Port = 7 Partner Port = 1 |
207.881248000 LACP: Link Aggregation Control ProtocelVersion 1. Acter Port = 1 Partner Port = 7
208.881280000 LACP: Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7

| 209.534944000 LACP: Link Aggregation Control ProtocolVersion 1. Actor Port = 7 Partner Port = 1 |
209,881280000 L&CP: Link Aggregation Control ProtocolVersion 1 Actor Port = 1 Partner Port = 7
210.881312000 L&CP: Link Aggregation Control ProtocoiVersion 1 Actor Port = 1 Partner Port = 7
211.534944000 LACP: Link Aggregation Control ProtocelVersion 1. Acter Port = 7 Partner Port = 1
211.881312000 LACP: Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
212.881312000 LACP: Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
213.534944000 LACP: Link Aggregation Control ProtocolVersion 1. Actor Port = 7 Partner Port = 1
213881312000 L&CP: Link Aggregation Control ProtocoiVersion 1 Actor Port = 1 Partner Port = 7
214.581344000 LACP: Link Aggregation Control ProtocelVersion 1. Acter Port = 1 Partner Port = 7
215.534944000 LACP: Link Aggregation Control ProtocolNersion 1 Actor Port = 7 Partner Port = 1
215.881344000 LACP: Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
216.881376000 LACP: Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
217.534944000 L&CP: Link Aggregation Control ProtocolVersion 1 Actor Port = 7 Parner Port = 1
217881376000 LACP: Link Aggregation Control ProtecolVersion 1. Acter Port = 1 Partner Port = 7
218.881376000 LACP: Link Aggregation Control ProtocelVersion 1. Acter Port = 1 Partner Port = 7
219.534944000 LACP: Link Aggregation Control ProtocolVersion 1. Actor Port = 7 Partner Port = 1
219.881376000 LACP: Link Aggregation Control ProtocolVersion 1. Actor Port = 1 Partner Port = 7
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Time for Questions
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A

Unidirectional Link Detection
(UDLD)
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UDLD Basics

® (Cisco UDLD feature is documented in RFC 5171

INFORMATIONAL

Network Working Group M. Foschiano
Request for Comments: 5171

Category: Informational

Cisco Systems UniDirectional Link Detection (UDLD} Protocol

Different names and implementations
® Device Link Detection Protocol (DLDP)
® D-Link Unidirectional Link Detection (DULD)

® Three Paket Formats

® Probe
® Echo
®  Flush
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UDLD Basics

®* Many vendors have their own proprietary solution
® LACP protocol in a single member LAG
® Own Ethertype

* Layer 1 "fault" indication is the "loss of light"

* Why it is needed — we use Auto-Negotiation with Remote-Fault?
® Different wavelengths of optical signaling (10/100/1000)
* EoSDH

® Used for miswiring detection
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Cisco UDLD Notes 3‘1

®* Cisco UDLD are encoded with LLC, standard Subnetwork —
Access Protocol (SNAP) format and Protocol ID 0x111

® Destination Multicast MAC Address: 01:00:0C:CC:CC:CC
®* Fast Hello enhancement available

#sf18asia ¢ NEC, Nanyang Technological University, Singapore e April 9-11



* Aggressive Mode:

®* UDLD will declare link as unidirectional and will disable interface, if no
reply has been received for subsequent 8 PDU message transmitted at
an interval of 1 sec.

* Normal Mode:

®* Link will be disabled immediately if PDU reply has not been received
within predefine timeout interval.







N\ UDLD with Custom Columns

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AmN 2@ LERB Qes=EFT AR =QQaH

W [ Apply a display filter ... <Cirl-/>

Tee: Data T ] redname: udddaa e |
No.”  [Tme Delta Source Destination Protocol  Length Opcode Recommended timeout ReSynch  Sent through In Data Info
1 6.868668 8.8080800 CiscoInc_7f:63:81 CDP/VTP/DTP/PAgP/UDLD UDLD 169 Probe 9x00 ox00 G610/, 85 Device
2 14.393875 14.393875 Ciscolnc_83:a2:81 CDP/VTP/DTP/PAgP/UDLD UDLD 138 Probe xe8 xe8 619/, 5 Device !
3 14.998787 ©.6@5632 Ciscolnc_7f:63:@1 COP/VTP/DTP/PAgP/UDLD UDLD 109 Probe xe8 xe8 61 5 Device !
¥ =

© Frame 1: 189 bytes on wire (872 bits), 109 bytes captured (572 bits) on interface @
> IEEE 8@2.3 Ethernet

» Logical-Link Control

4 Unidirectional Link Detection

88l. .... = Version: 1
...8 8881 = Opcode: Probe (1)
b Flags: 1

Checksum: @x3aca
I Device ID: FDO1132Y2W8
4 Port ID: Gi@/l
Type: Port ID (8x8062)
Length: 9
Sent through Interface: Gie/1
4 Type: Echo, length: 28
Type: Echo (@x@@e3)

Data: 9@BE8eE1868b434154313132365a4757390805476938273:

ype: Pessage Interval, ILength:
Type: Message interval (@x@004

Length: 5
4 Type: Timeout interval, length: 5

Type: Timeout interval (ex@@0S

4 Type: Device name, Iength: 9
Type: Device name (0x@28)

Length: 9
Data: 7562746568
4 Type: Sequence number, length;

Type: Sequence number
Length: 8

Field occurrence Is very
useful Iin such case. Every
udld.data field as a
custom column
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e

134.563434102
135, 16847468 1
149,562451852
150, 167414688
164.561503964
165. 166358685
179.5605060628
180, 165306035
194,559523539
195.172638535
205.378001108
206.170202971
207. 168430621
207.516455014
207.584336675
207.612269501
207616646038
207.632495271
208. 166862767
208. 560283496
209.165082036
209.566990135
210.171743313
210.565205214
211.169982830
211.563434540

F

D in Wireshark — Flow Graph @

Device ID: FDO1132{WE

Poit I

: G2

Device ID: FDO1132YIWE

Port 1

: G2

Port 1

: G2

Device 1Dt FDO1132VIWE
T

Port 1

1 Gilf2

Device ID: FDOL132V2WE

Port 1

1 GIDf2

| 1 Pevice ID: CAT112676...1

Port 1

1 GIDf2

!
1 H

f Device [0y FDO1132YIWE
i

1

I

T
pevice ID: CAT112676G.. i

1
Device 10 FDO1133VIWE

Poit I

: G2

i
Device ID: FDO1132YIWE

Port 1

: Gif2

Port I

: Gif2

i
i N
l I E ; h  Device ID: CAT11267G.. |
k ]
| Device ID: FDO1132V2WE

Device ID:
Device ID:
Device ID:
Device ID:
Device ID:

Device ID:
Device ID:

Device ID:

Device ID:
Device ID:
Device ID:
Device ID:
Device ID:
Device ID:
Device ID:
Device ID:

Device 1D
Device 1D

Device ID:
Device ID:
Device ID:
Device ID:
Device ID:
: Device ID:

CATL126ZGWS Port 1D: Gil/1
FDO1132Y2W8 Port ID: Gil/1
CAT1126ZGWS Port ID: G0/l
FDO1132Y2WE Port ID: Gil/1
CAT1126ZGWS Port ID: Gi0/1

: FDO1132Y2WE Port ID: Gill'1
: CAT1126ZGWS Port ID: Gilil

FDO1132YZWE Port 1Dt Gil/1

Device 1D CAT1126ZGWS Port ID: Gilfl

FDO1132Y2WE Port ID: Gil/1
FDO1132Y2WE Port ID: Gil/2
FDO1132Y2WE Port ID: G2
FDO1132Y2WE Port ID: Gi)/2
CAT1126ZGWS Port 1D: Gibi1
FDO1132Y2WE Port ID: Gil/2
CAT1126ZGWS Port ID: Gil/1
CAT1126ZGWS Port ID: G0/l

 FDO1132Y2WE Port ID0 GilJ2
 FDO1132Y2WE Port ID0 GilJ2

Device ID: CAT1126Z2GWS Port ID: Gilil

FDO1132Y2WE Port ID: Gil/2
CATLI26ZGWS Port ID: G/l
FDO1132Y2WE Port ID: Gi/2
CAT1126ZGWS Port 1D: G/l
FDO1132Y2WE Port ID: Gil/2
CAT1126ZGWS Port 1D: Gi0/1

4 UDLD . Unidirectional Link Detection
udld.checksum - Checksum
udld.data - Data
udld.device_id . Device ID
udld.flags - Flags
udld.flags.rsy - Rebynch
udld flags.rt - Recommended timeout
udld.opcode - Opcode

udld.thvlen . Length
udld.thvlen.invalid - Expert Info
udld.thetype . Type
udld.version - Version

udld.sent_through_interface - Sent throu...

Range (offset:length)

Search: udld

udld.opcode ==
Ok OK to insert this fiker
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UDLD Challenges from the field
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e @

Eile Edit View Go Capture Analyze Statistics Telephon! Tools Internals Help

g BOXR Ae+»aT L2/ EE QAQQAN DN % B

E| Expression... Clear Apply Save | MP-MRU | KEIN-FRAGMENT | CONFREQ »

DST-MAC Source Destination Protocol  Length  Info E

:02:25:ce 01:00:0c:cc:cc:cc MrvCommu_02:25:ce CDP/VTR/DTR/PAQP/UDLD LLC 96 U, func=uUI; SNAP, QU]
02:25:ce 01:00:0c:cc:cc:cc MrvCommu_02:25:ce CDP/VTP,/DTP/PAQP/UDLD LLC 96 U, func=uUI; SNAP, OU
02:25:ce 01:00:0c:cc:cc:cc MrvCommu_02:25:ce CDP/VTP/DTR/PAQP/UDLD LLC 96 U, func=UI; SNAP, OU

02:25:ce 01:00:0c:cc:cc:cc MrvCommu_02:25:ce CDP/VTP/DTP/PAGP/UDLD LLC 96 U, func=ur; sNAP, OU

02:25:ce 01:00:0c:cc:cc:cc MrvCommu_02:25:ce CDP/VTP,/DTP/PAQP/UDLD LLC 96 U, func=UI; SNAP, OU
02:25:ce 01:00:0c:cc:cc:cc MrvCommu_02:25:ce CDP/VTP/DTP/PAQP/UDLD LLC 96 U, func=UI; SNAP, OU
:02:25:ce 01:00:0c:cc:cc:cc MrvCommu 02:25:ce CDP/VIP/DTP/PAQP/UDLD LLC 96 U. func=UI: SNAP. OU. 7

4

Filter:
MNo.  Time DELTA SRC-MAC

1 0.000000000 0. 000000000 3c:a7:2b
2 0.9B7850346 0.987850346 3c:a7:2b:
3  1.97802B084 0.990177738 3c:a’:2b:
4 2.96788B4832 0.989856748 3c:a7:2b:
5 3.957929313 0.990044481 3c:a7:2b:
6 4.947967089 0.990037776 3c:a7:2b:
f 5.938009056 0.990041967 3c:a7:2b

Tl | [

F Frame 4: 96 bytes on wire (768 bits),
[+ IEEE 802.3 Ethernet

96 bytes captured (768 bits)

= Logical-Link Control

 DSAP: SNAP (0Oxaa)

F SSAP: SNAP (Oxaa)

@ Control field: u, func=ur (0x03)
organization Code: Encapsulated Eth
Type: Unknown (0x0111)

= Data (70 bytes)
Data: 220307640001000f3131343831303
[Length: 70]

There is aworkaround Use
Wireshark Legacy with Packet Edit
— not maintained anymore ®




Time for Questions
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A

Configuration Test Protocol
(loopback)
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 Loop detection protocol
* Pro Port
* Pro VLAN (Trunk)

+ Ethertype 0x9000

 Different Destination MAC Adresses
- CF-00-00-00-00-00
- 01-0F-E2-00-00-07
- 00-00-F4-27-71-01
« 01-A0-C5-AA-AA-AB
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(D  Loop Detection Protocols g

 CTP from the archive

ETHERNET SPECIFICATION: Configuration Testing Protocol

8. ETHERNET CONFIGURATION TESTING PROTOCOL

The Ethernet Configuration Testing Protocol provides a minimum testing
capability of communication between stations on an Ethernet. It is the only Client
Layer protocol specified in this document and has the only assigned Ethernet type
field value in this document. All Ethernet stations must support the configuration
testing functions.

8.1 Goals | FOr more info_rmatior) see 6
http://www.mit.edu/~jhawk/ctp.pdf
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Loopback from the field
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» Frame 3: 68 bytes on wire (480 bits), 6@ bytes captured (488 bits) on interface @
4 Ethernet II, Src: D-LinkCo bd:8f:c3 (@08:1le:58:b4:8f:c3), Dst: Ethernet-Configuration-Test-protocol-(Loopback) (cf:ee:

» Destination: Ethernet-Configuration-Test-protocol-(Loopback) (cf:08:00:08:00:88)

» Sgurce: D-LinkCo bd:@f:c3 (@@:le:58:ba:8f:c3)
Type: Loopback (@x2@ee)
4 ComTIguracion Test rrotocor 1 1copback)

skipCount: @
Relevant function: Unknown (256)
Function: Unknown (258)
4 Data (42 bytes)
Data: Pedlesepsalessbaefciefciapepnaspepa20008000080000 . |
[Length: 42]

T 4 Packet comments
[2016-83-26 - Werner Fischer]

"config loopdetect mode wlan-based”
> Frame 4: 68 bytes on wire (488 bits), 68 bytes captured (488 bits) on inte
4 Ethernet II, Src: D-LinkCo b4:8f:c3 (@8:1e:58:b4:8f:c3), Dst: Ethernet-Con
> Destination: Ethernet-Configuration-Test-protocol-(Loopback) (cf:@e:ea:
> Source: D-LinkCo_b4:8f:c3 (@@:le:58:bd4:8T:c3)
Type: Loopback (@x9888)
4 Configuration Test Protocol (loopback)

cf @@ 2@ @@ 22 @@ 88 le 58 b4 Bf c3 98 @e B8 e.
60 81 &0 @1 o0 @2 88 le 58 b4 &f c3 of c3 o0 .
22 26 B8 92 B0 B0 B2 BB B0 92 B0 BE 02 BE BB B8
ae 28 a8 98 B0 a2 B8 BE B2 68 B0 Be

Relevant function: Unknown (256)
Functicn: Unknown (258)
4 Data (42 bytes)
Data: @eeleealealessbasfciefc300000000000000000000000E ., .
[Length: 42]

cf ae ae o B8 le 58 b4 Bf c3 96 82 B2 BB ........ )
G2 a1 o2 a) ee aljed le 58 b4 of c3 f c3 BB BB L....... )
@ aa ea @ BB B8 00 00 OD 9B @0 BB B0 BB ........ ........

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
:
1 skipCount: @
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
:
: BB BB BB 00 B0 B0 BB BB BB BB BB P ...,
1



(D  Loop Detection Protocols g

* Every vendor has it own solution
« TLV coded

geea 81 aP c5 aa aa ab fc 5 28 4d 6d 47 98 P21 28
pe1a [27 75 4b @1 @6 Tc 15 28 4d 6d 47| 82 62 @8 66| 63
8828 @ﬂlm 84 0P 85 cl 40 05 06 45
AE32 |53 33 35 30 30|00 00 00 00 00 00 B0 3e 43 dd 3c

* You should read the HEX-code — also in 2018
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> Frame 1: &4 bytes on wire (512 bits (512 bits)
Dst:] AlliedTe_@@:80:81 (00:88:cd:88:00:81)

4 Configuration Tes
skipCount: @
Relevant function: Unknown (3848)

Function: Unknown (3848)

4 Data (46 bytes)

Data: 3c54657374606e6728706T72743032000000000000000000 . . .

[Length: 48]
GEEE 8B 8@ cd 82 BE Bl B8 B8 Ed@ﬁﬂﬂﬂﬁﬁﬁﬂﬁ L s
Gele ee ef 3c 54 65 73 74 69 Ge 67 28 7@ 6T V2 74 3@ ..<Testi ng porte
CEZE 3e B0 00 00 B0 00 00 B0 W@EWW@BW@@W Pavssesa wsssssas
BEZE B B8 BB B B2 BB BR B2 B8 B2 BB BB B2 6l o5 ca eTTTTTTTTTTTTIYT
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Time for Questions
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Ethernet Flow-Control
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« Hard to catch
« Depends on your capture equipment

* Ethertype 0x8808

 Different Modes

* No PAUSE

» Symmetric PAUSE

» Asymmetric PAUSE pata BitY
« Symmetric PAUSE and Asymmetric PAUSE Stop Bits:

Parity:

 With Auto-Negotiation or without it

Menu Driven
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&»

Flow-Control Priority Result

IEEE
Std 802.3-2008

Table 37-4—Pause priority resolution

REVISION OF IEEE Std 802.3:

Local Device Link Partner
Local Resolution Link Partner Resolution
PAUSE | ASM_DIR| PAUSE | ASM _DIR
0 0 Disable PAUSE Disable PAUSE
- - Transmit and Receive Transmit and Receive
0 1 0 Disable PAUSE Disable PAUSE
- Transmit and Receive Transmit and Receive
0 1 1 0 Disable PAUSE Disable PAUSE
Transmit and Receive Transmit and Receive
0 1 1 1 Enable PAUSE transmit. Enable PAUSE receive.
Disable PAUSE receive Disable PAUSE transmit
1 o 0 Disable PAUSE Disable PAUSE
o Transmit and Receive Transmit and Receive
1 0 1 Enable PAUSE Enable PAUSE
- Transmit and Receive Transmit and Receive
1 1 0 0 Disable PAUSE Disable PAUSE
Transmit and Receive Transmit and Receive
1 1 0 1 Enable PAUSE receive. Enable PAUSE transmit.
Disable PAUSE transimit Disable PAUSE receive
1 1 1 Enable PAUSE Enable PAUSE
- Transmit and Receive Transmit and Receive
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» Depending on the bandwidth of the link, the PAUSE frames o

are sent at a specific interval of time. /
« The PAUSE time is measured in units of PAUSE "quanta™ and i)

is defined to be 512 bit times

 Fast Ethernet 5.12pus, 0.512us for Gigabit Ethernet,
0.0512ps for 10-Gigabit Ethernet, 0.0128pus for 40-Gigabit
Ethernet and 0.00512ps for 100-Gigabit Ethernet (e.g.
512Bits/1.000.000.000Bit/sec for GE)

* 65535*512/1.000.000.000 = 0.03355392 seconds = 33.55ms.



Intel(R) Ethernet Connection [218-LM Properties *

General Advanced  [Diiver

Detailz Ewventz  Power Management
The following properties are available for thiz netwark, adapter. Click

the praperty you want to change on the left, and then select itz value

an the right.

Froperty: W alue:

Energy Efficient Ethernet R & T Enabled e
Jumbo Packet Disabled

Legacy Switch Compatibility Mode

Link Speed Battery Saver ?:-: Enaﬁlle;l

Packet Priarity & WLAN ASNEDE

Router#sh controller FastEthernet /9 | b PHY registers

PHY registers:

Register Bxo@: 100 7820 @e40 614 e1fL CiE1 Jeeen

Register ©x08: 0000 0000 0008 000G DODD  OODD 0008
leee 6300 DOEO GEEO D200 0078 G300

Register @x1&:
Register ox18: BE3B 851F SFoe BGe8h o©82B oeed  EBi0

2801
BE0a
BEEE

Bytes_recwd 2706029297 Bytes_sent 6366E5627 Frames_recwd 54499753 Frames_sent 7456645
total bytes RX 2786029297 Total frames RX 54493753 Bcast_frames_recwd 18797931

Mcast_frames RX 21756491 CRC_err @ Owr_sized frames ©
Fragments @ Jabber & collision @
Late_collision @ 64B frame 26323978; 65_127B frames 17893799

126 235B_frames 14987201 256_511B_frames 2319326 312_18023B_frames 723842

1823 maxB_frames 588252 Rx_error @ Dropped_frames &

Mcast_frames tx 1488314 Bcast_frames_tix 2839987 Sml_frame_recwd @

# ethtool ens817
Settings for ensglv:

Supported ports: [ FIERE ]

Supported link modes: 1000baseKE/Full
10000bhazeKE4/Full
10000haseER/Full
40000baseCR4/Full
40000baseSR4/Full

ISuppDrted pause frame use: Symretric Receive-only I

prpry o)y myny e

badvertised link modes:

AUt gUT IaL LU, I

1000baseKX/Full
10000kbaseKE4/Full
10000haseER/Full
40000baseCR4/Full
40000baseSR4,/Full
IAdvertised pause frame use: Symmetric I
AUVELLISEW JWLUTIIE oL TR TUIL. 1=

Link partner advertized link modes: 40000baseCR4/Full
Link partner advertised pause frame use: Mo

Link partner advertised auto-negotiation:
Speed: 40000Mb/s

Duplex: Full

Port: Direct RAttach Copper

PHYLD: O

Transceiver: internal
uto-negotiation: on
Supports Wake-on: d
Wake-on: d

Current message lewvel:

link ifdouwn

Link detected: yes

Yes

Ox00000014 (20)




MAC PAUSE Frames

[ Frame 453: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)
4 Ethernet II, Src: EIGEME-MAC-WF (@@:26:b9:bc:9c:87), Dst: Spanning-tree-(for-bridges) @1 (@1:808:c2:00:80:81)
I Destination: Spanning-tree-(for-bridges) 81 (81:88:c2:808:88:81)
[ Source: EIGENE-MAC-WF (@8:26:b9:bc:9c:87)
Type: MAC Control (8x33838)

4 MAC Control [i|ma'3'1
Opcode: Pause (@xB88L1)
I pauseﬁtlﬂe: 1664 I [ Frame 455: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)

4 Fthernet II, Src: EIGENE-MAC-WF (@8:26:b9:bc:9c:87), Dst: Spanning-tree-(for-bridges)
I Destination: Spanning-tree-(for-bridges) 81 (8l:8@:c2:808:88:81)
m%l'z’ea g; : ;; x x g; x ;g zz :; 2; x :2 22 x g; b Source: EIGENE-MAC-WF (@8:26:b9:bc:9c:87)
0020 @8 @B 00 00 GO 00 00 BP ©O 6O 00 00 @0 0B 00 00 Type: MAC Control (@x8508)
e % g 4 MAC Control

Opcode: Pause (@xB8al)

Mbit/s, | peies
1 Gbit/s,

. G600 @1 88 c2 80 @@ @1 @@ 26 bO bc Oc 57 58 03 @8 1  ....... & crnnnnn
1OGb|t/S, 2010 @@ 8@ B0 B0 00 B2 G0 B8 00 B0 B0 08 00 00 B2 B8  ........ ........
. BE2E 00 0D DO G0 B0 PO 0P DO 00 B0 B0 B B BB BB BB ........ ceeeeeaa
4OGb|t/S QB30 B2 BB 00 00 0P 00 08 B8 B0 BY B8 B8 97 98 16 B4 ........ se.ee..n

or 100 Gbit/s?
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Frame S4: 384 bytes on wire (2432 bits), 3@ bytes captured (2432 bits)
Ethernet II, Src: Enterasy 83:10:61 (@@:11:45:83:18:61), Dst: LLDP Multicast (@1:8@:c2:@0:83:8e)
% Link Layer Discovery Protocol

Chassis Subtype = MAC address, Id: @@:1f:45:@3:10:6@ ~ IEEE 8@2.3 - MAC/PHY Configuration/status

Fort Subtype = Interface name, Id: ge.l.1 1111 111. .... .... = TL¥ Type: Organization specific (127)

Time To Live = 128 sec vev- ... BREQ 1801 = TLY Length: 2

Fort Description = Unit: 1 1@@2EASE-T RJI4S Gigabit Ethernet Fpbntpanel Organization Unique Code: IEEE 8@2.3 [@x@el2af)

System Name = C3-LABOR-DACHBODEN IEEE 8@2.3 subtype: MAC/PHY ConfipurationfStatus (@xd@1)

system Description = Enterasys Networks, Inc. C30124-24 A.E1.08. 0213 ¥ futo-Megotiation Support/Status: @x@3

Capabilities veve suxl = Auto-Negotiatioen: Supported

Hanagement Address veve -ul. = Auto-Negotiation: Enabled

IEEE #22.1 - Fort WLAN ID ¥ PMD Auto-Nepotiation Advertised Capability: @xécll

TEEE 8@2.1 - Protocol Idemtity v wees wwes el o= 1@BOEASE-T (full duplex mode): Capable
IEEE #a 1  Bneotocol Tdandit. viie o wees sess «a@. = 1@BPEASE-T (half duplex mode): Not capable
IEEE 8@2.3 - MAC/PHY Configuration/Status veve meee weas o800 = 1Q@B@BASE-K (-L¥, -3M, -CX full duplex mede): Mot capable

oo e = e e

¥ 'al-‘ II" I"I1
ool wun. = Asymmetric and Symmetric PAUSE (for full-duplex links): Capable
B ou.. = symmetric PRUSE (for full-duplex links): Not capable
L@.. ... = Asymmetric PAUSE (for full-duplex links): Mot capable
B... .... = PBUSE (for full-duplex links): Hot capable

IEEE 882.3 - Maximum Frame Size
End of LLDPD

CIE I | o Lo

F F
1@BEASE-T2 (half duplesx mode): Not capable
1@BEASE-TH (full duplex mode): Capable
s e eeee weas 1@BEASE-TH (half duplex mode): Capable
LB o suee we.. = 1EBBASE-T4: Not capable
olo osuee wees wew. = 1@BASE-T (full duplex mode): Capable
Wloe svve wees wew. = 1@BASE-T (half duplex mode): Capable
B.v. svie weus wea. = Other or unknown: Mot capable
Zame in inverse (wrong) bitorder
Operational MAU Type: 1@@@BaseTFD - Four-pair Category 5 UTP, full duplex mode (@x@@le)
IEEE 822.3 - Link A

[
s

= @
nonon

regation




Priority Based Flow-Control

' Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)
4 Ethernet II, Src: @e:fc:@0:d5:3d:88 (Be:fc:80:d5:3d:80), Dst: Spanning-tree-(for-bridges) @1 (@1:808:c2:00:80:81)
[ Destination: Spanning-tree-(for-bridges) @1 (@1:88:c2:00:80:081)
I Source: @e:fc:@@:d5:3d:@@ (Be:fc:@@:d5:3d:80)
Type: MAC Control (@x88@3)
4 MAC Control
Opcode: Class Based Flow Control [CBFC] Pause (@x@1@l)
4 (BFC Class Enable Vector: exeees, C3
............... @ = (8: False
saas saws saas w.B. = Cl: False
sias sasa saa. o8B0 = (2@ False
............ 1... = C3: True
........... @ .... = C4: False
vias saws 2.B. ... = (5@ False
vias saw. WBu. ... = CB: False
B SaC7: Falsze
JI CBFC Class Pause Times 1
T
Cl: &
c2: @
C3: B85535
C4: @
C5: @
Ca: @
i e

&»
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®* Remember the Taps — Gotchas
* two Links segments for the Network Ports

* also two Links for the Monitoring Ports

ALTO
LINK  negoTiaTION — DUPLEX

RESERVED

| —=

ON ON ON OM ON FD OW ON
OFF OFF OFF OFF OFF HD OFF OFF

041 23 456 7 8

BRHEEHGE

Netwark Ports

Vendor A
[ine Type RJ-45 RJ-45
Remaote Duplex Half ar Full Half ar Full
Remote Pause R COnl R Only
Remote Fault Caode MHane MHane
Vendor B
Line Type RJ-45 RJ-45
Remote Duplex Half ar Full Half ar Full
Femaote Pause Tx and Rx Txand R
Femote Fault Code Mone Mone

Network Port A

Monitoring Tool

3) (@

Monitoring Ports

]

Network Port B




A 3

Flow-Control Challenges from the
field
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M AT900-FLOWCONTROLTEST.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am i@ RE ] &= = qaqif

[ |App|‘-f' a display filter ... <Ctrl-/=

Mo, Time DELTA SRC-MAC DST-MAC Source Destination Protocol Length Info
1 e. a. 8l:8@:c2:008:008:01 8l:8@:c2:008:00:01 Spanning-tree- (for-bridges)_@1 Spanning-tree-(for-bridges)_81 MAC CTRL &4 Pause: pause_time: 65535 quanta
2 ©.808562401 0.PEBBG2401 B1:8@:c2:00:08:01 B81:88:c2:00:00:01 Spanning-tree-(for-bridges) @1 Spanning-tree-(for-bridges) 81 MAC CTRL 64 Pause: pause_time: @ quanta
3 ©.888918637 0.PB5848236 81:8@:c2:00:08:01 B81:88:c2:00:00:01 Spanning-tree-(for-bridges) @1 Spanning-tree-(for-bridges) 81 MAC CTRL 64 Pause: pause_time: 65535 quanta
4 ©.889773837 ©.000862480 ©1:50:c2:00:00:01 B81:808:c2:00:08:01 Spanning-tree-(for-bridges) @1 Spanning-tree-(for-bridges) @1 MAC CTRL 84 Pause: pause_time: @ gquanta
5 ©.817322111 A.P83649674 81:80:c2:00:008:01 B1:80:c2:00:00:01 Spanning-tree-(for-bridges) @1 Spanning-tree-(for-bridges) 81 MAC CTRL &4 Pause: pause_time: 65535 quanta
5 ©.018683674 0.POBBG61563 @1:80:c2:00:00:01 B1:80:c2:00:00:01 Spanning-tree-(for-bridges) @1 Spanning-tree-(for-bridges) 81 MAC CTRL &4 Pause: pause_time: @ quanta
7 ©.826732748 0.POE0409874 @1:80:c2:00:00:01 B1:88:C2:00:00:01 Spanning-tree-(for-bridges) @1 Spanning-tree-(for-bridges) @1 MAC CTRL g4 Pause: pause_time: 65535 quanta

> Frame 1: 64 bytes on wire (512 bits), 64
4 Ethernet II, Src: Spanning-tree-(for-bridges) @1 (@1:80:c2:@8:80:81), Dst: Spanning-tree-(for-bridges) @1 (81:88:c2:00:08:81)
> Destinaticn: Spanning-tree-(for-bridges) 81 (@1:8@:c2:80:00:01)
4 Sgurce: Spanning-tree-(for-brid

 [Expert Info (Warn/Protocol):JSource MAC must not be a group address: IEEE 882.3-2882, Section 3.2.3(h)]

22, oo

bytes captured (512 bits)

—

~

ra

S oo oo 0

Address: Spanning-tree-(for- bk

8.
.1

Type: MAC Control (@x8888)

4 MAC Control

Opcode: Pause (BxB@8L1)
pause_time: 5535

i
LG bit: Globally unigque address (factory default)
IG bit: Group address (multicast/broadcast)




Time for Questions
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Session Summary @

« Wireshark'’s capabilities of dissection, filtering and others will help your
analysis in a Layer 2 environment

 Pay attention to the capture points and any data that could be used as
a “'signature” to correlate traces with Layer 2 events

« Time sync of all capture points is a must

« Read standards from IETF / IEEE / MEF — reflex and ask yourself
what’s going on the wire here
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Please provide feedback

all Singtel & 07:16 o % 100 % -
14: Wireshark and Layer 2 Centrol Protoc...
< 10:15-11:30 @

© Lecture Room 2

Difficulty: Intermediate

This session will cover Layer 2 Control Protocols -
based on Ethernet encapsulation. Wireshark is,
without doubt, theworld's most popular network
analyzer and is also useful for Layer 2
troubleshooting. For example, Link Aggregation
Contral Protocol (LACP) is a layer 2 control protocol
with different versions being spread around.
Detecting anomalies that might arise based on the
LACP version implemented is a useful exercise that
we will explore to gather. Then, too,physical layer
interferences will have an impact on Layer 2 and
these also will be explored. In this presentation, we
will dig into why se many problems are rooted in
Layer 2 and 1symptoms. We'll alse show how to
uncover Layer 2 issues with Wireshark and
demonstrate a few examples where understanding
Layer 1and 2 made all the difference.

SPEAKERS

Werner Fischer >

Principal Networking Consultant, avodag AG

Zu meinem Zeitplan hinzufiigen? Jetzt hinzufiigen >
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wil Singtel = 07:16 @ 3 100 % -
< ®
This feedback will help us improve the and

make it better next year, thanks for your help!

° On a scale of 1-10, how much did you enjoy this

session? (Pllichtield)
10 being the highest.

1/ 2|3(4|5/6|7(8(9|10

Please write any feedback you have for the
instructor/conference. (Plichiicld)

%ll




\

&»

Thank You for attending the
session and enjoy the rest of the
conference / party ©
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