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Phillip “Sherlock” Shade (Phill)
phill.shade@gmail.com

• Certified instructor and internationally recognized network security and forensics 
expert with more than 30 years of experience

• Retired US Navy and the founder of Merlion’s Keep Consulting, a professional 
services company specializing in network and forensics analysis 

• A member of the Global Cyber Response Team (GCRT), FBI InfraGard, Computer 
Security Institute, and the IEEE and volunteer at Cyber Warfare Forum Initiative

• Holds numerous certifications, including Certified Network Expert (CNX)-Ethernet, 
CCNA, Certified Wireless Network Administrator (CWNA), and WildPackets 
Certified Network Forensics Analysis Expert (WNAX)

• Certified Wireshark University, Sniffer University and Planet 3 Wireless instructor

I’m Here to 

Help… 

Really
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From the Headlines (last 10 Days)
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Welcome to my World….
Today’s Agenda

1. The Unforeseen Threat - UPNP

2. Buy Your Own Destruction - IoT & Exploits

3. You Expect me to Pay? - Ransomware

4. The Future of Botnets

5. Attacking from the Inside Man-in-the Middle

6. Application Attacks - Web & Email 
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Troubleshooting vs. Forensics 

Forensics Questions

1.What Damage has been Done?

2.Who was the intruder and how 

did they penetrate the existing 

security precautions?

3. Did the intruder leave 

anything such as a new user 

account, or perhaps some new 

type of Malware behind?

4. Is there sufficient data to 

analyze & reproduce the attack 

and verify the fix will work?

Troubleshooting Questions

1. What is the cause of my performance 

issue? 

2. How do I locate and resolve the 

performance issue?
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For This to Work - Normal or Abnormal?

Forensics Analysis Tip: Be familiar with the expected or Baseline behavior of protocols before 

trying to identify suspect behavior!
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The Key –
Reference / Baseline Files

• How can you recognize suspicious behavior unless you understand the 
expected behavior of a protocol?

• This is where the use of known-good reference or baseline files becomes 
important!

• Reference files of standard network activities

• Samples of network device behavior

• Many devices, Scanning tools, Exploits, Hackers have specific signatures or 
patterns that can be used to identify a specific behavior
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So… Where do I Get Samples?

• https://wiki.wireshark.org/SampleCaptures

• http://packetlife.net/captures/

• http://www.pcapr.net

• http://www.netresec.com/?page=PcapFiles

• http://ambitwire.com/useful-links/public-pcap-repositories/link/public-pcap-
repositories-ambitwires-ultimate-collection

• http://contagiodump.blogspot.nl/2013/04/collection-of-pcap-files-from-
malware.html

• https://www.evilfingers.com/repository/pcaps.php

• https://www.bro.org/community/traces.html

• http://www.secrepo.com/

Forensics Analysis Tip: For specific requests, email me! phill.shade@gmail.com
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What Should I Look For?

Unusual communication pairs

Unusual protocols and ports

Suspicious inbound connections

Suspicious Outbound Connections

Suspicious DNS Queries / Replies

Excessive failed connections
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Forensics Case Study #1 –
To Get Your Attention

UPNP
(Hiding in Plain Sight)

File : MK - Baseline - UPNP - HTTP Modify & Notify
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UPnP - Unforeseen HTTP Threat

• Universal Plug-and-Play

• ISO/IEC 29341, in December, 2008

• Enable connectivity to stand-alone devices and computers from 
multiple vendors

• Intended to provide zero configuration networking for residential, 
SOHO wireless networks and networked home appliances

• Managed by the Open Connectivity Foundation (OCF)

• www.upnp.org

• HTTP / SSDP Multicast over UDP Port 1900

• HTTP Notify

• HTTP M-Search

http://www.upnp.org/
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UPnP Details - Notify & Search



#sf21veu  •  16 -18 June 2021

#sf21veu

Forensics Case Study #2 -

Buy Your Own Destruction – IoT 
Technologies & Exploits

File : Philips Hue Idle v2
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How Many of You Have at 
Least one of These?
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• Small Office / Home Office (SoHo) / IoT (Internet of Things) technologies 
comprise a specialized area of WiFi technology

• Based upon existing IEEE 802.xx WiFi specifications

• Modified to use low power, small form factor devices

• Primarily use the 2.4Ghz ISM bands (some exceptions)

• Intended to provide short range – PAN networking (<30m)

SoHo / IoT WiFi Technologies
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It’s Getting Worse…
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Bluetooth Overview

• FHSS based technology that operates in the same 2.4Ghz band as IEEE 802.11b (1Mb/s 
data rate)

• Signals hop from one channel to another in a pseudo-random fashion, determined 
by the master station

• Wireless Personal Area Networks (WPAN)

• Short-range, Low Power, Low Cost, Small form factor

• Small networks, No configuration, common user experience

• Communication of devices within a Personal Operating Space

• Defined in IEEE 802.15 as a WPAN technology

• 3 variable power settings

• Class 3 radios – have a range of up to 1 meter or 3 feet 

• Class 2 radios – mobile devices – have a range of 10 meters

• Class 1 radios – used primarily in industrial use cases – have a range of 100 meters 
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Bluetooth Pcap
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Nokia Withing's…
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Withing's Details
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Security Issue - Bluebug

• Exploit developed by a German researcher (Martin Herfurt in 2004 
• Allows the attacker to use the phone to initiate calls to premium rate 

numbers, send SMS messages, read SMS messages, connect to data 
services such as the Internet, and eavesdrop on conversations in the 
vicinity
• Allows the listening post to be anywhere in  the world. 

• Bluetooth access is only required for a few seconds in order to set up the call

• Creates a serial profile connection to the device, giving full access to the 
AT command set, which is then exploited using standard off the shelf 
tools
• PPP for networking or gnokii for messaging
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Security Issue – BlueSnarfing

• BlueSnarfing is the unauthorized accessing of features on Bluetooth-
enabled devices

• Phones / PDA’s / WiFi network devices

• Typically employed in long-range attacks

• Favorite industrial espionage attack

“…BlueSniper rifle, a yagi-antenna and scope affixed to a gun-like stock that this week broke a distance 

record for BlueSnarfing… by slurping data from a Nokia 6310i from 1.1 away (2 Km) away…” 
Wired News Aug2004
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Bluetooth Exploit – Tesla’s
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ZigBee Overview

• Uses OFDM in the following 3 bands:

• 16 channels in the 2.4GHz ISM band  / 10 channels in the 915MHz ISM 
band / 1 channel in the European 868MHz band

• Defined in IEEE 802.15.4

• CSMA / CA data rates:

• 250kb/s @ 2.4Ghz Band

• 40 kb/s @ 915 MHz ISM Band

• 20 kb/s @ 868 MHz Band

• Designed for use with small form factor, low power, low latency devices
• Maximum power is 1mW

• Used in small or PAN type networks

• Connected in P2P or Star configuration
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Philips Hue Lightbulb (v1) Details

Philips_hue_trace (KLPD 03Oct16)
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Philips Hue Lightbulb (v2) Details

Philips Hue Idle v2
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Phillips Hue Light Bulbs Hacked

This exploit was the handiwork of researchers Eyal Ronen, Adi Shamir, and Achi-Or Weingarten of the Weizmann 

Institute of Science, Israel, along with Colin O'Flynn of Dalhousie University, Canada. They flew a drone along this 

street in Paris while executing the exploit from a kilometer away… 
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WiFi Connected Printer Exploit
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Forensics Case Study #3 -

You Expect me to Pay? -
Ransomware

FILE: Ransomware - Dridex (2017-05-15-jaff-ransomware).pcap
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Not How You Want to Start Your Day…
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Sample Web-Based Exploit

Malicious Code Decoded:

Malicious Code Encoded:
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Ransomware Sample
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They got Me – What do I Do?

https://www.nomoreransom.org/en/index.html
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Forensics Case Study #4 -

The Future of Botnets

File: Mirai - Command & Control
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Mirai Bot Network Details

Mirai botnet seeks out poorly secured Internet of Things (IoT) 

devices

Primarily targets online consumer devices such as IP cameras, 

home routers and medical equipment

In October 2016, a massive DDoS attack target portions of the 

DNS architecture in the United States; in particular DYN

10.5 million Mirai-powered TCP SYN floods, peaking at 280 Gbps

/ 130 Mpps
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Mirai Mechanism Mechanic's

Compromise Mechanism – Brute Force
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Sample Mirai Command / Control

Mac address: 08:00:27 Vendor: PcsCompu PCS Computer Systems GmbH 
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Authors Personal Experience with Mirai

ResMed S9 Wireless Module
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Mirai TCP SYN Attack (1)

#2

#1
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Mirai TCP SYN Attack (2)
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The Result…
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Unfortunately… 
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Mirai was Only the First

Name Dates Size / Nodes Notes

Mirai (The Future) October 2016 10.5 – 14 Million IoT-based

Star Wars January 2018 350,000 + Twitter-based

Hajime (Beginning) October 2016 – April 2017 300,000 + IoT-based / Anti-Mirai features

WireX August 2017 - ??? Unknown (Large) Android-based

Reaper September 2017 100,000 + IoT-based / IP Cameras

Satori (Awakening) December 2017 280,000 + IoT-based

Torii September 2018 3,000,000 + IoT – Telnet Based / FTP / SSL



#sf21veu  •  16 -18 June 2021

#sf21veu

Forensics Case Study #5 -

Attacking from Within –
Man-in-the-Middle

File:MK - Attack - Man in The Middle (Pri) 
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Man-in-the-Middle Attack

Setting the Stage…
1. A major software vendor had been working on a key project for two years

2. One week prior to product launch, a competitor trademarked the primary 
and secondary names for the product

3. Company was forced to research, develop, and produce an entirely new 
marketing campaign, literature, and product documentation

4. A forensics investigation aided by the company’s data recorders revealed that 
the software company had been “Man-in-the-Middle” victimized 

5. Cost to company was in excess of $2,000,000 USD
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Anatomy of a Man-in-the-Middle Attack

• Attacker “insert” itself into a key location within the network

• Originated within the early Ethernet community, returned with the advent of 
wide-spread Wi-Fi networking

• Favorite of industrial espionage and banking attackers

• It will then launch a diversionary attack such as the classic “ARP-poison” to 
trick the targeted systems into accepting it as the “true” Server / Gateway / 
Router / Client / etc..

• The targeted devices will now send their traffic to the intruder 

• Intruder can copy / reinsert / manipulate the traffic
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MiTM Hardware Tools

WiFi Pineapple

2.4/5 GHz a/b/g/n

Power over USB Ethernet Port

Power over USB Serial Port 

PwnPlug
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Scene of the Crime…
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Forensic Reconstruction of the Crime…

Before Intrusion After 

Intrusion

No Encryption

No Encryption

Dual-Radio Access Point
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ARP Poison in Progress

The device IntelCor_ac:b1:5e is attempting to trick the Projector (CiscoInc_cd-fe-do) into 

thinking it is the client while making the client (IntelCor_ac:b1:3e) think it is the Projector.
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Results of the Investigation…

The results of the internal Forensic Investigation revealed several findings:

1. The original Wired Projector  in the executive conference room had been 

replaced with an unauthorized WiFi model (that did not support any type of 

NAC or encryption)

2. Encryption was switched off on the presenters laptop to enable connecting to 

the WiFi projector

3. Rogue Access point was located outside conference room in a tree!
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Forensics Case Study #6 -

Application Attacks –
Web & Email

FILE: MK - Virus - W32.SillyFDC (names.exe)

FILE: MK - Bot - Zeus-Sample-2 (OpenPacket)
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Compare and Contrast

Phishing is a way of attempting to acquire information such as usernames, passwords and credit 

card details by masquerading as a trustworthy entity in an electronic Communication…. (Wikipedia) 

Spear-Phishing is an e-mail spoofing fraud attempt that targets a specific organization, seeking 

unauthorized access to confidential data. (Whatis.com)
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Is it Legitimate?
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Sample Email Malware
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China Gmail Hack

• Google executives received an Email containing a PDF with an embedded link saying 
"Corporate Information – Google Management" 

• Clicking the link took them to a web page in Chinese – http://www.google.com/corporate/execs.html

• Site purports to list Google's executives, including Eric Schmidt, Sergey Brin and Larry Page

• The site executed a “Drive-by” exploit that installed Trojan spyware on the victims computers

• Compromised information included Identities of numerous Human-Rights activists using Gmail to 
evade Chinese security agencies

• Cost – not publically released, but numerous dissidents have reportedly “disappeared”

http://www.google.com/corporate/execs.html


#sf21veu  •  16 -18 June 2021

#sf21veu

What They Saw…
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Example – Fake Login Screen
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Web-Based Hijack Exploit:1

Page 1 - 60Copyright 2011 Merlion’s Keep All Rights Reserved
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Web-Based Hijack Exploit: 2

How it Works:

Malicious Code Encoded:
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Real World Event – Zeus Bot Network

• Zeus is a do-it-yourself kit that allows the creation of custom malware with a point and click 
interface

• In October 2010, a Zeus-bot network owned by “Kristina Svechinskaya” struck numerous major 
financial institutions principally in the U.S. and UK

• Compromised accounts experienced a transaction “fee” of $0.99 (USD) during a 30-minute period 

• Cost is estimated to be in excess of $12.5 million (USD)

• $3 million dollars from American banks and $9.5 million from UK banks
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Page 1 - 63Copyright 2011 Merlion’s Keep All Rights Reserved

Sample Malware Download

This example contains a copy of the “Ribbon Worm” designed to install a remote back-

door access point into the client machine
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“Kits” For Sale….
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No One is Safe…
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A Final Example…
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Pay Attention or You’re Just Wasting Time
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Questions ?
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Phill Shade: phill.shade@gmail.com

LinkedIn: Phill “Sherlock” Shade

Merlion’s Keep Consulting: merlions.keep@gmail.com

International: info@cybersecurityinstitute.eu

Instructor Contact Information

mailto:phill.shade@gmail.com
mailto:merlions.keep@gmail.com
mailto:info@cybersecurityinstitute.eu


#sf21veu  •  16 -18 June 2021

#sf21veu

Where do I go From Here? -
Continuing Your Wireshark Education

Wireshark Core Curriculum Network Troubleshooting and Analysis Classes

Wireshark 0 – TCP/IP Networking Fundamentals Using Wireshark 

Wireshark 1 - TCP/IP Troubleshooting & Network Optimization with Wireshark

Wireshark 2 – Masterclass - Advanced Network & Security Analysis
Wireshark Advanced Curriculum and Specialty Analysis Classes

Wireshark 3 – Network Forensics Analysis 

Wireshark 4 – Mobile Device Forensics Analysis 

Wireshark 5 - Cloud & Internet of Things (IoT) Network Analysis 

Wireshark 6 - VoIP Advanced Network Analysis 

Wireshark 7 - WiFi Advanced Network Analysis 

Wireshark 8 – SCADA & ICS Network Analysis

Wireshark 9 – Wireshark Command Line Tools

Wireshark WCNA Bootcamp
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