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Y'N-DOIt

deep traffic analysis

Application and network troubleshooting

Protocol and packet analysis

Training (Wireshark, TCP, SSL)

www.SYN-bit.nl



Using the filter bar

. Filter on...

- protocol presence
- field presence

. Using basic operators
-== l= < > <= >=

. Set filters

- tcp.port in {80, 8000..8099}
. String filter

- http.cookie contains "PHPSESSION"
- Combine with and, or, not, (...)
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Filter operators

== eq, any eq Equals ip.addr == 192.168.1.1

1= ne, all ne (All) Not equals ip.addr != 192.168.1.1
=== all eq All equals ip.addr === 192.168.1.1

== any ne Any not equals ip.addr !== 192.168.1.0/24

> gt Greater than dns.time > 0.1

< 1t Less than frame.len < 60

>= ge Greater than or equal to frame.number >= 1000

<= le Less than or equal to frame.number <= 2000

contains Protocol, field or slice contains http.host contains "amazon"
~ matches Matches regular expression http.host matches "“www\\..*\\.nlS$"
& bitwise and Bitwise and on the field tcp.flags&7, tcp.flags&l8==2
in Set membership tcp.port in {443 80..89} tcp.port in {443, 80..89}

! not Logical NOT not ip.addr == 192.168.1.1

| | or Logical OR udp.port==53 or tcp.port==53

&& and Logical AND ip.addr == 10.0.0.1 and udp.port==5060
() Group expressions together ip.addr == 10.0.0.1 and (icmp or dns)
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Right-click / Drag & drop filtering

56 47.8717 5.114.236.101 sip:sip
57 47.8742 :0"apZeAﬁ“btrees 5.114.236.202 sip:sip
" " i m " 58 47,8787 EXPan .0.0.10 sip:si
@ ng ht_CI ICk On any Ite Inooo 50 47.8822 Collapse All .0.0.10 Sig:Sig
84 67.8797 5.114.236.101 sip:sip
- Packet list 85 67.5020 Do os Lo 5.114.236.202 sip:sip
86 67.3864NMN NN 2 Selected ip
: 87 67.8897 prepare a Filter »  Not Selected ip
PaCket deta | IS 1151 87.8876  conversation Filter » ..and Selected %p
. . ﬂgg g;:gg; Colorize with Filter »  ..or Selected P
. i
- Or drag & drop any item to the filter bar 22 72 rio > Land ot selected
e ..or not Selected |
: ne 18; 4700 o h tured (3760 bit
ame 18: 470 Show Packet Bvtes... es capture its
@ Replace fllter hernet II, Sr Export Packet ;ytes... 4:52), Dst: Cisco-Li_&
ternet Protoc : 185.114.236.101
- _ofr extend it er Datagram F  Wiki Protocol Page : 5060

ssion Initiat Filter Field Reference

e A oJe |y filter (d efau It) Request-Line  protocol Preferences R

» Via: SIP/z Decode As... \I2019Feb254026705198; |
» To: sip:sj Go to Linked Packet

" eee Or prepare (hOId Shlft befOre drOp) » From: sipi Show Linked Packet in New Window {4

[Call-ID: AIE@OB29BCB097D6499]

» CSeq: 23669 OPTIONS
Allow: ACK,BYE,CANCEL,INVITE,NOTIFY,OPTIONS,PUBLISH,UPDATE,REFER
Allow-Events: presence,dialog,message-summary,refer
Max-Forwards: 70
User—-Agent: Aastra 400
Accept: application/sdp
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Filtering from dialogs

- Rightclick on items in...
- Endpoints

i ® @ Wireshark - Conversations - 20230911-all.pcapng g
[ ]

- CO n Ve rS at I O n S Commastion Gotliogs Ethemet-15  IPv4-120  IPv6 -6 UDP - 1941
Address A - Port A Address B Port B Packets Bytes Stream ID Packets A2 B BytesA- B Packets B 2 A Bytes
° PRI M ) 10.0.0.11 36964 192.168.200.1 53 10 824 bytes 75 6 478 bytes 4 346 byt
— P rOtO C O I h | e ra rc h y Absolute start time 10.0.0.11 40348 192.168.200.1 53 10 872 bytes 207 6 502 bytes 4 370 E':;
Limit to display filter 10.0.0.11 41740 192.168.200.1 53 10 872 bytes 74 6 502 bytes 4 370 byi
10.0.0.11 43735 192.168.200.1 53 10 824 bytes 266 6 478 bytes 4 346 byt
10.0.0.11 44095 192.168.200.1 53 10 824 bytes 135 6 478 bytes 4 346 byt
— etc 10.0-0 L L} ATITAQLS ANAN A0 AN A = an Q7N hsdnm . oc7 6 502 bytes 4 370 by‘

° Bopy v 0.0 Apply as Filter > Filter on stream id 6 502 bytes A
e = Prepare as Filter [ 2 Not Selected g " 6 502 bytes 4 370 byl
Follow Stream... 10.00 Find »  ..and Selected > A-B 6 6 478 bytes 4 346 byl
- 10:0.g | Calonize " -~-°':e'effse‘: o - 2 = ‘: 4 6 478 bytes 4 346 byl
Graph... _ ..and not Selecte = © Any
° :ggg Copy Conversation table ~ » . Selected > A Any g 2 3;2 ::::ss 2 gjg Ez:
5 | = 10.0.0 Resize all columns to content .1 53 10 Any > A 2 6 502 bytes 4 370 byt
IwineD 10.0.0.11 56775 192.168.200.1 53 10 AyeB 2 8 502 bytes 4 370 byl
Bluetooth 192.168.7.10 33065 192.168.200.1 53 10 | Any>8 6 6 478 bytes 4 346 byl
Dcep 192.168.7.10 36757 192.168.200.1 53 10 | BAny 7 6 478 bytes 4 346 byl
Ethernet 192.168.7.10 40503 192.168.200.1 53 10 872 bytes 151 () 502 bytes 4 370 byt
FC 192.168.7.10 43517 192.168.200.1 53 10 872 bytes 225 6 502 bytes 4 370 byi
FDDI 192.168.7.10 46297 192.168.200.1 53 10 872 bytes 105 6 502 bytes 4 370 byt
IEEE 80211 192.168.7.10 50141 192.168.200.1 53 10 872 bytes 34 6 502 bytes 4 370 byt
IEEE 802.15.4 192.168.7.10 51705 192.168.200.1 53 10 824 bytes 223 6 478 bytes 4 346 byt
IPva 192.168.7.10 52187 192.168.200.1 53 10 824 bytes 431 6 478 bytes 4 346 byl
IPv6 192.168.7.10 54255 192.168.200.1 53 10 824 bytes 172 6 478 bytes 4 346 byt
192.168.7.10 54329 192.168.200.1 53 10 872 bytes 281 6 502 bytes 4 370 byl
IPX 192.168.7.10 56079 192.168.200.1 53 10 872 bytes 391 5 502 bytes 4 370 byl
(YA 192.168.7.10 56173 192.168.200.1 53 10 824 bytes 32 6 478 bytes 4 346 by
192.168.7.10 57949 192.168.200.1 53 10 824 bytes 377 6 478 bytes 4 346 byt
192 188 20N 1 22R]Q2 24 242 1AN 129 a4ar 28 10 kR 153 1% AkR 12 ALR
Help
b A
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Display filter buttons

- Handy 1 click filter actions

- use + next to filter bar to create TED -] + < #1CP > TAF MARKED 2. .. 7.
tocol Length Info | Analysis >
: | #SEQ
e ...Or more with dfOdeWﬂS v1.3 583 Client Hello (SNI=self.even! SyYNFINRST
. ' v1l.3 451 Change Cipher Spec, Client I gyN
- use // in the filter button name V1.2 571 Client Hello (SNI=synbit-mym
v1.3 571 Client Hello (SNI=200071-ip\ DATA |
v1.3 468 Change Cipher Spec, Client hmm |
. vl1.2 238 Client Hello (SNI=synbit-my.sharepoin
¢ Fleld references are pOwerfUI Vil 2 238 Client Hello (SNI=synbit-my.sharepoin
- vl.3 583 Client Hello (SNI=din.wikipedia.org)
tcp.stream - ${tcp.stream} v1.3 583 Client Hello (SNI=din.m.wikipedia.org
- |paddr —— ${dn50a} v1.2 273 Cl}ent Hello (SNI=mail.euronet.nl)
vl.3 732 Client Hello (SNI=hub.docker.com)
v1l.2 lient Hell NI=in. ter.ms)
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Multiple occurences of fields

ARNOLD SCHWARZENEGGER DANNYDEVITO

- Implied any on *all* operators
- ip.addr == 192.168.1.1
. ...except for implied all for !=
- ip.addr!=192.168.1.1
- Implied any on ==
- ip.dsfield.dscp ==
- Overrule with explicit all or any

- all tcp.port >= 1024
- all udp.port == 53
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Multiple protocol layers

- Specify individual protocol layers with #n
- ip.addr#2 == 192.168.1.1
- vlan.id#2 == 10
- vlan.id#-1 == 10
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Filtering on specific protocol layers

» Frame 2416: 94 bytes on W1re (752 b1ts), 94 bytes captured (752 bits) on interface en@, id 0
2 2 : Apple 5f:32:bb (@08:f8:bc:5f:32:bb)
Internet Protocol Version 4, Src: 192.168.3.1, Dst: 192 168.3.163
= Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @xc@® (DSCP: CS6, ECN: Not-ECT)
Total Length: 80

Identificatp n766) Field 192.168.3.1 192.168.3.163 1.0.0.1

o0. -..- 5 Lirst |P layer (ip#1
oo o yer (ip#1) paddr v v v
Protocol: ICMP (1)

Header Checksum: 0x52ba [validation disabled] 1
[Header checksum status: Unverified] |p-addr#1 v

4

Source Address: 192.168.3.1

Destination Address: 192.168.3.163 |paddr#2 v V4
v Internet Control Message Protocol

Type: 11 (Time-to-live exceeded) .

Code: @ (Time to live exceeded in transit) 1P.SrC v v

Checksum: @xba7d [correct]

[Checksum Status: Good]

Unused: 00000000 | Ip.src#1 v
Internet Protocol Version 4, Src: 192.168.3.163, Dst: 1.0.0.1
= Version: 4 .
. 0101 = Header Length: 20 bytes (5) Ip.SrC#2 ‘/
Differentiated Services Field: 0x@@0 (DSCP: CS@, ECN: Not-ECT)
Total Length: 52 I
Identification: 0xd38c (54156) Ip'dSt V ‘/
000.
0 0000 ¢ Second |P layer (ip#2) ip.dsti#1 v
T1me to Li
Protocol: UDP (17) .
Header Checksum: 0x20el [validation disabled] 1P.C st#2 v

[Header checksum status: Unverified]
Source Address: 192.168.3.163
Destination Address: 1.0.0.1
> [Destlnatlon GeoIP Melbourne, AU, ASN 13335, CLOUDFLARENET]

, Src Port: 54155, Dst Port: 33435 f
Data (24 bytes) |
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Further reading / viewing

« Wireshark Users Guide
- https://www.wireshark.org/docs/wsug_html_chunked/ChWorkDisplayFilterSection.htm|

« Wireshark Wiki
- https://wiki.wireshark.org/DisplayFilters

- Wireshark display filter reference
- https://www.wireshark.org/docs/dfref/

- Sharkfest retrospective pages
- https://sharkfest.wireshark.org/retrospective/
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Time forQ & A
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FIN/ACK/FIN/ACK

Still questions?
sake.blok@SYN-bit.n/

SYN-DIt

deep traffic analysis

=
-
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