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•Johannes Weber

•Network Security Consultant
@SVA

•Firewalls ;)

•IPv6 & Security

•DNS & Security

•Blog: https://weberblog.net

•X: @webernetz

•LinkedIn

https://weberblog.net/
https://twitter.com/webernetz
https://www.linkedin.com/in/johannes-weber-02150096/
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•The unlifted network treasure: ICMP

•Troubleshooting: Where does this problem come from?

•Housekeeping: Do I see any (upcoming) problems?

• ICMP Basics

•Destination Unreachables

•within Wireshark

•How to capture?

•Case study: NTP Pool

•Challenges ;)
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ICMP Basics
Photo by Jonas Jacobsson on Unsplash

https://unsplash.com/@jonasjacobsson?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/green-super-helpful-neon-signage-near-window-MLSS52p0ze4?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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• Internet Control Message Protocol

• echo request & echo reply aka Ping (128|129, v4: 0|8)

• IPv6 [mandatory!]: RS & RA, NS & NA aka NDP

• error messages:

• hop limit exceeded (routing loop) aka traceroute

• packet too big aka PMTU

• → destination unreachable 
• parameter problem

• MLD, redirect, …
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• RFC 4443: A Destination Unreachable message SHOULD 
be generated by a router, or by the IPv6 layer in the 
originating node, in response to a packet that cannot 
be delivered to its destination address for reasons other 
than congestion.

• IPv6: Type 1; IPv4: Type 3

• Initial packet client -> server
Answering packet server -> client
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• Code 0 [v4: 0]: no route to destination
• only in the default-free zone (without default routes)

• c->s: typing error, false AAAA/A record, no BGP announcement

• c<-s: spoofed source address, no BGP announcement
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• Code 1 [v4: 13]: communication with destination 
administratively prohibited
• aka firewall

• that is: UDP -> DNS or NTP

• (TCP has RST)

• c->s: normal firewall behaviour

• c<-s: missing stateful firewall?!?, answer longer than UDP 
session timeout (30s) e.g. DNS
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• Code 3 [v4: 1]: address unreachable
• layer 2 address not resolvable, NS/ARP sent but INCOMPLETE

• c->s: client link down, wrong address, false AAAA/A record

• c<-s: link down (with short neighbour cache timeout), spoofed
source address
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• Code 4 [v4: 3]: port unreachable
• if transport protocol has no listener

• that is: UDP -> DNS or NTP

• (TCP has RST)

• c->s: server isn‘t listening, port scan [1]

• c<-s: client has closed source port too early

• heavily related to defective NTP clients [2]

[1] https://weberblog.net/nmap-packet-capture/

[2] https://www.linkedin.com/pulse/how-use-ntp-pool-heiko-gerstung/

https://weberblog.net/nmap-packet-capture/
https://www.linkedin.com/pulse/how-use-ntp-pool-heiko-gerstung/
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• Code 5 & 6 are subsets of code 1: administratively
prohibited

• Code 5: source address failed ingress/egress policy
• filtering

• c->s: normal firewall behaviour, source address filtering

• c<-s: missing stateful firewall?!?, source address filtering

• Code 6: reject route to destination
• route to destination is „reject“ rather than firewall policy

• c->s: why putting server in a network that is rejected?

• c<-s: how should clients be able to communicate at all?
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• Internet Control Message Protocol version 6 (ICMPv6) 
Parameters: https://www.iana.org/assignments/icmpv6-
parameters/icmpv6-parameters.xml

• Internet Control Message Protocol (ICMP) Parameters: 
https://www.iana.org/assignments/icmp-
parameters/icmp-parameters.xhtml

https://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml
https://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml
https://www.iana.org/assignments/icmp-parameters/icmp-parameters.xhtml
https://www.iana.org/assignments/icmp-parameters/icmp-parameters.xhtml
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Wireshark & tshark
Photo by Gerald Schömbs on Unsplash

https://unsplash.com/@geerald?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/shark?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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• The Ultimate PCAP:
https://weberblog.net/
the-ultimate-pcap/

• 80+ protocols in one
single PCAP file

• 100+ options & stuff

https://weberblog.net/the-ultimate-pcap/
https://weberblog.net/the-ultimate-pcap/
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• icmpv6.type eq 1 or icmp.type eq 3

• [Live]
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• ICMP error messages contain „as much of invoking 
packet as possible”

• [Live: udp.stream == 247]
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• Wireshark‘s display filter automatically shows
corresponding errors!

• Filtering for client/server IPv6 addresses & NTP

• Corresponding ICMPv6 from *different* source is shown
as well
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• Custom Column: Original Dst that was not reachable
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• Parse through (big) pcaps

• Display/write only relevant fields

• Additional use standard Unix tools:
sort | uniq | wc -l

tshark –r <input-file> -Y <Display-Filter>
-T fields -e <field-to-extract> | sort | uniq -c
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tshark -r ntp.pcapng -Y "icmpv6" -T fields -e 

icmpv6.type -e icmpv6.code | sort | uniq -c

385 1 0 no route to destination

291 1 1 communication administratively prohibited

9839 1 3 address unreachable

367 1 4 port unreachable

3 1 5 source address failed ingress/egress policy

1 1 6 reject route to destination

37 3 0 hop limit exceeded in transit
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How to capture?
Photo by Jimmy Chang on Unsplash

https://unsplash.com/@photohunter?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/golden-hour-photography-of-body-of-water-surrounded-of-trees-eXg_ah-ebc4?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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• Normal filters:
(host 2001:db8::22 and host 2001:db8::53) 

• Always include „or icmp or icmp6“

tcpdump -i eno1 '(host 2001:db8::22 and host 
2001:db8::53) or icmp6‘

• Note: Unlike Wireshark‘s display filter, a capture filter
(eBPF) will *not* match the inner ICMP IP header.
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• Why do I have to capture by myself?

• → Neither routers nor Next-Gen Firewalls provide ICMP 
analysis 

• Do firewalls deliver ICMP packets correctly? Stateful?

• Are packet captures on firewalls capturing ICMP?
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• At least ntopng gives a little glance
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• At least ntopng gives a little glance
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Case Study: NTP Pool
Photo by Raining Huang on Unsplash

https://unsplash.com/@iourain?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/photo-of-swimming-pool-surrounded-by-trees-U50cEuM2LI0?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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• Dynamic collection of volunteer NTP servers

• Default „time server“ for many Linux distributions and 
infrastructure devices (routers, IoT, …)

• Meinberg M200 appliance w/ DCF77

• ntp3.weberlab.de
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• Availabe in zones: @, europe, de

• Pool: roughly 2x more IPv4 servers than IPv6 servers

• pool.ntp.org
0.pool.ntp.org
1.pool.ntp.org

2.pool.ntp.org <- only this one has AAAA records
3.pool.ntp.org

• Same for europe & de
→ 1-to-1 comparison of v4/v6 traffic is not fair

• Lab period: 66 days
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• Each IPv6 source address == unique NTP client

• NOT true for legacy IP

IPv6 Legacy IP

Number of NTP packets 7 M 85 M

NTP packets per second 1.24 14.9

Unique source addresses of NTP packets 0.65 M (9.3 %) 3.4 M (4 %)

NTP sources that caused ICMP errors 30 K 96 K

Percentage of failed NTP sources 4.55 % 2.81 %
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• IPv6: 88 % address unreachable -> ND problem

• IPv4: 98 % port unreachable -> defective NTP clients

Distribution of ICMP Errors IPv6 Legacy IP

dest unreach, no route to dest

[net unreach]

1.63 % 0.15 %

dest unreach, administrat prohibited

[diverse]

0.31 % 0.14 %

dest unreach, address unreach

[host unreach]

87.51 % 1.42 %

dest unreach, port unreach 9.82 % 98.28 %

time exceeded 0.73 % 0.02 %
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• Top v4 NTP clients causing ICMP errors

weberjoh@mirror:~$ tshark -r only-icmp-v4.pcapng -T fields -e 
ip.dst | sort | uniq -c | sort -n -r | head -n 30

13798 193.24.227.196,192.168.2.100

5813 193.24.227.196,192.168.2.101

3161 193.24.227.196,192.168.2.102

1557 193.24.227.196,192.168.2.103

1430 193.24.227.196,138.118.136.128

1422 193.24.227.196,138.118.136.86

1200 193.24.227.196,188.174.53.178

1172 193.24.227.196,192.168.2.104
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• Top v4 NTP clients causing ICMP errors

• ICMP errors from many different routers!!! → BGP 
routing RFC 1918 space to different locations



SharkFest’24 EUROPE
Vienna, Austria • #sf24euCase Study: NTP Pool

• Top v4 NTP clients causing ICMP errors

• ICMP errors from many different routers!!! → BGP 
routing RFC 1918 space to different locations
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• You could analyze so much more with the data
• merge networks to ASes

• or to BGP routers that send errors

• or to Global Unicast Address Assignments

• You get the idea

• In the end, you‘ll need to investigate indiviual problems
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Final Challenges
Photo by Samantha Sophia on Unsplash

https://unsplash.com/@samanthasophia?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/l4RL-cUDrdI?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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• The Ultimate PCAP:
https://weberblog.net/the-ultimate-pcap/

• udp.stream in {1177,1178}

Same query, different errors. Why?

• udp.stream in {249,251}

Compare the errors. What are the differences? What's 
notable on the second packet?

https://weberblog.net/the-ultimate-pcap/
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• The Ultimate PCAP:
https://weberblog.net/the-ultimate-pcap/

• udp.stream == 1178

Captured on the client; how far away was the firewall?

• ip.addr == 93.197.166.58

How many hops into the foreign network was the
originating host located?

https://weberblog.net/the-ultimate-pcap/


SharkFest’24 EUROPE
Vienna, Austria • #sf24euFinal Challenges

• tshark ☺

• Investigate all ICMPv6 destination unreachables:
Which codes occur and how often?

• Investigate all ICMP destination unreachables (port
unreachable) that had a destination of 194.247.5.12:
List all source IP addresses. Omit doubles.
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Conclusion
Photo by Thought Catalog on Unsplash

https://unsplash.com/@thoughtcatalog?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/marker?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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• ICMP provides useful information

• Analysis requires special tools & tricks

• Recommendation: capture & analyse on a regular basis
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• Shichao‘s Notes, ICMPv4 and ICMPv6: Internet Control 
Message Protocol: https://notes.shichao.io/tcpv1/ch8/

• RFC 4443, Internet Control Message Protocol (ICMPv6): 
https://tools.ietf.org/html/rfc4443

• Weberblog.net, Incorrect Working IPv6 NTP 
Clients/Networks: https://weberblog.net/incorrect-
working-ipv6-ntp-clients-networks/

https://notes.shichao.io/tcpv1/ch8/
https://tools.ietf.org/html/rfc4443
https://weberblog.net/incorrect-working-ipv6-ntp-clients-networks/
https://weberblog.net/incorrect-working-ipv6-ntp-clients-networks/
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