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Gotta catch 'em all!
... a field test of portable gigabit taps



©2024  @SYN-bit #SF24EU - Sharkfest '24 EU - Vienna, Austria

How it started...
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$ whoami
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Application and network troubleshooting

Protocol and packet analysis

Training (Wireshark, TCP, SSL)

www.SYN-bit.nl
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Agenda
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• Many ways to capture packets 
• We want a portable troubleshooting TAP! 
• All TAPs are created equal, but... 
• fast, faster, fastest 
• Review & Summary 
• Q&A
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Many ways to capture packets
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• Using the existing infrastructure 
- On one of the endpoints 
- On one of the intermediate devices 
- (R)SPAN / Mirror ports 
- ERSPAN 

• Adding capture infrastructure 
- Insert a bridging (linux) system 
- Insert a (real) HUB 
- Insert a switch with SPAN 
- Insert a homemade passive TAP 
- Insert a proper network TAP

https://www.flickr.com/photos/51428653@N06/4742250939/
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Using the existing infrastructure
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ApplicationApplication

Capturing on an endpoint
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• Pros 
- Quick and Easy 
‣ just (install and) use Wireshark or tcpdump 

• Cons 
- Influences the endpoint 
‣ CPU cycles and disk IO 

- Capture is done in the kernel in the middle of the stack 
‣ So some processing done for ingress and to do for egress traffic 
‣ Padding, offloading features (checksum, segmenting, etc) 

- 3rd party software might be in the way 
‣ Host firewall, VPN etc 

- Not possible on all types of endpoints

Applications

TCP UDP

IP

NIC

Driver

L2 switch
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ApplicationApplication

Capturing on an intermediate device

9

• Pros 
- Quick and Easy 
‣ Use the on-board capture capabilities (usually tcpdump) 

• Cons 
- Influences the intermediate device 
‣ CPU cycles and disk IO 

- Limited disk-space for capturing 
- Capture is done at some point in the device, not on the NIC 
‣ So some processing done for ingress and still to do for egress traffic 
‣ Padding, offloading features (checksum, segmenting, etc) 

- Pre/Post NAT differences 
- Hardware offloading (on ASICs) results in missing packets

Applications

TCP UDP

IP

NIC / ASIC

Driver

L2 switch
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ApplicationApplication

Capturing on a SPAN port

10

• Pros 
- Not influencing devices under suspicion 
- Usually easy to set up 

• Cons 
- Switch configuration access not always easy to get 
- Switch-generated packets not always mirrored 
- Inconsistencies in mirroring in- and egress traffic 
‣ Case ubiquity switch: tagged one way, native for the other 

- Oversubscription of capture interface 
- Not capturing at switchport but somewhere in the datapath

Applications

TCP UDP

IP

NIC

Driver

L2 switch
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Capturing with ERSPAN

11

• Pros 
- Not influencing devices under suspicion 
- Usually easy to set up 
- Information on which devices are passed in a fabric 

• Cons 
- Switch configuration access not always easy to get 
- Switch-generated packets not always mirrored 
- Adding another data stream to the network 
- Oversubscription of capture interface or network 
- Not capturing at switchport but somewhere in the datapath 
- Capture filters are much harder without decapsulation!

L2 switch

Host

L2 switch

Host

L3 ERSPAN 
(over GRE)
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Real Cases

12
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We need proper demarcation!
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Baarle-Nassau / Baarle-Hartog

14
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Adding a packet capture infrastructure

15

Network Packet Broker(s)



©2024  @SYN-bit #SF24EU - Sharkfest '24 EU - Vienna, Austria

Adding a packet capture infrastructure

16

• Pros 
- Clear demarcation points between devices 
‣ so no doubt about effects of internal processing 

- No influence on existing devices 
- Every tool can get to every packet 
‣ With filtering, deduplication, (optional) hardware timestamping 

• Cons 
- High cost 
‣ Need Test Access Points (TAPs) at multiple locations 
‣ Needs Network Packet Brokers (NPBs)

Network Packet Broker(s)
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Or just use one (or a few) points

17

• Pros 
- Clear demarcation points between devices 
‣ so no doubt about effects of internal processing 

- No influence on existing devices 

• Cons 
- Need to interrupt the connection(s) 
- Cost
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ApplicationApplication

Insert a bridging host

18

• Pros 
- Quick, Easy and cheap 

• Cons 
- All cons of capturing on a host 
- Bridging is not fully transparant 
‣ Some packets are not bridged by default 

- Inserting/Removing causes interruptions

Applications

TCP UDP

IP

NIC

Driver

NIC

L2 
switch

Host
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Insert a (real) HUB

19

• Pros 
- Quick, Easy and cheap 

• Cons 
- Changes port speeds to 100 (or 10) Mbps 
- Connection becomes half-duplex 
‣ so risk of collissions 

- Inserting/Removing causes interruptions

L2 switch

Host

10/100 Mbps 
HUB



©2024  @SYN-bit #SF24EU - Sharkfest '24 EU - Vienna, Austria

Insert a switch with SPAN

20

• Pros 
- Quick, Easy 

• Cons 
- VLAN configuration must match that of link 
- Switch becomes part of the infrastructure 
- Switches are not fully transparant 
‣ some (bridge) protocols are not forwarded 

- Inserting/Removing causes interruptions
L2 switch

Host

L2 switch 
with SPAN
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Insert passive TAP

21

• Pros 
- Quick, Easy and cheap 

• Cons 
- Changes port speeds to 100 (or 10) Mbps 
- Need two NICs to capture both directions 
- Inserting/Removing causes interruptions

L2 switch

Host

10/100 Mbps 
Passive TAP
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(homemade) passive TAPs
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Startech usb32000spt
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Timestamp frenzy!

23
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Insert a "real" network TAP

24

• Pros 
- Transparant 
- Can be left inline (especially with optical TAPs) 
- (sometimes) Specialised hardware (FPGA) 
‣ Forward frames, regardless of size, error etc 
‣ accurate timestamping 
‣ port information 

• Cons 
- Can be Expensive 
- Inserting/Removing causes interruptions

L2 switch

Host

TAP
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We want a portable troubleshooting TAP!

25

• Many TAP models, mostly rackmount 
- 1, 10, 40, 100 Gbps / fiber or copper / bypass / etc 
- One to many ports 

• Requirements for a TAP in your laptop bag: 
- 10/100/1000 copper ethernet 
- POE forwarding 
- Aggregating and/or breakout 
- Forwarding small/large/bad frames 
- Windows / MacOS / Linux compatible 
- Preferably USB powered (so no heavy power adapter)
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Models found

26

• ETAP-2003 (Dualcomm) 
• PacketRaven PRP-SCC-1GA (NEOX networks) 
• P1GCCAS (Garland Technology) 
• LANProbe (Qlinx / RTNsystems) 
• SharkTap - multiple versions (midBitTech) 
• USR4524-MINI (US Robotics) 
• ProfiShark 1G / 1G+ / 10G / 10G+ (Profitap)
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ETAP-2003 (Dualcomm)
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• Network ports: 2x 1000baseT 
• Monitor port: 1x 1000baseT 
• TAP mode: aggregating 
• Powered by: USB 
• POE forwarding: yes 

• Listprice: ~ €200 

• Tested: YES
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PacketRaven PRP-SCC-1GA (NEOX networks) 

28

• Network ports: 2x 1000baseT 
• Monitor ports: 2x 1000baseT 
• TAP modes: aggregating/breakout/regenerating 
• Powered by: (dual) power adapter 
• POE forwarding: yes 

• Listprice:  on request 

• Tested: YES
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P1GCCAS (Garland Technology)
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• Network ports: 2x 1000baseT 
• Monitor ports: 2x 1000baseT 
• TAP modes: aggregating/breakout/regenerating 
• Powered by: (single) power adapter 
• POE forwarding: yes 

• Listprice: on request 

• Tested: NO
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LANProbe (Q-linx / RTNSystems)
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• Network ports: 2x 1000baseT 
• Monitor ports: 1x 1000baseT + 1x USB 3.0 (1 Gbps) 
• TAP modes: aggregating 
• Powered by: USB 
• POE forwarding: yes 

• Listprice:  $199 

• Tested: YES
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SharkTap (midBitTech)

31

• Network ports: 2x 1000baseT 
• Monitor ports: 1x 1000baseT 
• TAP modes: aggregating 
• Powered by: USB 
• POE forwarding: yes 

• Listprice:  $219,95 

• Tested: NO
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SharkTapUSB (midBitTech)

32

• Network ports: 2x 1000baseT 
• Monitor ports: 1x 1000baseT + 1x USB 3.0 (1 Gbps) 
• TAP modes: aggregating 
• Powered by: USB 
• POE forwarding: yes 

• Listprice:  $269,95 

• Tested: YES
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SharkTapBYP (midBitTech)

33

• Network ports: 2x 1000baseT 
• Monitor ports: 1x 1000baseT + 1x USB 3.0 (1 Gbps) 
• TAP modes: aggregating 
• Powered by: USB 
• POE forwarding: yes 

• Listprice:  $329,95 

• Tested: NO
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SharkTapHUB (midBitTech)

34

• Network ports: 2x 1000baseT 
• Monitor ports: 1x 1000baseT 
• TAP modes: "Full Duplex Gigabit HUB" 
• Powered by: USB 
• POE forwarding: yes 

• Listprice:  $229,95 

• Tested: NO
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USR4524-MINI (US Robotics)

35

• Network ports: 2x 1000baseT 
• Monitor ports: 1x USB 3.0 (2x 1 Gbps?) 
• TAP modes: breakout? aggregating? 
• Powered by: USB 
• POE forwarding: yes 

• Listprice:  on request 

• Tested: NO
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ProfiShark 1G (Profitap)
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• Network ports: 2x 1000baseT 
• Monitor ports: 1x USB 3.0 (2 Gbps) 
• TAP modes: aggregating (inline or span mode) 
• Powered by: USB 
• POE forwarding: yes 

• Listprice:  on request 

• Tested: YES
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ProfiShark 1G+ (Profitap)
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• Network ports: 2x 1000baseT 
• Monitor ports: 1x USB 3.0 (2 Gbps) 
• TAP modes: aggregating (inline or span mode) 
• Powered by: USB 
• POE forwarding: yes 

• Listprice:  on request 

• Tested: NO
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All TAPs are created equal, but...

38

• From  €  to  €€€ 
• Switch-ASIC, RGMII carbon copy, FPGA, etc 
• Features for permanent deployment 
• Accuracy of aggregation 
• Timestamping in hardware 
• Compliancy 

• Let's test and see which features (that are 
important to us) are supported!
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Test equipment

39

• 5 TAP "devices under test" (DUT) 
• A Cisco switch with POE (WS-C2960C-12PC-L) 
• A VoIP phone (Avaya 9650) 
• FMADIO FMAD20p3 - 20 Gbps capture device 

- Uses FPGAs and can use 1Gbps and 10Gbps SFPs 
- Packet generating functionality 

• Lenovo Thinkpad X270 
- Ubuntu 22.04.3 (6.2.0-39-generic) 
- On board Intel I219-V 10/100/1000 ethernet 

• An untwisted CAT5e cable and a lighter!
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Physical characteristics

40

TAP Monitor Ports
USB 

Powered
Power 
(cable)

Size (LxBxH) 
Weight

DUALCOMM ETAP-2003
1x RJ45 

(aggregate 1Gbps) ✅ USB-A power cable
94x70x26 mm 

184 gram

NEOX PRP-SCC-1GA
2x RJ45 

(breakout/aggregate/regenerate)
❌ Power Adapter or POE

170x106x35 mm 
470 + 110 gram

LANProbe
1x RJ45 + 1x USB 3.0 eth 

(aggregate 1Gbps) ✅ USB 3.0 (USB-A to USB-B)
123x66x28 mm 

173 gram

SharkTapUSB
1x RJ45 + 1x USB 3.0 eth 

(aggregate 1Gbps) ✅ USB 3.0 (USB-A to USB-B)
130x70x28 mm 

140 gram

ProfiShark 1G
1x USB 3.0 

(aggregate 2Gbps) ✅ USB 3.0 (USB-A to USB-B)
124x69x24 mm 

174 gram
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Testing Network Port Features

41

• POE forwarding 
- Will the VoIP phone power on over the TAP? 

• Link Negotiation Forwarding 
- Connect and change settings on one side, will the other 

side follow? If not, speed mismatches can occur 

• Link Failure Propagation 
- Disconnect the phone, does the switch port go down? 

• Bypass on power failure 
- Will the TAP forward packets when not on power L2 switch

DUT
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Network port features

42

TAP
POE 

Forward
Link Negotiation 

Forwarding
Link Failure 
Propagation

BYPASS 
(on power failure)

DUALCOMM ETAP-2003 ✅ 
(? W)

❌ ❌ ❌

NEOX PRP-SCC-1GA ✅ 
(12,95 W)

❌ 
(configurable port speed)

✅ 
(configurable)

✅ 
(configurable)

LANProbe ✅ 
(0,75A max at 57V)

✅ ❌ ✅

SharkTapUSB ✅ 
(350mA per pair at 57V)

✅ ❌
❌ 

(✅ With SharkTabBYP)

ProfiShark 1G ✅ 
(POE+)

✅ 
(plus manual override)

✅ ✅
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Capturing bad and "special" packets

43

• Minimum/maximum frame size 
- Will it forward runts (<64 bytes) 
- Will it forward jumbo frames (up to 9022 bytes) 
- Will it forward giants (>9022 bytes) 

• FCS errors 
- Will it forward packets with bad FCS 

• 01-80-C2-00-00-00 to 01-80-C2-00-00-0F 
- IEEE 802.1D MAC Bridge Filtered MAC Group Addresses 

‣ https://standards.ieee.org/products-programs/regauth/grpmac/public/ 
‣ https://interestingtraffic.nl/2017/11/21/an-oddly-specific-post-about-group_fwd_mask/ 

- STP, flow control, LACP, 802.1x, LLDP, etc

FMAD20p3

DUT
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Can we capture (bad) FCS

44

• All but one TAP use ethernet or USB-ethernet monitor port 
- So capture dependent on NIC / Driver / OS-kernel 

• FCS usually stripped by NIC 
- Override on linux: ethtool -K <interface> rx-fcs on 
- Out of luck on Windows / MacOS 

• Bad packets usually dropped by NIC 
- Override on linux: ethtool -K <interface> rx-all on 
- Out of luck on Windows / MacOS

https://www.flickr.com/photos/editor/192671597
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FMADIO - FMAD20p3

45

• Portable 2x 10Gbps sniffer 
• FPGA based 
• Can generate line rate traffic 

- ... and capture at the same time 

• Internal path is 10Gbps, so had to conquer a 
few challenges for the 1Gbps tests 

• Feature and new fw version created very fast!



©2024  @SYN-bit #SF24EU - Sharkfest '24 EU - Vienna, Austria

Test script for capabilities

46
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Let's test the capture laptop

48

• Change the interface settings: 
- "Jumbo Frames not supported on this device when CRC stripping is disabled." 
- rx-all and rx-fcs "fixed" (adapter and kernel dependent) 

• MTU=1500: 
- frame sizes 18-1664 are captured 
- frames >=1665 crash the kernel (OOPS!) 

• MTU=9000: 
- all 18-10000 byte frames are captured 

• Packets with bad FCS are captured (rx-all on) 
• All 01-80-C2-00-00-0x addresses are captured

echo "All enabled settings:" 
sudo ethtool -k $1 | grep ": on" 
echo "" 
echo "Disabling offload features:" 
sudo ethtool -K $1 rx off tx off sg off \ 
                   tso off lro off \ 
                   gro off gso off \ 
                   rxvlan off txvlan off \ 
                   ntuple off rxhash off 
echo "Enabling rx-all and rx-fcs:" 
sudo ethtool -K $1 rx-all on rx-fcs on 
echo "" 
echo "All enabled settings after disabling all:" 
sudo ethtool -k $1 | grep ": on" 
echo "" 
echo "Changing MTU size to 9000" 
sudo ifconfig $1 
sudo ifconfig $1 down 
sudo ifconfig $1 mtu 9000 
sudo ifconfig $1 up 
sudo ifconfig $1
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Network port forwarding

49

TAP
Minimum 

Frame Size
Maximum 
Frame Size

FCS 
Errors

Blocked Low Level 
Bridge Protocols

DUALCOMM ETAP-2003 64 1522 ❌
FlowControl, LACP 

01-80-C2-00-00-01, -02

NEOX PRP-SCC-1GA 18 10000 ✅ none

LANProbe 64 9000 ❌ none[1]

SharkTapUSB 18 10000 ✅ none

ProfiShark 1G 
(both save and eth mode)

18 10000 ✅ none

[1] Ports are bridged, so if packets are sourced from the same mac address on both ports, they get dropped
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Monitor port forwarding

50

TAP
Minimum 

Frame Size
Maximum 
Frame Size

FCS 
Errors

Blocked Low Level 
Bridge Protocols

DUALCOMM ETAP-2003 64 1522 ❌
FlowControl, LACP 

01-80-C2-00-00-01, -02

NEOX PRP-SCC-1GA 18 (= min tested) 10000 (= max tested) ✅ none

LANProbe - RJ45 
LANProbe - USB

18 (= min tested) 
64 (60)

9000 
6148 (6144)

✅ 
❌

none 
none

SharkTapUSB - RJ45 
SharkTapUSB - USB

18 (= min tested) 
64 (60)

10000 (= max tested) 
9022 (9018)

✅ 
❌

none 
eth.type==0x8100 (802.1Q)

ProfiShark 1G 
(both save and eth mode)

18 (= min tested) 10000 (= max tested) ✅ none
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fast, faster, fastest

51

max pps & bps @ 64 bytes max pps & bps @ 1518 bytes

Bytes Bits Bytes Bits

Preamble 8 64 8 64

Framesize 64 512 1518 12144

Interpacket Gap 12 96 12 96

Total 84 672 1538 12304

Half Duplex
1,488 Mpps 

0,762 Gbps (goodput) 
1 Gbps (throughput)

0,081 Mpps 
0,987 Gbps (goodput) 
1 Gbps (throughput)

Full Duplex
2,976 Mpps 

1,524 Gbps (goodput) 
2 Gbps (throughput)

0,163 Mpps  
1,974 Gbps (goodput) 
2 Gbps (throughput)
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Speed test scripts

52
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Network port performance (FD)

53

TAP
64 bytes @ 2.894MPps (2 Gbps) 1518 bytes @ 0.162MPps (2 Gbps)

Packetloss Sequence Errors Packetloss Sequence Errors

DUALCOMM ETAP-2003 0 0 0 0

NEOX PRP-SCC-1GA 0 0 0 0

LANProbe 0 0 0 0

SharkTapUSB 0 0 0 0

ProfiShark 1G 0 0 0 0
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Monitor port performance

54

TAP
64 bytes 1518 bytes

Packetloss Sequence 
Errors Mpps/Gbps Packetloss Sequence 

Errors Mpps/Gbps

DUALCOMM ETAP-2003 0 0 @ 1.447MPps 
(1 Gbps) 0 0  @ 0.081MPps 

(1 Gbps)

NEOX PRP-SCC-1GA 
(aggregation mode)

0 0 @ 1.447MPps 
(1 Gbps) 0 0  @ 0.081MPps 

(1 Gbps)

NEOX PRP-SCC-1GA 
(breakout mode)

0 0 @ 2.894MPps 
(2 Gbps) 0 0 @ 0.162MPps 

(2 Gbps)

LANProbe (RJ45) 0 0 @ 1.447MPps 
(1 Gbps) 0 0  @ 0.081MPps 

(1 Gbps)

SharkTapUSB (RJ45) 0 0 @ 1.302MPps 
(875 Mbps) 0 0 @ 0.073MPps 

(898 Mbps)

ProfiShark 1G 
(save mode)

0 0 @ 2.894MPps 
(2 Gbps) 0 0 @ 0.162MPps 

(2 Gbps)
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Packets jumping the queue!

55
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Aggregation Reordering

56

TAP
64 bytes 1518 bytes

Jumps % Mpps/Gbps Jumps % Mpps/Gbps

DUALCOMM ETAP-2003 3469836 17,3% @ 1.447MPps 
(0.694Gbps) 140743 17,6%  @ 0.081MPps 

(0.982Gbps)

NEOX PRP-SCC-1GA 
(aggregation mode)

0 0% @ 1.447MPps 
(0.694Gbps) 0 0%  @ 0.081MPps 

(0.982Gbps)

LANProbe (RJ45) 142334 0,7% @ 1.447MPps 
(0.694Gbps) 13242 1,7%  @ 0.081MPps 

(0.982Gbps)

SharkTapUSB (RJ45) 174554 0,9% @ 1.302MPps 
(0.625Gbps) 34613 4,3% @ 0.073MPps 

(0.884Gbps)

ProfiShark 1G 
(save mode)

0 0% @ 2.894MPps 
(1.389Gbps) 0 0% @ 0.162MPps 

(1.964Gbps)
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Review

57
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ETAP-2003 (Dualcomm)

58

• Pros 
- Affordable 
- 1000baseT monitor output, no drivers needed 

• Cons 
- No link negotiation sync/forwarding 
- No jumbo frame support 
- Does not forward/mirror error packets 
- Filters some bridge mac-addresses 
- High amount of aggregation reorderings
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PacketRaven PRP-SCC-1GA (NEOX networks)

59

• Pros 
- Fully transparant 
- Exact capture with no loss or aggregation reorderings 
- Many security certifications 

• Cons 
- A bit on the heavy side for the laptop bag 
- Enterprise level pricing 
- Fixed port speed configuration 
- Mainly geared at permanent deployments in high security 

environments (is also a Pro of course!)



©2024  @SYN-bit #SF24EU - Sharkfest '24 EU - Vienna, Austria

LANProbe (Qlinx / RTNsystems)

60

• Pros 
- Affordable 
- 1000baseT monitor output, no drivers needed 
- USB monitor output if you're short on ports 

• Cons 
- Not fully transparant as it bridges packets 
‣ Won't be a problem under normal circumstances
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SharkTapUSB (midBitTech)

61

• Pros 
- Affordable 
- 1000baseT monitor output, no drivers needed 
- USB monitor output if you're short on ports 
- Fully transparant on network ports 
- Forwards all frames to 1000baseT monitor port 

• Cons 
- Does not handle full 1Gbps monitoring load (0,9 Gbps is fine) 
- Linux USB monitor port driver drops vlan tagged frames 
- No USB nic driver for MacOS
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ProfiShark 1G (Profitap)
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• Pros 
- Fully transparant 
- Exact (full 2Gbps) capture with no loss or aggregation reorderings 
- Timestamping on the FPGA (8 ns accuracy) 
- Inline and SPAN mode available 
- Not depending on OS and driver capabilities 

• Cons 
- Enterprise level pricing 
- Driver & management software needed
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Summary
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• All taps are fine for medium level general traffic 
- Normal IP traffic like one workstation or VoIP phone, etc 

• Capturing network errors can be a challenge 
• There is a justification for enterprise level taps 

• It was fun to test these TAPs!!! 

• Big thanks to: Dualcomm, Neox, RTNSystems, 
midBitTech, Profitap and FMADIO https://www.flickr.com/photos/157270154@N05/38494483572/in/album-72157689436445124/
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FIN/ACK/FIN/ACK
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Still questions? 
sake.blok@SYN-bit.nl


