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Scope of this presentation EU"f’PE (\

Overview of containers

Overview of Kubernetes and Openshift

Perform and analyze a capture on kubernetes node
Discuss overlay networks

Discuss the
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Virtualization revolution e (

no Virtualization Virtualization

Problems addressed by
virtualization:

isolation of apps

- security

- performance
capacity

ease of management

virtual hardware

Dedicated IP and disk.

hypervisor kernel

keywords: VMs, VMWare,
Xen, KVM, Hyper-V



From VMs to Containers
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From Containers to VMs
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Containerization

VMs in containers
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Kubernetes components

Architecture of Kubernetes
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Worker01 |Worker02 | Master01 |Master02 |Master03
CRI CRI CRI CRI CRI
kubelet kubelet kubelet kubelet kubelet
API API API
etcd etcd etcd
scheduler |scheduler |scheduler
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What is Openshift Shgf’kfgﬁgfzs ( \

Openshift is kubernetes with multiple addons, including

networking (OVN), container runtime (CRI-O), storage
(Ceph), ingress (HAProxy), monitoring (Prometheus),
logging (loki), container registry (Quay), virtualization.

Source to image and a catalog of base images.
Service Discovery with CoreDNS and optionally Istio.
CoreOS.

Web console.
Support.

OPENSHIFT



What kubernetes version is shipped with Openshift Shgflk'gf’gfzs (\

Release Date OpenShift Kubernetes

27 Jul 2021 48  1.21
10 Mar 2022 410  1.23
10 Aug 2022 411 1.24
17 Jan 2023 412  1.25
14 Jun 2023 413  1.26
13 Dec 2023 414  1.27
24 Apr 2024 415  1.28
30 Aug 2024 416  1.29
20 Nov 2024 417  1.30
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listing of pods on a worker node
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listing of pods on a master node EURDPE (.\

student@workstation ~J|$ oc get pod -A --field-selector spec.nodeName=masterB?
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[student@workstation ~]$ oc debug node/master02
emporary namespace openshift-debug-h7vqz is created for debugging node...
Starting pod/master®2-debug-bbx4m ...

o use host binaries, run ‘chroot /host'

Pod IP: 192.168.50.11
If you don't see a command prompt, try pressing enter.
sh-5.1# tcpdump -D
1.ens3 [Up, Running, Connected]
2.ovn-k8s-mp8 [Up, Running, Connected]
3.genev_sys_60881 [Up, Running, Connected]

.br-ex [Up, Running, Connected]
5.f8c84003006068F7 [Up, Running, Connected]
.57cb95bab2b7ecf [Up, Running, Connected]
7.23f65e50a15f2ce [Up, Running, Connected]
3.8c32e34a2b2d82b [Up, Running, Connected]
9.e18d464168ebdaf [Up, Running, Connected]
0.aeb42f2715eb977 [Up, Running, Connected]
11.5c287ce1f50d165 [Up, Running, Connected]
12.dcffa89d2d643b1 [Up, Running, Connected]
3.cB8c488e6d59d671 [Up, Running, Connected]
14.66894538ec9c71c [Up, Running, Connected]
5.82d77a31cdbca7b [Up, Running, Connected]
16.d748b7372185cBe [Up, Running, €onnocted]
7.6c79d35a8b35601 [Up, Running, Connected]
18.a7d60¢c23c2fba8a [Up, Running, Connected]
19.92cf8860e1fe944 [Up, Running, Connected]
20.4cf41a6821a5f48 [Up, Running, Connected]
21.229b7f6fa4ff5¢6 [Up, Running, Connected]




[core@masterB1 ~]$ toolbox
rying to pull registry.redhat.io/rhel3/support-tools:latest...
Getting image source signatures
hecking if image destination supports signatures
Copying blob 7dB871e8fd18e done |
Copying blob 35d6a5cce6al done |
Copying config B2e93d53c8 done |
riting manifest to image destination
Storing signatures
B82e93d53c8536aceb9a5538ae44h71¢39722b31ccdb5638f68F74F589717F931
pawning a container 'toolbox-core' with image 'registry.redhat.io/rhel3/support-tools’
Detected RUN label in the container image. Using that as the default...
£75984e189d79Fd576c693531FF187d9b2dafBfd08976d769d96eB8ecSb1db344
toolbox-core
Container started successfully. To exit, type 'exit'.
[root@master81 /1# ip -br link

UNKNOWN 00:00:00:00:00:00 <LOOPBACK,UP,LOWER_UP>

up 52:54:00:00:32:0a <BROADCAST,MULTICAST,UP,LOWER_UP>
ovs-system DOWN eb:ce:82:¢c9:55:df <BROADCAST,MULTICAST>
ovn-k8s-mp0 UNKNOWN €2:87:b7:6e:5f:83 <BROADCAST,MULTICAST,UP,LOWER_UP>
genev_sys_6881T  UNKNOWN 32:9b:11:d9:cd:c7 <BROADCAST,MULTICAST,UP, LOWER_UP>
br-int DOWN 1a:70:b6:6d:c0:59 <BROADCAST,MULTICAST>
br-ex UNKNOWN 52:54:00:00:32:0a <BROADCAST,MULTICAST,UP,LOWER_UP>
81c72927d86a77e@if2 UP c6:76:97:82:be:90 <BROADCAST,“ULTICAST,UP,LOUER-UF)
379ef916e04fb710if2 UP 62:a€:33:9d:81:Ff <BROA§GAST,HULTICAST,UP,LG'ER_UP)
2d6ad6e3dedcd3e@if2 UP Be:31:0c:a5:a0:db <BROADCAST,MULTICAST,UP,LOWER_UP>
27c4132e218b2¢c10if2 UP Ba:dd:58:bc:c1:8c <BROADCAST,MULTICAST,UP,LOWER_UP>
60fcO34F38fd8FoRif2 UP 7e:b7:91:b7:89:75 <BROADCAST,MULTICAST,UP,LOWER_UP>
7bd300374776893Rif2 UP 1e:53:39:a0:08:a33 <BROADCAST,MULTICAST,UP,LOWER_UP>
Becel3alS9ededeB89Rif2 UP 76:8e: :ac:95 <BROADCAST,MULTICAST,UP,LOWER_UP>
16ccBecYaecdb3B0if2 UP fa:eb: :37:91 <BROADCAST,MULTICAST,UP,LONER_UP>




sh-5.1# tcpdump -w [&

dropped privs to tcpdump

tepdump: listening on ens3, link-type EN16MB (Ethernet), snapshot length 262144 bytes
~C11745 packets captured

12064 packets received by filter

© packets dropped by kernel

sh-5.1# cp /tmp/ens3.pcap /ho

ome/ host/ |

sh-5.1# cp /tmp/ens3.pcap /ho

home/ host/

sh-5.1# mv /tmp/ens3.pcap /host/tmp/
sh-5.1# ||




‘student@workstation ~]$ capinfos ens3.pcap
ile name: ens3.pcap
ile type: Wireshark/tcpdump/... - pcap
ile encapsulation: Ethernet
ile timestamp precision: microseconds (6)
> ' imi file hdr: 262144 bytes
11k

Le 9748kB

Data size: 95608kB

6.860851 seconds
irst packet time: 2025-10-21 03:04:22.9678082
ast packet time:  2025-18-21 B83:04:29.828653
Data byte rate: 1393kBps
Data bit rate: 11Mbps

verage packet size: 814.83 bytes
verage packet rate: 1711 packets/s | | |
SHA256 : 54887d65a347182da16c8e85b144a51aae6d1c8250da778725609467deb1F1£7
RIPEMD166: d8d55ae1c38c9aecdbb72a91ace4217442c5f0ea
S HA® 5b10f38686ea9102b24f10c96ab31f8abdc13ff5
Strict time order: False
umber of interfaces in file: 1
Interface #8 info:
Encapsulation = Ethernet (1 - ether)
Capture length = 262144
Time precision = microseconds (6)
Time ticks per second = 18808060
Number of stat entries = 6
Number of packets = 11745




[studentBworkstation ~J$ tshark -r ens3.pcap -038

@ WD~ W R -

G . 686660
B8.882372
6.6082662
6.6156855
8.826217
8.826325
6.826558
B.0z6ee7
8.626829
8.B29182

8.832018

8.832035
6.8320M
8.832343
B8.832387
8,832549
8.,03z2700
6.832838
B.232875
8.833250
B5.832328
0.,833348
B.633488
B.B33581
0.6833618
8.B33689

192,158.59,12 =
192.168.568.11 =
192,168.50.10 =
192.168.56,12 =
182.168.58.10 =
192.168.58.17 «
192,168.58.18 «
192.168.30.10 «
192, 168.56.11 =
192,168.58.11 -

192.168.58.18 +
192.168.58.10 =
192_168.58.18 =

192,168.50,11 TCP 66 45684 -+ 2379 [ACK] Seq=1 Ack=) Win=880 Len=6 TSva1=29194971341 TSecr=2428744634

192.168.508.18 TLSv1.2 209 Application Data

192,168.58.11 TCP B6 37686 - 19258 [ACK] Seg=1 Ack=144 Win=513 Len=8 TSval=1483964913 TSecr=2093152045

152,168.50.11 TCP 66 54510 ~ 2379 [ACK] Seq=1 Ack=1 Win=683 Len=0 TSval=2912491356 ISecr=2428244711

182.168.58.11 TCP 74 36127 - 2379 [SYN] Seg=8 Win=85288 Len=0 WMS5=1388 SACK_PERM=1 TSval=244866263 TSecr=B WS=128

192.168.58.18 TCP 74 2379 -+ 36127 [SYN, ACK] Seq=8 Ack=1 Win=65168 Len=0 M55=1468 SACK_PERM=1 TSval=2099152063 TSecr=244306269 W5=128
192.168.58.11 TCP BE 36127 ~ 2379 [ACK] Seq~! Ack=1! Win-65288 Len-8 TSval-244806269 TSecr-2095152069

192.168,56.17 TLSv1l 298 Client Hello

192.168.50.18 TCP 66 2379 - 36127 [ACK] Seg=1 Ack=233 Win=65024 Len=0 TSval=2099152069 TSecr=244896269

192,168.50,18 TiSv1,3 2693 Server Hello, Change Cipher Spec, Appllcation Data, Application Data, Application Data, Application Data, #

152.168.50.11 TCP 66 36327 + 2379 [ACK] Seq~233 Ack-2628 Win-63584 Len~B TSval=244806272 TSecr=-20833152871
192,768.50.11 TLSv1,3 1295 Chonge Cipher Spec, Application Dota, Appliceation Data, Application Date
192.168.50.11 TLSv1.3 112 Application Data

182.168.58.17 - 132,168.58.10 TCP 66 2373 - 36127 [ACK] Seq=2628 Ack=1568 Win=6387Z Len=8 TSval=2098152Z674 TSecr=244306274

192.168.50.18 -
192, 168.56.11 =
192.168.58.11 =+
192.168.568.10 -
192.168.30,10 +
192,168.58,10 ~
192.168.50.11 =
192, 168.58.11 =
192.168.58.11 =
192.168.508.11 =
192.168.56.18 =
192,168.58.19 -
192.168.508.10 «
192 .168.50.11 =
192 168.58.19 =

192.168.50.10 ~

192.168.58.11 TLSv1.3 97 Application Data

192.188.50.18 TLSv1.3 133 Application Data

152.168.56.719 TLSv1.3 116 Appllcation Data

192.168.50.11 TCP 66 36127 + 2379 [ACK] Seq~1538 Ack=2738 Win~69584 Len~8 TSval~-244806275 TSecr-2059152875
192,168.50,11 TLSv1.3 37 Application Data

192,168.50,11 TLSv1.3 203 Application Data

152.168.58.10 TCP 66 2373 - 36127 [ACK] Seq=2739 Ack=1713 Win=63744 Len=6 TSval=2089152875 TSecr=244306275
192,168.58.,10 TLSv1,3 258 Appllcation Date

152.168.50.19 TLSv1.3 169 Application Data

182.168.50.18 TLSv1.3 108 Application Data

192.168.58.11 TCP 66 36127 + 2379 [ALK] Seq=1713 Ack=3078 Win=72192 Len=8 TSval=244806276 TSecr=2099152076
182,168.58.11 TLSvi.3 118 Application Data

152.768.50.11 TLSv1.3 1306 Appllication Dsta

182.168.50.18 TCP BE 2379 = 36127 [ACK] Seq=30878 Ack=1828 Win=63744 Len=8 TSval=2889152876 TSecr=244886276
192.168.50.11 TCP 66 [1CP Previous segment not captured] 36127 < 2373 [FIN, ACK] Seq=1853 Ack=3878 Win=72192 Len=6 TSval=244866276 15¢

192.168.50.71 TCP 9@ [TCP Out-Of-Order] 36127 - 2379 [PSH, ACK] Sea=1828 Ack=3078 Win=72122 Len=24 TSval=244BBG27€ TSecr=2893152076




Warns (257)

Frequency

Frequency
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Chats (138)

Frequency

Group
Sequence
Sequence
Sequence

Sequence

Group
Sequence
Sequence
Sequence

Group
Sequence
Sequence
Sequence
Sequence

Sequence
Sequence

Sequence
Sequence
Sequence
Sequence
Sequence
Sequence

Protocol
TCP
TCP
TCP
TCP

Protocol
TCP
TCP
TCP

Protocol
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Summary

Previous segment(s) not captured (common at capture start)
This frame is a (suspected) out-of-order segment

Connection reset (RST)

ACKed segment that wasn't captured (common at capture start)

Summary

Duplicate ACK (#1)
TCP keep-alive segment
ACK to a TCP keep-alive segment

Summary
Connection
Connection

establish
establish

acknowledge (SYN+ACK):

request (SYN): server port 2379

server port 2379

Connection finish (FIN)

Connection
Connection
Connection
Connection
Connection
Connection
Connection
Connection
Connection

establish

establish
establish
establish

establish

establish
establish
establish

establish

acknowledge (SYN+ACK):

request (SYN): server port 2380
acknowledge (SYN+ACK): server port 2386

request (SYN): server port 6443

request (SYN): server port 22623
request (SYN): server port 443
acknowledge (SYN+ACK): server port 6443
server port 22623
request (SYN): server port 18250
acknowledge (SYN+ACK): server port 18258




[studentBworkstotion ~]§ tshark -r ensd.pcop -q -z conv,top

Iss SSESITRIS

1CP Conversations
Filter:<No FEilter>

192.168,50.11:63694
192.168.56.11:47164
192,168.56.12:40928
192.168.56.19:33334
192.168.56.18:33134
192.168.50.12:54776
182.168.50.12:40936
192.168.50.10:33328
192.168.56.12:52277
192.168.50.13:48238
192.168 .56.11:35554
192.1648.50.254:53730
192,168 ,50.12:54456
1592.168 58.10:41404
192.168.56.11:53766
192.168.50.11:55812
192.168.58.11:46488
10.8.0.2:59120
192.168.50,11:39086
192.168.50,12:54282
192.168.50.12:54270
18.9.9.2:56128
192.168.50.13:49364
192.168,50.12:54354
192.168 .50, 254:56520
192.168.56.12:59872
192,168.50.254:56530
14.9.8.2:68278
192.168.50.11:36230
192.168.50.12:33286
192, 168,50, 10:36127
192.168.50.10:41165
192.168.50.12:54546
192.168.56.12:34726
192.168.50.11:38564
102.168.50.11:55070
192,168 .50, 11:57848

192.168.50.12:2360
192.168,59.16:2388
192.168.50.11:2300
192.165.56.11:2368
192.168.58.11:2378
192.188.58.11:2379
192.168,50.11:2380
192.168.58.11:2380
192.169.50.11:6443
192.168.56.11:6443
192.168.58.254: 5443
192.163.50.11:6443
192.168.50.11:2379
192 168,58,11:2379
192.168.56.10:2379
182.165.58.16:2378
192.168.58.254:5443
10.10.0.7:8442
192.168.50,12:2379
192.168.58. 1112378
192.168.50.11:2379
19.8.8.12:8443
192.168.58.11:6443
192.168.50.11:237¢
192.168.50. 116443
192.168.50.11:6443
192.158.50.11:6443
18.18.9.5:8443
182.160.58.16:2379
192.168.50.11:2379
192.168.598.11:2379
192.168.59.11:2378
192.168.56.11:2378
192.168.58.11:2379
192.162.50.12:2373
192.168.50.10:2379
192,168 .50, 254 16443

SEIIIIISETISSIs=sEE=sEIssEE=

C= > Total
| From=s Bytes | | Frones Bytes | | Framezs Bytes |
God 326x8 676 3ekE 1187 36448
£99 a78x8 548 36kB 1133 514k8
445 7168 439 28k6 485 196k8
421 E7%8 416 27kB 837 353
271 1845k3 214 47kB. 485 1824k2
236 17758 191 31k8 427 1897%8
200 838«d 205 13kB 495 85048
192 8358 195 12k8 387 B4Bk3
176 28148 178 24kB 364 31548
185 q78k3 179 178 335 4a%aA
168 aka 181 B838bytes 267 e2ke
185 412 188 8773bytes 206 4zkB
77 488 106 11kB 183 56«8
75 44k 181 18kB 176 S4k8
€1 248k 62 5313bytes 123 2638
58 2143 51 ABKE 188 263k@
§7 328 51 4585bytes 188 37%3
£ 32x3 49 7611bytes o6 41k
44 5568 42 B5kB 8¢ 12248
42 25448 37 3273bytes 79 357%8
34 76%3 37 3212bytes 71 82x8
It 15x8 46 G265bytes 77 2%8
34 1843 34 2388bytes BE 218
25 4548 34 2828%bytes 62 31x3
21 838 24 2787bytes a5 7ka
22 k8 28 3871bytes 42 218
19 68«8 23 2625bytes 42 ek
17 S5644bytes 28 308%4bytes 37 12k8
15 4173bytes 19 415Bbytes 34 83135nytes
14 4111bytes 18 3083bytes 33 7194bytes
15 41260ytes 17 2958bytes 32 7884unytes
13 4021oytes 19 3866bytes 32 7e87nytes
14 34530ytes 16 1784bytes 35 S1640ytes
13 39870ytes 17 2958bytes 30 65250ytes
16 14k8 13 1412bytes 28 1648
13:13k® 16 1443bytes 28 1ak2
14 1748 15 1173bytes 29 18¢8

Felative
Start

0.677816000
8.877871880
6.077324800
6.677370800
6.332858080
0.322268000
0.127244000
8.127235080
6.528942000
5.94572480D
8.832886888
08.882593000
0.259700000
6.257613088
06.086715000
6.306583600
8.256528080
6.437475000
0.358398000
6.716309080
©6.719531080
B.437456600
8.266871889
6.335231000
4.137649000
6.6879669080
6.516571000
6.440788088
8.718433800
6.517842000
0.026217060
5.444475000
B.471933000
5.821571608
1.186576000
1.171382000
2.821363080

Durgtion

C.69%¢
6.7826
6.€956
6.65%
8.1538
G.1420
6.7338
¢,3532
£.2725
0.2875
E.7154
E.158
5.9692
5,81
3.2544
4.5822
§.2588
8.6872
4.5877
3.6636
4.1386
8.8517
§.9286
6.1737
0.6530
6.747%
0.2497
0.9442
o.e1es
€.0089
0,0077
09,0977
1.18%6
€.8978
1.72834
1.5618
4.68878




[student@workstation ~]$ tshark -r ens3.pcap -q -z endpoints,ip
IPv4 Endpoints
Filter:<No Filter>

_ | Packets | | Bytes | | Tx Packets | | Tx Bytes | | Rx Packets | | Rx Bytes |
192.168.58.11 11745 9560826 5745 7522620 6008 2038286
192.168.508.12 5663 4372897 2898 688871 2765 3684026
192.168.50.18 4522 4147939 2366 1172368 2216 2975571
192.168.508.254 879 487184 451 120791 428 286393
192.168.58.13 544 595748 278 43852 266 551888
10.9.0.2 332 127071 178 34449 154 92622
192.168.50.15 129 36250 63 11916 3 24334

10.10.0.7 99 41158 50 33547 7611
19.8.8.12 73 22243 32 15854 6389
10.8.2.8 68 32948 28 21152 . 11796
10.168.0.6 37 12958 i

9944 { 3014
5288 2951
894 53660
2339 1828
1312 896
3186 772
4532 447

19.11.8.17 17 8238
10.11.8.21 15 6254
10.108.0.41 15 3359
10.8.0.33 12 2208
10.8.08.11 1" 3958
18.9.8.63 g 4979
192.168.50.14 8 816 408 408
10.9.6.64 6 1275 828 447
[studentﬁvprkstation ~]$ oc get node -o custou-colunnSSName:.uctadata.namo,IP:.status;addresses[];address

1P

192.168.508.18

192.168.56.11

192.168.508.12

192.168.50.13

192.168.50.14

192.168.50.15

W s O oo~
W WU~ ®




[student@workstation ~]$ tshark -r ens3.pcap -q -T fields -e frame.protocols|sort -u
ath:ethertype:ip:tcp

eth:ethertype:ip:tep:tls

eth:ethertype:ip:tcp:tls:tls

eth:ethertype:ip:udp:data

ath:ethertype:ip:udp:genevo:eth:athartype:ip:tcp
eth:ethertype:ip:udp:geneve:eth:ethertype:ip:tcp:tls

alsguzenko-thinkpadxicarbongenil:/var/tmp$ tshark -r workerB1-workerB2.pcap -q -T fields -e frame.protocols|sort -
sll:ethertype:ip:tcp

sll:ethertype:ip:tcp:tls

sll:ethertype: ip udp: data

sllrethertype:ip:udp:geneve:eth:ethertype:ip:tcp:http:data—toxt-lines
sll:ethertype:ip:udp:geneve:eth:ethertype:ip:tep:tls




SharkFest’25
oc get network cluster -o yaml EU"PPE (\

apiVersion: v1
items:
- apiVersion: config.openshift.io/v1
kind: Network
metadata:
name: cluster
Spec:
clusterNetwork:
- cidr: 10.8.0.0/14
hostPrefix: 23
externallP:
policy: {}
networkType: OVNKubernetes
serviceNetwork:
-172.30.0.0/16
status:
clusterNetwork:
- cidr: 10.8.0.0/14
hostPrefix: 23
clusterNetworkMTU: 1400
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apiVersion: v1
items:
- apiVersion: config.openshift.io/v1
kind: Network
metadata:
name: cluster
Spec:
clusterNetwork:
- cidr: 10.8.0.0/14
hostPrefix: 23
externallP:
policy: {}
networkType: OVNKubernetes
serviceNetwork:
-172.30.0.0/16
status:
clusterNetwork:
- cidr: 10.8.0.0/14
hostPrefix: 23
clusterNetworkMTU: 1400
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apiVersion: v1
items:
- apiVersion: config.openshift.io/v1
kind: Network
metadata:
name: cluster

spec:

externallP;

policy: {}
networkType: OVNKubernetes

status:
clusterNetwork:
- cidr: 10.8.0.0/14
hostPrefix: 23
clusterNetworkMTU: 1400
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apiVersion: v1
items:
- apiVersion: config.openshift.io/v1
kind: Network
metadata:
name: cluster
Spec:
clusterNetwork:
- cidr: 10.8.0.0/14
hostPrefix: 23
externallP:
policy: {}
networkType: OVNKubernetes
serviceNetwork:
-172.30.0.0/16
clusterNetwork:
- cidr: 10.8.0.0/14
hostPrefix: 23
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Internet Engineering Task Force (IETF) J. Gross, Ed.
8926 I. Ganga, Ed.
Standards Track Intel
November 2020 T. Sridhar, Ed.
2070-1721 VMware

Geneve: Generic Network Virtualization Encapsulation

Abstract

Network virtualization involves the cooperation of devices with a wide variety of capabilities such as
software and hardware tunnel endpoints, transit fabrics, and centralized control clusters. As a result
of their role in tying together different elements of the system, the requirements on tunnels are
influenced by all of these components. Therefore, flexibility is the most important aspect of a
tunneling protocol if it is to keep pace with the evolution of technology. This document describes
Geneve, an encapsulation protocol designed to recognhize and accommodate these changing capabilities and
needs.


https://datatracker.ietf.org/doc/html/rfc8926#abstract
https://www.rfc-editor.org/rfc/rfc8926

[student@workstation ~]$ tshark -r ens3.pcap -q -T fields -e frame.protocols|sort -u
ath:ethertype:ip:tcp

eth:ethertype:ip:tcp:tls

eth:ethertype:ip:tcp:tls:tis

eth:ethertype:ip:udp:data

eth:ethertype:ip:udp:geneve:eth:athertype:ip:tcp
eth:ethertype:ip:udp:geneve:eth:ethertype:ip:tcp:tls

allsguzenko-thinkpadxicarbongenil:/var/tmp$ tshark -r worker81-workerB2.pcap -q -7 fields -e frame.protocols|sort -
sll:ethertype:ip:tcp

sll:ethertype:ip:tcp:tls

sll:ethertype: ip udp:data

sllrethortype:ip:udp:ganeve:eth:ethertype:ip:tcp:http:data-text~11nes
sll:ethertype:ip:udp:geneve:eth:ethertype:ip:tecp:tls
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dent@workstation ~1$ tshark -r ens3.pcap -g -T fields -e frame.protocols|sort -t
th:ethertype:ip:t

et 2 ert 21 | ls:tl
1 einertype-ipiudp:g eneve:etnethert -0 § 0 Bl ¢
eth:ethertype: i eneve:eth:ethertype:i t1

sll:ethertype:ip:udp:data
sll:ethertype:ip:udp:geneve:eth:ethertype:ip:tcp
sll:ethertype:ip:udp:geneve:eth:ethert

sll:ethertype:ip:udp:geneve:eth:ethertype:ip:tcp:http:data-text-lines

sll:ethe typeilipiuap:geneve:etn:etnertype:1p:tcp:-TLs

#sf25eu
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v Frame 11003: Packet, 188 bytes on wire (1504 bits), 188 bytes captured (1504 bits)
v Ethernet II, Src: 52:54:00:00:32:0c (52:54:00:00:32:0c), Dst: 52:54:00:00:32:0b (52:54:00:00:32:0b)
» Internet Protocol Version 4, Src: 192.168.50.12 (192.168.50.12), Dst: api.ocpd4.example.com (192.168.50.11)

» User Datagram Protocol, Src Port: 41221, Dst Port: 6081

Generic Network Virtualization Encapsulation, VNI: Oxffepe3
Version: ©

Length: 8 bytes
- Flags: 0x40, Critical Options Present

2 = QOperations, Administration and Management Frame: False
.1.. .... = Critical Options Present: True
.00 0000 = Reserved: False

Protocol Type: Transparent Ethernet bridging (Ox6558)
Virtual Network Identifier (VNI): exffeee3 (16711683)
- Options: (8 bytes)
- Unknown, Class: Open Virtual Networking (OVN) (8Ox0102) Type: Ox80 (Critical)
Class: Open Virtual Networking (OVN) (0x0102)
Type: 0x80 (Critical)
Length: 8 bytes

Unknown Option Data: 00040003
» Ethernet II, Src: 0a:58:64:58:00:04 (0a:58:64:58:00:04), Dst: Pa:58:64:58:00:03 (0a:58:64:58:00:03)

» Internet Protocol Version 4, Src: 10.10.0.7 (10.10.0.7), Dst: 10.9.0.2 (10.9.0.2)
» Transmission Control Protocol, Src Port: 8443, Dst Port: 59120, Seq: 5344, Ack: 504, Len: 64

» Transport Layer Security
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Destination

52:54:00:00:32:0¢

iz il B L[
Destination Destination Destination Destination
52:54:00:00:32:0¢ 52:54:00:0032:0¢ 52:54:00:0032:0¢ 52:54:00:00:32:0¢

Destination
52:54:00:00:32:0¢

Source Sou Source Source Source
52540000:32:0b 52:5400:0032:0b 52:5400:0032:0b 5254:0000:320b 5254000032:0b
Type Type Type Type
1Pus 1Pua 1Pva 1Py
internet Protocol Version 4 internet Protocol Version 4
Py d

Sou
5254:00:0032:0b
Type Type
1Pva 1Pua
internet Protocol Version 4
(I T T T T T T . T S AN O VA G e

Version | et | it S et Total Length
oo ve- | _em 149

internet Protocol Version 4
IR R L
PR L T —— Total Length

internet Protocol Version 4
IR IR A AL

internet Protocol Version 4
IR A IR AR WL

Version | Hesdertsn | Ot s rets
\dentification

Version | edten | Ot S s
Fragment Offset Identification Fragment Offset Identification Fragment Offset Flags
0x2042 (10562) . Pr - 062942 (10562) P —— 02942 (10562) s

Total Length

TN NI IR A
Total Length Version | Hesdwen | Ottt S e

Total Length

[ L T —— Total Length
Fragment Offset Identification Fragment Offset
062942 (10562) . et o - sgrent O

Time to Live Protocol Header Checksum Time to Live protocol Header Ched
& o e hceu: e odton st o uop

Identification
01000 - rgrent Ot 0

ieader Checksum Time to Live Protocol
[T ——— 64 o

0x2942 (10562)

000 03000 gt Ok
Header Check:

sum Time to Live Protocol
[ ——— 64 uop
Source Address

\dentification
192.16850.11

Fragment Offset
0x2942 (10562) o 000300030 g O 0
Header Checksur |

Header Checksur

m Time to Live Protocol
et Chskn: e odstion dstis] 64 uop
Source Address

Source Address Source Address
192.168.50.11 192.16850.11
Destination Address Destination Address.

192.168.50.12

Source Address Source Address
192.16850.11 192.16850.11
Destination Address Destination Address
1921685012 19216850.12

192168.50.11
Destination Address
192.16850.12

Destination Address
1921685012 1921685012

m Time to Live Header Checksu
e Chtun: 2 obdion i) 6

Protocol sum
uop o ot adoc idoton ]

ser Datagram Protocol ser Datagram Protocol
IR R P

User Datagram Protocol jser Datagram Protocol ser Datagram Protocol ser Datagram Protocol
TSR RTE A AR P b IR A B A R AR IR AR I AR Poovi e by
Source Port Destination Port Source Port Destination Port Source Port Destination Port Source Port Destination Port Source Port Destination Port
36150 36150 6081 36150 36150 6081 36150
Checksum Length Checksum Length Checksum
Checksum: 0xb8e9 [unverified] 129 Checksum: 0xb8es [unverified] 123

Length Checksu
Checksum: 0xb8eS [unverified] 29
Fayload P
UDP payload (121 bytes)

Length
129

Source Port
36150

m Length Checksum Length Checksum
1 Checksum: 0xb8e [unverified] 129 Checksum: 0xb8e9 [unverified] 129 Checksum: 0xb8es [unverified]
wioad Payload Payload Fayload Payload
UDP payload (121 bytes) UDP payload (121 bytes) UDP payload (121 bytes) UDP payload (121 bytes) UDP payload (121 bytes)
eneric Network Virtualization Encapsulation eneric Network Virtualization Encapsulation eneric Network Virtualization Encapsulation i
ISR I AR R A A

eneric Network Virtualization Encapsulation
LY, I AR AR AL )
Version Protocol Type Version Flags
Transparent Ethernet bridging. o

eneric Network Virtualization Encapsulation
P [ P

g Protocol Type Version Flags

[y r— 0

Virtual Network Identifier (vNI)

eneric Network Virtualization Encapsulation
NIRRT VTR AR AL o Po i i
¢ Protocol Type Version Flags Protocol Type Version
s 0 il Opons o s o
) Virtual Network Identifier (¥NI) /
0xff0003 (16711683) /// //j ) 7

Version

Destination Port

lags
[ yen—

/ Virtual Network Identifier (1) ) Virtual Network Identifier (VNI) Virtual Network Identifir (VNI) / / /) Virtual Network Identifier (VNI)
0xff0003 (16711683) / , 0xff0003 (16711683) , 0xff0003 (16711683) 0xff0003 (16711683) / / ”/ 7 0xff0003 (16711683)
Geneve Options Geneve Options Geneve Options Geneve Options

Options: (8 bytes) Options: (8 bytes) ‘Options: (8 bytes)

Flags Protocol Type lags
Rogs il Ot - Transparent Ethernet hriﬂgmg [ERpp—

Geneve Options Geneve Of
Options: (8 bytes) Options: (8 bytes) Options: (8 bytes)
o
Destination
02:58:64:55:00:04

T ]
Destination
0a:56:64:58:00:04

Destination Destination
02:58:64:55:00:04 02:58:64:58:00:04

e

Destination Destination
02:58:64:58:00:04 02:58:64:58:00:04

Source

0a:58:64:58:00:03

Source Source Source
0a:58:64:58:00:03 0a:58:64:58:00:03 02:58:64:58:00:03 02:58:64:58:00:03
Type Type Type Type
1Pv4 1Pyt v 1Pv4
internet Protocol Version 4

Source
0a:56:64:58:00:03
Type Type
1Pve 1Pvs
Internet Protocol Version 4 internet Protocol Version 4 internet Protocol Version 4
NI AR A A R A A A P g ity NI A A I A AR A
Version | ekt | Dweried s bt Total Length Version | Hedstan- | bt s et
S PR s E—— 91 .. =ve- -

st senices k-

Version | eaerte

internet Protocol Version 4
NI A IR AT
Total Length

o1

Dt s o O s ol [rRmr——
a0 =ve | omen | offesmatetseces ek o L [ S —— R e e — a0 =ve | amere | offeatedseces ek o
Identification Fragment Offset Identification Fragment Offset Identification Fragment Offset dentification Flags. Fragment Offset
0x58c6 (22726) n om0 g o 0 0x58¢6 (22726) an ot o= Fagman o 0x58¢6 (22726) o P ——
Time to Live Protocol Header Checksum Time toLive Protocol
63 TC [T —— 6 Tcp

internet protocol Version4
NI AR A A R A AR A I AT I A A
Total Length Version | edsrin

91

Version | Headertn

Total Length e —
a1

Version | wesdsrin

Total Length
a1

Total Length
a1
\dentification
0x58¢6 (22726) o0 o o0 =g et
Header Checksum Time to Live Protocol
Hesti Chacksun: ot Lsdoion i 63 TP

Source Address
10902

Fragment Offset

\dentification
o0 ot 0n =g st 0 o3 om0 st et
Header Checksum Time to Live Protocol
[T —— 63 TcP

0x58¢6 (22726)
ader Check Time to Live
63
Source Address
10902

Fragment Offset Flags
0x58¢6 (22726) o
1 Checks

H ksum
[T R R ——

Protocol he
P

1 Che
Source Address
9. 10902
Destination Address

0.100.7

Header Checksum Time to Live Protocol Header Checksum
[T R ——— 63 TP Heuti Chacksun: et Lvdoion e

Source Address Source Address Source Address
. 10902 10902 10902
Destination Address. Destination Address Destination Address

1007 1007 1007

Fansmission Control Protocol ansmission Control Protocol
T T I P

ransmission Control Protocol ansission Control Protocol ransmission Control Protocol
IR T I B e L TR B NI A GBI T I Y I L I
Source Port Destination Port Source Port Destination Port Source Port Destination Port

59120 8443 59120 84 59120

Destination Address Destination Address.
101007 101007

Sequence Number Sequence Number
Sequence Number; 578 _(relative sequence number) Sequence Number: 578 (relative sequence number)

Source Port

ransmission Control Protocol
pnaanng lannny g g gy | iy P
59120

J PRI T I T AR e L
Destination Port Source Port
59120
Sequence Number Sequence Number Sequence Number
Sequence Number: 578 _(relative sequence number) Sequence Number: 578 _(relative sequence number) Sequence Number: 578 (relative sequence number)
Acknowledgment Number Acknowledgment Number Acknowledgment Number
cnumber) Acknowledgment Number: 5408 _(relatve ack number) ekrowledgment Number:5405_(rltive ackrumer) Acknowledgment Number. 5408
7777777 77777777 77777777777 / /
/ /’j//f/j W/ / / /«//,/ _ ////«/// . / /////
) / )

_ . . '/,/’//”/»/ 7 /////ﬂ/////

Destination Port

Source Port
Acknowledgment Number
408 (relati

Destination Port
59120

Sequence Number

Sequence Number: 578  (relative sequence number)

/ . Urgent panter e [V P
_ //,/ 0 —_— .

Acknowledgment Number
(rlative sk rumber I

7 7,

Acknowledgment Number
ooy N S48 e e
/”/”////y/»/ 7 ./

//,///, /,y//n////,
/zr//,/, )

. /////// /,//////
L)) .

, 7 //;//;f/w ///// T
29k 22 i 7 /. / ’//’/ 2. ///

Urgent Pointer _ . Urgent Pointer
0 e P///z/%/m///

TP Options Tcp Options

Options: (12 bytes), No-Operation (NOP), No-Operation (NOP),Timestamps. i

TCP Options CP Options TCP Options
Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps. Options: 12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps. Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
ayload TCP paylo TCP pay d
TCP payload (39 bytes) TCP payload (39 bytes) CP payload (39 bytes) TCP payload (39 bytes) TCP payload (39 bytes)
ansport Layer Security vansport Layer Security Wansport Laer Security
e P iy
TLSVL2 R i i

TCP payload (39 bytes)

/) Urgent Pointer 1
o f , .
TP optons
. p— ’
payload

Urgent Pointer
[}

Transport Layer Security ransport Layer Security ansport Layer Security
L Pl P L
TLSVL2R i TLSVL2 R : i TLSVL2 R

TLSV1.2 Record Layer: Applcation Data Protocot: Application Data

TLSV1.2 Record Layer: Application Data Protocol: Application Data
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Destination
52:54:00:00:32:0¢

Source
52:54:00:00:32:0b

Internet Protocol Version 4

Version v Differentiated Services Fidd Total Length
0100 .. »Ve wH Dilferentiated Sendces Fekd: 0 149

|dentification Fragment Offset
0x2942 (10562) 0. .40 0000 C000 0000 = Fragment Offset- 0

Time to Live Protocol Header Checksum
64 UDP Header Checksum: (2bae [validation disabled]

Source Address
192.16850.11

Destination Address
192.168.50.12

User Datagram Protocol

#sf25eu
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Source Port Destination Port L el ) -
36150 6081

Checksum
Checksum: 0xb8e9 [unverified]

Payload
UDP payload (121 bytes)

eneric Network Virtualization Encapsulation
0 15116

Version Flags Protocol Type
0 Paage: e, Critical Optians P Transparent Ethernet bridging

7
Virtual Network Identifier (VNI)
0xff0003 (16711683)

Geneve Options
Options: (8 bytes)

Ethernet

Destination
0a:58:64:58:00:04

Source
0a:58:64:58:00:03

Internet Protocol Version 4



Internet Protocol Version 4

Version Header Len- Differentiated Servicss Fild Total Length
100 . =Ve- v 0201 = e Differentiated Sendces Field: 0--- 91

|dentification Fragment Offset

0x58¢6 (22726) O 00000 0000 0000 = Fragment Offset 0

Time to Live Protocol Header Checksum

63 TCP Header Checksur: Qxcebb [validation disabled]

Source Address
109.0.2

Destination Address
10.10.0.7

ransmission Control Protocol
Source Port Destination Port
59120 8443

Sequence Number
Sequence Number: 578 (relative sequence number)

Acknowledgment Number
Acknowledgment Number: 5408 (relative ack number)

Header Len-- Z Urgent Pointer
100, =He 0

TCP Options
Options: (12 bytes), No-Operation (NOP}, No-Operation (NOP), Timestamps

TCP payload
TCP payload (39 bytes)

ransport Layer Security

TLSv1.2 Record Layer: Application Data Protocol: Application Data

SharkFest’25
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example of a single encapsulated packet

Ethernet User Datagram Protocol Internet Protocol Version 4
0 1516 ki
I RN e °IIIlIIlIIIllIIIEmlllllllllllllll” i 999999 1999955 999 gy Lagegegngig
Source Port Destination Port Version Header Len- Differentiated Servicss Field Total Length
Destination 6150 ciig1 Q100 .. =Ve | ..0001=H- | Differentiated Senices Fiekd: 0--- 91
52:54:00:00:32:0¢ 3571 4
|dentification Flags Fragment Offset
Length Checksum 0x58¢6 (22726) oo 0000000000000 = Fragment Offset ©
129 Checksum: 0xb8e9 [unverified]
Time to Live Protocol Header Checksum
+ Payioad * 63 TCP Header Checksum: Oxcebb [validation disabled]
T UDP payload (121 bytes) il
Source Source Address
52:54:00:00:32:0b 10.9.0.2
T Destination Address
ype 10.10.0.7
1Pva Generic Network Virtualization Encapsulation
By o m a9 aadana s o sy ps Transmission Control Protocol
. 0 15(16 31
Internet Protocol Version 4 Version Flags Protocol Type I B O B B B B B B 1 T 0 0 M V1
0 Piags: e, Critical Options P Transparent Ethernet bridgin, Source Port Destination Port
i T T W O T T O T W s W e 0 N i A 1 N D T VS Y G Y B i a0 ging
598120 8443
Version Header Leny+ Differentiated Services Fidd Total Length Virtual Network Identifier (VNI1)
0100 _.. = Ve« 001wH o | Differentiated Sendces Fiek: 0 49 € 0xff0003 (16711683) SequemeNurT\ber
e Lables el 1 Sequence Number: 578 (relative sequence number)
A4 Geneve Options +
|dentification Flags Fragment Off + Fon < Acknowledgment Number
dentificatio lag agment Offset Options: (8 bytes) Acknowledgment Number: 5408  (relative ack number)
0x2942 (10562) 0l ... ..00000 0000 0000 = Fragment Offset-©
. . Ethernet
Time to Live Protocol Header Checksum B 4 1 4 4 4 4 | | 5 ey ) i yoi a 7 //» G007 00 7,77,
hech Falidatian dicablad] / '/v//,//
64 uDP Heades C - (e2bae | L / 7 / O ’/ Urgent Pointer
Destination 7 7 7, / 3
0a:58:64:58:00:04 % // 2
Source Address
X TCP Options 4
192.168.50.11 Options: (12 bytes), No-Operation {(NOP), No-Operation (NOP), Timestamps 1
Destination Address 4 TCP payload y2
192.168.50.12 Source ] 6 dvioad (35 bvtas] ]
0a:58:64:58:00:03
User Datagram Protocol ngs:
P oo b s 17 T 10 0 N B Transport Layer Security
et BroracoiVerdion e M R W e Wt -t 0 Y T T 0 i R -
= ! -1 ! =t 4 TLSv1.2 Record Layer: Application Data Protocol: Application Data +
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[stusuntiivarkatation «J§ oc creute ny
pace/sharkpraject-a craated
{stusentl@norkstation =} oc creste ns sharkproject-o
space/sharkpraject-b created
studantilvarkstation -}$ oc annotate ns/sharkproject-2 cpenshift.io/node-selector=region=a.
space/sharkpraject-a annatated
{student@noristation =]$ oc annotats nefsharkproject-b cpenshlft. Jo/node-selnctor=ragionsf
ace/sharkproject-b annotated
{etudentlivarkatation =J§ oc get node -Lregion
STATUS  ROLES AGE  VERSION  REBION

masterfil  Ready control-plane master 366d  ¢1.33.5
masterf2 Ready  control-plane,master 3860 v1.33.§

terf3  Ready cantrol-plane master 3886 v1.33.5

prkerft  Ready  worker %10 v1.33,5 A
prkerf2  Ready  workes 3616 v1.33.5 8

wOrkerB3  Resdy  workes [ v1.31,5
studentilvarkstation ~J§ cc project sharkproject-a
Alresdy an project “sharkproject-a" on server "https://spi.ocpd.example.con:B443",
studantlivarkstaticn ~J§ oo new-app --name shark-a --insge wy-tqlsguﬁh[mrk
> Found container image 306892 (10 hours ole) from quay.lo for "quay.lo/sguzenko/sharx"

* An Imege stream tag will be created as “shark-a:latest” that will track this fnage

> Creatlng rescurces ...
imagestrean .inage.openshift.io “shark-2" created
ceploynent . apps “shark-a2" creatsd
service “shark-a" created
~> Success
Application Is not exposed. You can expose services 1o the outside world by exacuting ane or muce of tha coamands balow:
'oc expase service/shack-z'
‘Run 'oc status' to view your app.
{studentimorkstation -1$ oc get 211
arning: spps.opeasnhlét. ic/v] DeploymentConflg is Geprecated In vé.14¢, unavailable 1n vé, 18698+

3 READY  STATUS  RESTARTS  AGE
podfshark-a-FfToadddi-gzons 171 Ruenning & 3%
TYPE CLUSTER-1P EXTERMAL-IP  PORT(S) AGE
srvice/shark-n  ClusterP 172.39.51.268 anone> ‘88e8/1CP 232
NAME READY  UP-TO-DATE  AVAILABLE ASE
ployment . sgps /aherk-a 1)1 1 1 238
! ) DESIRED CURRENT  READY  AGE
replicasst. spps/shark-a-GbEbefadss 2 Q ] 23s
eplicaset. ospps/shork-n-fflcdodde 1 1 1 22s

INAGE REPDSITORY
fnpotv,u . unuo.mgl‘u:t Ao/shark-a  sefault-route-cpenailft-1nage-ruglistry . opps. ccpd . exanple. con/sharkproject-afshark-a

TAGS
1atest

UPDATED
23 se¢oads ago




[student@workstation ~]$ oc project sharkproject-b

Now using project "sharkproject-b" on server "https://api.ocp4.example.com:6443".
[student@workstation ~]$ oc new-app --name shark-b --image quay.io/sguzenko/shark

--> Found container image 9e66892 (16 hours old) from quay.io for "quay.io/sguzenko/shark"

* An image stream tag will be created as "shark-b:latest” that will track this image

--> Creating resources ...
imagestream.image.openshift.io "shark-b" created
deployment.apps "shark-b" created
service "shark-b" created
--> Success
Application is not exposed. You can expose services to the outside world by executing one or more of the commands below:
'oc expose service/shark-b'
Run 'oc status' to view your app.
[student@workstation ~]$ oc get all
Warning: apps.openshift.io/v1 DeploymentConfig is deprecated in v4.14+, unavailable in v4.18080+

NAME . READY STATUS RESTARTS  AGE

pod/shark-b-6ddc49b8cd-n9qsh  1/1 Running @ 7s

NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S) AGE

service/shark-b  ClusterIP 172.38.82.218 <none> 8088/TCP 7s

NAME READY UP-TO-DATE  AVAILABLE AGE

deployment.apps/shark-b  1/1 1 1 7s

NAME DESIRED CURRENT READY  AGE

replicaset.apps/shark-b-6ddc49b8cd 1 i 1 7s

replicaset.apps/shark-b-f594dd393b C] a 0 7s

NAME IMAGE REPOSITORY TAGS UPDATED

imagestream. image.openshift.io/shark-b  default-route-openshift-image-registry.apps.ocp4.example.com/sharkproject-b/shark-b latest 7 seconds ago




[student@workstation ~]$ oc get po -o wide -n sharkproject-a

NAME READY STATUS  RESTARTS AGE IP
shark-a-ff7cdd4d8-gzmms  1/1 Running © 2im  10.8.2.128
[student@workstation ~]$ oc get po -o wide -n sharkproject-b

NAME READY STATUS  RESTARTS AGE IP
shark-b-6ddc49b8cd-n3gsh  1/1 Running © 17m 10.9.2.34

NODE NOMINATED NODE

workerB1l  <none>

NODE NOMINATED NODE

worker®2 <none>

[student@workstation ~]$ oc oxac-deploy/shark—b -- curl 18.8.2.128:80880 -s

Welcome to Sharkfest 2825

READINESS GATES
<none>

READINESS GATES
<none>



[student@aorkstation =39 ssh corelsorker®] -Jlatutility
Narning: Parmasently sdded 'warkar®)’ {E025518) to the 1ist of knawn hoate.
fisd Hat Enterpriss Limux Corss 9.6 20251G21-8
Fart of Opendhlft 4.28, ACOS Ls o Kuberneles-natlive operating systen
wonoged by tee Wachine Confip Operstor ("slusteroperntor/machine-confiz'),

NASNING: Dicect 55H acossz to machings L3 mot secomrendod; tnstead,
nake coniiguration changes via ‘machinecenfiy’ ebijects:
nttpa: / fdacs openshiFt com/containes -platfarn/4 76/ architastura/srshitactite-thtoe. Mnl

{coroliworkerf! =1% tosloos
frying to pull registry.recant.ic/rnel®/support-tools: intest. ..
Getilng lmage source signatures
Checking if Imago destlnation supperts slgnatures
Copyling Blob Ted71affalde dorw |
Copylng mloh F508aSccednt arlpped! alresdy valsln
Copying sonflg G2003053:8 derm |
Nriting monifett to Inage destination
Staring signatures
B2e93dE3¢ 85E0ccDD0EE38004457 103072200 100 EE3S 8D T7445307 1 74831
Spamning 4 centainer ‘toolbax-cors’ wlth lasge 'raglztey remet Lo/ rmel8/suppoct-tosis’
Deteotea RUN Label In the contalner imege, Using thot as the defauit. ..
23900634 398057 22006 1) fo Tcu 004 T D40 Cud 10554 45480554 Ibb4 480
too\box-<ore
Container started successfully. lo exit, type ‘exit'.
Crootheorkec®! /3¢ tocpdump -1 any host 10.8.2.128
tepdusp: data Link tyge LTRUX_SLLT
gropped prive ta topdumn
tepdumpl verbose output supprassed, use -vlv]... for full protecol decooe
Listoning on amy, link-type LINUX_SLL2 {lLinux codked 2}, amapshot Tungts 262144 nytes
83:43:69 102154 genev_sys 8381 F 1P 10.9.2.24 2570 > 16.8.2.329 webcoche: Flags (S], seq 419407489, win 66299, options [mes 1200, sockDE, 75 wal 2762830628 ecr 0,nop,wicain 7), length 0
B3:43:83.103354 HIcHTITHIRS 4o DUt IF 10.9.2,34.5457¢ > 10.85.2.728 webcacho: Flags [3], seg €19467493, win 05289, cptians {mss 1362,3ackOK, TS val 2732830638 ecr 8,nop,vicale 7}, length B
D3:43:563.133440 TFc5777510EFed P IF 19.3,2.128. nebenche > 13.56.7.34.54575: Flags [S.], seq 2843382762, ack 413467430, win 54704, optlces [ess 1366,380K0K, 15 vel 31EE20031 ecr 2752833638, 00p,wszale 7], lengtn O
B3:43:59 133623 genev_tys_E3B1 Dut TP 1B E.2 1728 eubeacha > 16.5.7 34.54376: Flage 5.1, ¢eq 7883882782, eck ATSEG7416, win 56784, eptlens [wes 136E,4sck0K, TS val 318628081 eor 2737333538, nag, aécsla 7], Tengts @
03:43:59. 195210 Qenav_sys 6861 F 1P 16.9.2.34.54576 > 16.9.2,123.weboesre) Flags [.], ack 1, win 518, options [nop,nop, TS val 2732636642 ecr 116826801), length @
0343159 195090 genev.sys 6081 1 I 10.9.2.34.56570 > 10.9.2.928 webcecne: Flags [P ], seq 1:80, sck ¥, win 510, options {mop,nop, TS vel 2752630042 ec 318820007 ], leogtn 790 NTTP: GET / wIT/1.0
B1:43:60 106368 S4cB7 7751060 dab Dut 1P 18.9,2, 3¢, 54676 > 10.8, 2,928 wobcache: Flogs [.], sck 1, wis 510, sptions [nop,mop, TS val 2762630642 ecr 316820001], Length &
03:43:60 106604 S4ch)I701h67eah Qut 1P 10.9.2. 3¢ 54878 > 10.8.2,128 webcache: Flags (2., sea 1:08, ack 1, ain $19, cotinns [nop,noo, TS val 2792630042 ecr J16820821), Llesgth J2: WITP: GET / WITP/1.Y
£3:43:53.105577 SCcBITTSILS el P TP 10.8.2,128.webcache > 10.8.2.34.54076; Fliags [.], sck 33, win 506, optices [nop,nop,TS val 316820003 ecr 2702638042], lengtn 8
£3:43:59. 195568 genov_sys_ES8) Qut 1F 16.8.2.128 . sabceche » 18,8,2.34,64575: Flago [.], ock #3, win S85, sptions [nop,nap,TS val 31£826893 oor 27926385427, Llength €
B3:43:59 135635 SFCSTTTSINSM4an P 1P 96,8.7.178, ssbeache > 13.5.7.34,54575; Flags [#.), sag 1:361, ack #8, wis 535, entlons [ncp,mop, T3 val 318826683 acr 27326386471, Tangth 262: WITP| WITR/t.t 230 X
£3:43:59.105655 gonev.sys BBET Qut 1P VB 8.2, 026 webcacne > 18.9.2.34,54578: Flegs [P ], seq 10263, sck 39, win 585, options [nop,nep, TS val JI6620603 ecr 2792638542], Length 2620 WITR: WTTR/1.1 268 OK
03:42:69. 106002 gonev_sys 6001 1 1P 10,0.2.34.54570 > 10.4.2,129 wehoosho! Flage £.], sok 263, win 560, optices [rop,nop, TS vol 2702030943 ecr 310020003], langts O
B2:43:69 106112 S4chTIT51b5Fdat Dut 1P 18.9,2 3¢ 52676 > V0. 8.2, 928 wobcache: Fliags [.), sck 263, win 688, options [nop.nop, 1S val 2702000662 ecr J16320803), langth 0
B1:63:43. 196183 genev_sys_ G351 F IF 15.8.2.34. %4570 > 108, 2,125 webcache: Flags (F.], seq 83, ack 203, win %88, options {sop,nop,T5 val 2752530543 eor J1SE28003], length B
£2:43:55. 106265 SFOSTTTS1LGFeed Dut 1P 10.9.2.34.54575 » 10.8.2,128.nebcache: Flags [F.], 2eq 98, eck 263, win 388, cptions [oap,nep,TS val 2752630642 sor 31582868321, length B
B3:43:59 136753 SFSITTSINS 4un P 1P Y66 7,128 webeache > 13.5.2.34 54576: Flags [7.), esg 263, sce B, win 385, options [eap,nep,T5 val JIGZDE8E3 sor I73253EE433, lasgth B
143159, 196255 gonev_sys 6361 Out IF 16.8,2, 128, webcache > 10.5.2.34.54576: Flage [F.), seq 283, ack BF, win 565, options [mo0,nce,T5 val 31G87638) ecr 2752538643], length 6
03:43:59.10042) genev_sys 8861 1 11 10,9.2,34 56576 > 10,8.2,920 webceche: Flags . ], wck 286, win 500, options [rop,nop,T5 val 2792000844 ecr 310020083], langts O
B3143:69 106428 §4ch77751b5Ftob Out 1P 10.9.2, 22, 54676 » 10.£.2,928 webcache: Flags [.], ock 284, vin 608, optiens [nop,nap, 1S val 2792030644 ecr 318220003], lergth 0
B2:48:04. 221351 S¢cB?ITS1EEFeen P ARP, Seguest whe-hns 10.8.2.7 tell 19.8.2.128, \ength 22
g!:dl:ﬂ.t)ll" SECETTTHILG(duh Out ARF, Saply 10.8,2.1 ls-at Da:3E:ad:fe:0).0% (sul Loknows), lengtnh 26




NAME READY  STATUS RESTARTS  AGE IP NODE NOMINATED NODE READINESS GATES
shark-b-8ddc49b8cd-n8qsh  1/1 Running © 7m58s  10.8.2.34 workerB2 <none> <none>
[student@workstation ~]$ oc get po -o wide -n sharkproject-a

NAME READY  STATUS RESTARTS AGE 1IP NODE NOMINATED NODE  READINESS GATES
shark-a-ff7cdd4d8-gzmms  1/1 Running © 12m 10.8.2.128 worker®1  <none> <none>
[student@workstation ~]$ oc get po -o wide -n sharkprojectza3sharkprojcct-h

No resources found in sharkproject-a,sharkproject-b namespace.

[student@workstation ~]$ oc get svc -n sharkproject-a

NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S) AGE
shark-a ClusterIP 172.38.91.258 <none> 8088/TCP  13m
[student@workstation ~]$ oc get svc -n sharkproject-b

NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S) AGE
shark-b  ClusterIP  172.30.82.218  <none> 8080/TCP  9mlds




[root@workerB1 /]# tcpdump -i any -w /host/var/tmp/worker81-worker82.pcap -nn host 192.168.58.13 and host 192.168.58. 14
tcpdump: data link type LINUX_SLL2

dropped privs to tcpdump

tepdump: listening on any, link-type LINUX_SLL2 (Linux cooked v2), snapshot length 262144 bytes

~CB3 packets captured

74 packets received by filter

0 packets dropped by kernel

[student@workstation ~]$ oc exec deploy/shark-b -- curl 10.8.2.128:8880 -s

Welcome to Sharkfest 2825

allsguzenko-thinkpadxicarbongen1l:/var/tmp$ tshark -r worker8i-workerB2.pcap -q -7 fields -e frame.protocols|sort -u
sll:ethertype:ip:tcp

sll:ethertype:ip:tcp:tls

sll:ethertype:ip:udp:data

sll:ethertype:ip:udp:geneve:eth:ethertype:ip:tep

sll:ethertype:ip:udp:geneve:eth:ethertype:ip:tep:http
sll:ethertype:ip:udp:geneve:eth:ethertype:ip:tcp:http:data-text-lines
sll:ethertype:ip:udp:geneve:eth:ethertype:ip:tep:tls
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Linux cooked-mode capture SharkFest’25 (\

sjae ! EUROP
0 | | 15]16 | | | | 1 R.Q
Protocol Reserved == e
IPva 0000

:

Interface index
8

Link-layer address type Packet type Link-Layer address length
Ethernet Sent by us 6

Source
52:54:00:00:32:0d

Unused
0000
Internet Protocol Version 4
i W | Ly 1 | O sl | L | W
Version Header Le: Differentiated Services Field Total Length
0100...~ v D101 = Differentiated Services Fiel - 372
Identification Flags Fragment Offset
0xBael (35553) 010 .+ (10000 DO OO = Fragrment Offset; 0
Time to Live Protocol Header Checksum
64 uppP Header Checksum: 0xc92b [validation disabled]
Source Address
192.168.50.13
Destination Address
192.168.50.14




User Datagram Protocol

= ESES

Source Port
51157

Destination Port
6081

Length
352

Checksum
Checksum: 0x81f2 [unverified]

Payload

UDP payload (344 bytes)

Generic Network Virtualization Encapsulation

I L]

|

(1 132

Version

Flags

0 Flags: 0x40, Critical Options-

Protocol Type
Transparent Ethernet bridging

Virtual Network ldentifier (VNI)
0xff0003 (16711683)

Geneve Options
Options: (8 bytes)

SharkFest’25
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Generic Network Virtualization Encapsulation Shg(rlklgf)gszs (\

Ollllllllll

Version Flags Protocol Type
0 Flags: 0x40, Critical Options: - Transparent Ethernet bridging

Virtual Network Identifier (VNI)
0xff0003 (16711683)

Geneve Options
Options: (8 bytes)

Ethernet

AN S L 115

Destination
0a:58:64:58:00:07

Source
0a:58:64:58:00:06




thernet
0

316

|

Destination
0a:58:64:58:00:07

Source
0a:58:64:58:00:06

Type
1Pvé4

Internet Protocol Version 4

Q

Y T T T

Version Header Le- Differentiated Services Field

Q100 = v 0I01 = Different ated Services Fiel

Ll

Total Length
314

Identification
Oxcbeb (52203)
Time to Live Protocol
63 TCP

Fragment Offset
.0 0000 0000 0000 = Fragment Offs=t 0

Header Checksum
Header Checksum: 0x5620 [validation disabled]

Source Address
10.8.2.128

Destination Address
10.9.2.34

SharkFest’25
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SharkFest’25
Destination Address EUROPE (
(D

Transmission Control Protocol

N NN VS S NS SN S S — — o kol N Y Y N U N I S

Source Port Destination Port
8080 34438

Sequence Number
Sequence Number: 1 (relative sequence number)

Acknowledgment Number
Acknowledgment Number: 80 (relative ack number)

Header Le--
1000 ... =

Urgent Pointer
0

:
!
s
1
A

ICP Options
Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps

TCP paytoad
TCP payload (262 bytes)

Hypertext Transfer Protocol




SharkFest’25
Hypertext Transfer Protocol EURPPE (\

0 | | l 35118

HTTP/1,1 200 OK\f\n

Server
Server: ngink/1.28.0\r\n

Response line
Tag: "6901b96f-1a™r\n

Date

. Response line
Date: Tue, 04 Nov 2025 19:43:58 GMT\r\n

Accept-Ranges: bytes\r\n

lﬁnpa:w E3e Ontp reaponse Are) ~ Accopt Fangec: bytex it e I

Content-Type
Content-Type: text/html\r\n

File Data
File Data: 26 bytes

Content-Length
Content-Length: 26\\n

Line-based text data

9 || | (15[16

[

Last-Modified 4
Last-Modified: Wed, 29 Oct 2025 06:51:27 GMT\r\n ; + Welcome to Sharkfest 2025\n

Connection
Connection: keep-alive\r\n




networkType Shgf’k'gﬁgfzs ( \

apiVersion: v1
items:
- apiVersion: config.openshift.io/v1
kind: Network
metadata:
name: cluster
Spec:
clusterNetwork:
- cidr: 10.8.0.0/14
hostPrefix: 23
externallP:
policy: {}
networkType: OVNKubernetes
serviceNetwork:
-172.30.0.0/16
status:
clusterNetwork:
- cidr: 10.8.0.0/14
hostPrefix: 23
clusterNetworkMTU: 1400



i SharkFest’25
OVN Control Plane Architecture EU"PPE (\

Project:

- OVN = Open Virtual Network
- OVN is a network virtualization platform based on Open vSwitch (OVS)
- Originally part of the OVS project, now a Linux Foundation project

OVN Kubernetes/
databases/ OpenShift
daemons control plane

ovn-kubernetes
master
Control Plane
Open OVN
Feat ] vSwitch node
eatures: (OVS) components

Manages overlays and physical network connectivity
Flexible security policies (ACLs) -kub t kubelet and
Distributed L3 routing, IPv4 and IPv6, L2/L3 Gateways ovn :Ojgne o CRI-O
Native support for NAT, load balancing, DHCP and RA

Works with Linux, DPDK, and Hyper-V

Worker Nodes




] SharkFest’25
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ovn-kubernetes master

- Deployment created by Cluster Network Operator

- Multiple instances elect a leader

: - Kubernetes APl is the single source of truth

apiserver master - Listens for cluster events (Pods, Namespaces, Services, Endpoints,
NetworkPolicy)

- Translates cluster events to OVN logical network elements (logical

Y switches, ACLs, logical routers, switch ports)

OVN - Handles all required IPAM

Kubernetes ovn-kubernetes

A

- Updates OVN Northbound database based on Kube API state
Cluster Northbound P
Network DB
Operator Ovn'northd
\J

- Multiple instances managed by ovn-kubernetes master

ovn-northd - Listens for Northbound DB changes

- Decomposes logical network elements into OVN pipeline and
populates the Southbound DB

- Keeps no state itself (eq "cattle")

Y

OVN

Southbound > Nodes
DB




Worker Node Architecture from OVN standpoint Shgf'k'gﬁggs (\

ﬁk =t
ovnh-kubernetes node
-Called as a CNI plugin from kubelet/CRI-O runtime
OVN -Retrieves IPAM details from Kube API (written by ovn-kubernetes master)
apiserver southbound -Creates OVS port on bridge, moves it into pod network namespace, sets IP
database details/QoS
-Cleans up when pods die
-Sets up "gateway" for cluster-external network access
-Sets up firewall rules and routes for HostPort and Service access from node

: ovn-controller

-Listens for events from OVN Southbound database

kubelet/ ovn-controller -Translates Southbound database into OpenFlow and programs local OVS vSwitch
CRI-O -Matches OVS "physical" ports with OVN logical ports

-Updates kernel netfilter tables for load balancing functionality (no iptables in
critical path)

Open vSwitch

OVS database -The actual datapath for containers

-Performs packet handling based on OpenFlow rules

-Kernel module and userspace management daemon

-If kernel does not recognize a flow, calls up to management daemon to
| determine packet action, then caches the match+action for later

ovn-kubernetes
node

v

Cluster
/other
networks

\ 4

podA OVS bridge NIC

Node
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OVN-Kubermetes

¥ Status goes south
? Status goes north

Cleud Managemunt System

OVNJ/OMS plugin

4
|
OVN ‘
Y
— Runs on
OWN Naw Sdswanl datddame Cﬂ"w“.'
nodes
L L
|
own-nocthd
=
DN Soumbound detame
ov-controber
Runs en
every
ovs l nede
v
oes-vswitehd -~ t,-—_j



{student@workstation ~J|$ oc project openshift-ovn-kubernetes
Already on project "openshift-ovn-kubernetes" on server "https://api.ocp4.example.com:6443".
[student@workstation ~]$ oc get deploy,ds

NAME READY UP-TO-DATE  AVAILABLE AGE
deployment.apps/ovnkube-control-plane 2/2 2 2 351d
NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR AGE
daemonset.apps/ovnkube-node 6 6 6 B 6 kubernetes.io/os=1inux 351d
[student@workstation ~]$ oc get po -0 wide
NAME READY  STATUS RESTARTS AGE IP NODE NOMINATED NODE  READINESS GATES
ovnkube-control-plane-7dbbfddddf-15tmp 2/2 Running 2 21Th  192.168.50.12 master83 <none> <none>
ovnkube-control-plane-7dbbfddddf-q95my  2/2 Running 2 21h  192.168.50.11 master02 <none> <none>
ovnkube-node-4f74r 8/8 Running 17 (11h ago) 21h 192.168.58.18 master@81 <none> <none>
vnkube-node-8h2ml 8/8 Running 16 raly 192.168.50.15 worker83 <none> <none>
ovnkube-node-bfvnh 8/8 Running 17 217h  192.168.50.12 master83 <none> <none>
ovnkube-node-g75s5 8/8 Running 16 21h  192.168.50.13 worker01 <none> <none>
ovnkube-node-q8z5¢c 8/8 Running 17 21h 192.168.50.14 worker@2 <none> <none>
ovnkube-node-vzzt8 8/8 Running 16 21h 192.168.508.11 master82 <none> <none>

[student@workstation ~]$ oc get pods ovnkube-control-plane-7dbbfddddf-15tmp -0 jsonpath='{.spec.containers[*].name}' -n openshift-ovn-kubernetes
kube-rbac-proxy ovnkube-cluster-manager

[student@workstation ~]$ oc get pods ovnkube-node-4f74r -o jsonpath='{.spec.containers[*].name}' -n openshift-ovn-kubernetes;echo
vh—-controller ovn-acl-logging kube-rbac-proxy-node kube-rbac-proxy-ovn-metrics northd nbdb sbdb ovnkube-controller
[student@workstation ~]$ oc exec ovnkube-node-4f74r -c nbdb -- ovn-nbctl ls-list

a5c8d790-401c-4a7b-aced-18d77cf168c13 (ext_master81)

12b49adc-5fc6-4434-97df-ea42250¢9295 (join)

339chB813-7055-4838-2946-9f0981321d0 (masterB1)

4b55828c-9cef-44d4-be95-8cal3c4dd9042 (transit_switch)

[student@workstation ~]$ oc exec ovnkube-node-4f74r -c¢ nbdb -- ovn-nbctl lr-list

53750661-d7ca-46c3-bce5-019¢c58b51ce3 (GR_masterB1)

8d18fdac-3ab4-4848-b346-8927609f95bf (ovn_cluster_router)

[student@workstation ~]$ oc exec ovnkube-node-4f74r -c nbdb -- ovn-nbctl 1b-1list

UUID LB PROTO VIP IPs
8d3b3f3B-c9f2-4587-b015-1d41d43f9cSb Service_cert-man tcp 172.36.244.210:8443

fafde66f-5608-4cfB-baab-f4dbB33668f6L Service_cert-man tcp 172.30.6.99:9482 18.11.08.10:9402

eacB82885-7512-4228-a84f-bBe2034a67c5 Service_cert-man tcp 172.30.137.71:9402 19.11.08.11:94082
IR T e T




key components involved in packet processing
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OpenShift node 1

External switch
(ext Snodename)

¢

Gateway router
(GR_%nodaenane)

!

Join switch
(']0\ n)

OpenShift node N

External switch
(ext _Snodenane)

o
v

Gateway router
(GR_Snodenane)

o
v

Jom switch
(Foin)

&

Transit switch

Router
(ovn_cluster_router)

!

Logical switch
($nodenane)

! !

Pod1 Pod 2

: ‘

Router
(ovn_cluster_router)

o
v

Legical switch
($nodename)

! .

Pod] Pod 2

Pod N

Gateway routers aka L3 gateway routers, are typlcaIIy used between
the distributed routers and the physical network. Gateway routers
including their logical patch ports are bound to a physical location (not
distributed), or chassis. The patch ports on this router are known as
I3gateway ports in the ovn-southbound database (ovn-sbdb).

Distributed logical routers and the logical switches behind them,
to which virtual machines and containers attach, effectively reside on
each hypervisor.

Join local switches are used to connect the distributed router and
gateway routers. It reduces the number of IP addresses needed on the
distributed router.

Logical switches with patch ports - Logical switches with patch
ports are used to virtualize the network stack. They connect remote
logical ports through tunnels. Logical switches with localnet ports are
used to connect OVN to the physical network. They connect remote
logical ports by bridging the packets to directly connected physical L2
segments using localnet ports.

Patch ports represent connectivity between logical switches and
logical routers and between peer logical routers. A single connection has
a pair of patch ports at each such point of connectivity, one on each side.

I3gateway ports are the port binding entries in the ovn-sbdb for
logical patch ports used in the gateway routers. They are called
I3gateway ports rather than patch ports just to portray the fact that
these ports are bound to a chassis just like the gateway router itself.

localnet ports are present on the bridged logical switches that allows
a connection to a locally accessible network from each ovn-controller
instance. This helps model the direct connectivity to the physical
network from the logical switches. A logical switch can only have a single
localnet port attached to it.



[student@workstation ~]$ oc exec ovnkube-node-4f74r -c¢ nbdb -- ovn-sbctl show
Chassis "ab4f5fbf-e637-4485-8bd5-439edde63d63"
hostname: master82
Encap geneve
ip: "192.168.50.11"
options: {csum="true"}
Port_Binding tstor-master02
Chassis "236527af-9¢52-45da-8692-4416F6524165"
hostname: workerB83
Encap geneve
ip: "192.168.50.15"
options: {csum="true"}
- Port_Binding tstor-worker83 |
Chassis "d7188dac-1d2f-4e70-8cba-4214d6208ed7"
hostname: worker02
Encap geneve
ip: "192.168.508.14"
options: {csum="true"}
Port_Binding tstor-worker©2
Chassis "461c83c9-6f60-4369-bf9%e-b5b1aefcbbef"
hostname: master83
Encap geneve
ip: "192.168.58.12"
options: {csum="true"}
Port_Binding tstor-master@3
Chassis "4Bedacea-db4b-46df-9898-86720c3c8404"
hostname: worker@1]]
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SR-IOV on kubernetes

o 0o
DDO
oo lo
SR-ICV Network Operator

An operater for configoring
SR-I0OV components and
inttializing SRIOV network
devices in Openshit

SR-IOV
CNI

SharkFest’25
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y

SR-IOV device plug-in
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Network Observability

1.9.3 provided by Red Hat

Version
193

Capabllity level
@ Basic Install
@ Seamless Upgrades

)

{3 Full Lfecyce
() Teep Inzights
]

) Auto Pilet

Source
Hed Hat

Provider

Infrastructure features

Designed for FIPS
Disconnoctod

Installed Operator
This Operator has boen installed on the cluster, View it heee.

Netwerk Observabllity is an OpeaShift operator that deploys a menitoring plpeline consisting in:

o an eBPF agent, that genecates network flows from captured packets

o flowlogs-ppeline, a compenent that collects, enriches and exports these flows

o a Console plugn for flows visuaization with powerful filtering options, a topology representation and
more

Flow datais then svailable in multiple ways, each optional:

o As Ciuster Monitoring metrics
* Asraw flow logs stored in Grafana Lok
o Asraw flow logs exported to a coflector

Dependencies

Loki

Lok, from Grafanalabs, can optionally be used as the backend to store all collected flows. The Network
Observabiity operator does not install Loki directly, however we provide some guidance to help you
there.
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[student@workstation ~]$ oc netobserv flows
Checking dependencies...

'yq' is up to date (version v4.45.1).

'bash' is up to date (version v5.1.8).
Setting up...

admin

creating netobserv-cli namespace

namespace/netobserv-cli created

creating service account

serviceaccount/netobserv-cli created
clusterrole.rbac.authorization.k8s.io/netobserv-cli configured
clusterrolebinding.rbac.authorization.k8s.io/netobserv-cli unchanged
clusterrole.rbac.authorization.k8s.io/netobserv-cli-metrics configured

clusterrolebinding.rbac.authorization.k8s.io/netobserv-cli-metrics unchanged

creating collector service

service/collector created

creating flow-capture agents:

daemonset.apps/netobserv-cli created

Waiting for daemon set "netobserv-cli" rollout to finish: ® of 6 updated pods available...
Waiting for daemon set "netobserv-cli" rollout to finish: 1 of 6 updated pods are available...
Waiting for daemon set "netobserv-cli" rollout to finish: 2 of 6 updated pods available...
Waiting for daemon set "netobserv-cli" rollout to finish: 3 of 6 updated pods are available...
Waiting for daemon set "netobserv-cli" rollout to finish: 4 of 6 updated pods available...
Waiting for daemon set "netobserv-cli" rollout to finish: 5 of 6 updated pods are available...
daemon set "netobserv-cli" successfully rolled out

Running network-observability-cli get-flows...

pod/collector created
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Running netwark-aobservability-cll as Flow Capture
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Syntax: netobserv packets [options]

--yaml:

generate YAML without applying it

filters:
~-action: filter action (default: Accept)
--gidr: filter CIDR (default: ©.0.0.8/8)
--direction: filter direction (default: n/fa)
~~dport: filter destination port (default: n/a)
--dport_range: filter destination port range (default: n/a)
--dports: filter on either of two destination ports (default: n/fa)
--drops: filter flows with only dropped packets (default: false)
--icmp_code: filter ICMP code (default: nja)
--icmp_type: filter ICMP type (default: n/a)
--node-selector: capture on specific nodes (default: n/a)
--peer_ip: filter peer IP (default: n/a)
--peer_cidr: filter peer CIDR (default: nfa)
~-port_range: filter port range (default: n/a)
--port: filter port (default: n/a)
-=ports: filter on either of two ports (default: n/a)
~~protocol: filter protocol (default: n/a)
--query: filter flows using a custom query (default: n/a)
-=sport_range: filter source port range (default: n/a)
--sport: filter source port (default: n/a)
--sports: filter on either of two source perts (default: n/a)
--tep_flags: filter TCP flags (default: n/a)

options:
-=background: run In background (default: false)
~-gopy: copy the output files locally (default: prompt)
--log-level: components logs (default: info)
-=max-time: maximum capture time (default: 5m)
~-max-bytes: maximum capture bytes (default: 50000008 = SOMB)

(default: false)




' oc netobserv packets --peer_Lp:10.8.2.128 dsemonsei.apps/netobserv-cli created

Chacking dopendmus Waiting for daemon set “netobserv-cli® rollout to finish: updated pods are available.,.

'vq' is wp to date (v.rsgon vd 45.1). Waiting for daemon set "netobserv-cli” rollout te finish: updated pods are available...

'bash' is up to date (version v5.1.8). Waiting for daemon set “netobserv-cll" rollout to finlsh: updated pods are avallable...

Setting ,,p. set "netobserv-cli" rollout te finish: updated pods are svailable...

admin set “netohsery-cll" rollout ta Finish: updated pods are avsilable...
= Waiting for daemon set "netobserv-cli" rollout to finish: updated pods are available...

c:::;:g'?:::::::: vf}:{in::::::. daemon set "netobserv-cli" successfully rolled out

creating service account Running network-observebility-cli get-oc run -n netobserv-cli collector \

--1 ist dhat.io/network-ob bilit t k-ob ability-cli-rhei19:1.9.8 ~~
SirvisansosuiitinekebboryslL vragted cli“)w) \-rlg ry.redhat.io/networ serva y/networ sarv y-cli-rhel8: ima

clusterrole.rbac.authorization, k8s.io/netobserv-cli configured --command -- sleep Infinity...
clusterrolebinding.rbac.authorization.k8s.io/netobserv-cli unchanged | pod/collector created

creating collector service pod/collecter condition met
service/collector created Starting network-observability-cli:
creating packet-capture agents s=s===

Invalld option: --peer_ip:10.8,2.128 Build version: 1.9.8
Build date: 2825-86-26 12:26

- - -

Deleting service monitor... l---l R . S /-:l-l I:-:I

Deleting deshboard configmap. .. = RN IBRE U X S RN W AT i e o e
B |, W T ey AT L RN T i, VU S YRS RN PR

Deleting namespace... namespace "netobserv-cli" deleted = = = @ @I =
g INFO[DBOB] Log level: info

[student@workstation test]$ oc netobserv packets --peer_ip=18.8.2.128| Option(s): peer_ip=10.8.2,128

Checking dependencies... INFO[PBOB] Kernel version: 5.14.8-578.57.1.e19_6.x356_564

'yq' is up to date (version vd4.45.1). INFO[0008] Starting Packet Capture...

‘bash' is up to date (version v5.1.8). Running network-observability-cli as Packet Capture

Setting up... Log level: info Duration: 1s Capture size: 0B

admin Options: peer_ip=18.6.2.129

creating netobserv-cli namespace

amespace/netobserv-cli created Collector is waiting for messages... Please wait.
creating service account Running network-observability-cli as Packet Capture
serviceaccount/netobserv-cli created Log level: info Duration: 2s Capture size: 8B
clusterrole,.rbac.authorization k8s.io/netobserv-cli configured Options: peer_ip=18,8.2.128

clusterrolebinding. rbac.authorizatlion, k8s.lo/netobserv-cll unchanged

creating collector service

service/collector created Collector is waiting for messages,.. Please walt.
creating pecket-capture agents Running network-observability-cli as Packet Capture
opt: filter_p n, value: 10.8.2.128 Log level: info Duration: 3s Capture size: 08




Options: peer_ip=10.8.2,128

Collector is waiting for messages... Please walt,
Running network-observability-cli as Packet Capture
Log level: Info Duration: 3s Capture size: B8
Options: peer_ip=18,8,2.128

Collector is walting for messages... Please wait,
Running network-observability-cli as Packet Capture
Ltog level: infao Duration: 4s Capture size: B8
Options: peer_ip=10.8,2.128

Collector is waiting for messages... Please wait,
Running network-observabllity-cll as Packet Capture
Log level: info Duration: 5s Capture size: BB
Options: peer_ip=16.8.2.128

Collector is waiting for messages... Plesse wait,

Running netwerk-observability-cli as Packet Capture

Log level: Info Duration: 6s Capture size: 34.9K8

Options: peer_ip=18.8.2.128

Showing last: 20 Use Up / Down keyboard arrows to increase / decrease linit

Display: Standard Use Left / Right keyboard arrows ta cycle views
2 Up
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shark-b-6ddcd9bdcd-nlgsh

shark-b-Bddc49b3cd-n9qsh
shark-a-ffTcddddB-gzmns
shark-a-f#7cdd4dB-gzmms
shark-h-fdded9b3cd-n9qsh
shark-b-6ddcd9b8cd-ndgsh
shark-b-6ddc49b8cd-n9qsh
shark-b-6ddc49b8cd-nYgsh
shark-a-ff7odd4dB-gzmes
shark-a-f¢7cddddB-gzmns
shark-a-ff7ocdd4dB-gzmms
shark-a-fflcddddB-gzmns
shark-b-6ddcd49b8cd-n8qsh
shark-b-6ddc49b8cd-n9qsh
shark-b-6ddc49b3cd-nSgsh
shark-h-6ddcd9b8cd-n9qsh

/ Page Down keyboard keys to cycle enrichment scopes

shark-a-fflcddd4d8-gzmms
shark-a-ff7cdd4dd-gzams
shark-b-6ddc49bBed-n9gsh
shark-h~6ddcA9bBed-n9gsh
shark-a-ffledddd8-gamms
shark-a-ff7cddddd-gzmms
shark-a-ff7cdd4d3-gzmms
shark-a-fflcddéd8-gzmms
shark-b-6ddc49b8cd-n9gsh
shark-b-6ddc48bBed-n9gsh
shark-b-6ddc49h8acd-n9gsh
shark-b-6dded9hBed-n9qsh
shark-a-ff7cdd4dd-gzams
shark-a-fflcdddd8-gznms
chark-a-ff7cdd4d8-gzams
shark-a-ff7cdddda-gznms

sharkproject-b
sharkproject-b
sharkproject-a
sharkproject-a
sharkproject-h
sharkproject-b
sharkproject-h
sharkproject-h
sharkproject-a
sharkproject-a
sharkproject-a
sharkproject-a
sharkproject-h
sharkproject-b
sharkproject-h

sharkproject-a
sharkproject-a
sharkproject-b
sharkproject-b
sharkproject-s
sharkproject-a
sharkproject-a
sharkproject-a
sharkproject-b
sharkproject-b
sharkproject-b
sharkproject-b
sharkproject-a
sharkproject-a
sharkproject-a
sharkproject-a




09:32:28.271000
99:32:28.271008

09:32:28.271060

09:32:28,271000
09:32:28.271969

09:32:28.271800

09:32:28.2710060
09:32:28.271000
09:32:28.271088
09:32:26.271000

chark-b-6ddc49h8cd-nSqsh
shark-a-ffTcdd4dd-gzmms
shark-a-ffTcdd4d8-gzmns
shark-b-6ddc48bBad-n8qgsh
shark-b-6ddcdhBed-nIqsh
shark-b-6ddc49hBed-n9qgsh
shark-b~8ddc49bBed-n9gsh
shark-a-fflcdd4dd-gzmns
shark-a-ffTcdd4d8-gzans
shark-a-fflcdd4d8-gzans
shark-a-ff7cdd4d8-gzmns
shark-b-6ddc49hBed-n9gsh
shark-b-6ddc48b8cd-n9gsh
shark-b-8ddc49b8cd~-n9gsh
shark-b-6ddcd9hBed-n9gsh
shark-a-ff7cdd4d8-gzmns
shark-a-ff7cdd4d8-gzmns
shark-b-6ddc49bBcd-n9gsh

shark-a-fficd -gzmms
shark-a-ff7cdd4dB-gzmme
shark-b-6ddc49bdcd-ndgsh
shark-b-8ddc49b8cd-n9gsh
shark-a-ff7cdd4dé-gzmms
shark-a-fflcddddB-gzmms
shark-a-ff7cddddB-qgzmms
shark-a-ff7cdd4dB-gzmms
shark-b-6ddc49bdcd-ndgsh
shark-b-6ddc49b3cd-ndgsh
shark-b-6ddc49b8cd-n9gsh
shark-b-6ddc49b8cd-nlgsh
shark-a-fflcdd4dB-gzems
shark-a-ff7cdd4d8-gzmms
shark-a-ff/cdd4dB-gzmms
shark-a-fflcddddb-gzems
shark-b-6ddc49b8cd-ndgsh
shark-b-6ddc49b8cd-n9ash
shark-a-ff7cdd4db-gzmms

arkproject-b
sharkproject-b
sharkproject-a
sharkproject-a
sharkproject-~b
sharkproject-b
sharkproject-b
sharkproject-b

sharkproject-a

sharkproject-a
sharkproject-a
sharkproject-a
sharkproject-b
sharkproject-b
sharkproject-b
sharkpraject-b
sharkproject-a
sharkproject-a
sharkproject-b

sharkproject-as
sharkproject-a
sharkproject-b
sharkproject-b
sharkproject-a
sharkproject-a
sharkproject-s
sharkproject-a
sharkproject-b
sharkproject-b
sharkproject-b
sharkproject-b
sharkproject-a
sharkproject-a
sharkproject-a
sharkproject-a
sharkproject-b
sharkproject-b
sharkpraject-a

09:32:26.2710068 shark-b-6ddc49bBed-n9qsh shark-a-fflcddddB-gzems  sharkproject-b  sharkproject-a

- ——— -

——— -

Type anything to filter incoming flows in view
“Ccommand terminated with exit code 130

admin

Capy the capture output locally? [yes/no] yes
Copying collector output files,.,

Cleaning up...

Daleting service monitor...

Deleting dashboard configmap...

Deleting daemonset... daemonset.aspps "netobserv-cli" deleted
Deleting pod... pod "collectar" deleted

Deleting namespace... namespace "netobserv-cli" deleted

[studentworkstation test]$ tree

 — putput
peap

b 2025-11-85T131045Z. pcapng

2 directories, 1 file




[student@workstation test]$ capinfos output/pcap/2825-11-85T1318452.pcapng
capinfos: An error occurred after reading 163 packets from "output/pcap/2025-11-857131845Z. . pcapng" .
capinfos: The file "output/pcap/2025-11-85T131045Z.pcapng” appears to have been cut short in the middle of & packet.
(will continue anyway, checksums might be incorrect)
File name: output/pcapizazs -11-85T131045Z. pcapng
File type: Wireshark/... - pecapng
File encapsulation: Ethernet
File timestamp precision: nanoseconds (9)
Packet size limit: file hdr: (not set)
Number of packets: 163
File size: 122kB
Data size: 16k8
Capture duration: 36.800000008 seconds
First packet time: 2025-11-85 €8:10:35.060000000
Last packet time: 2025-11-85 88:11:11,080060006
Data byte rate: 457 bytes/s
Data bit rate: 3668 bits/s
- 101 04 bytes
4 packets/s
383940846a82ec08ec9aab627076faabBal fade3deeId581053c26d6ac697e57
fc450b53f9ac27cdbaf67ab5fF7b91446ed05d5a
d1139e997fa617f142¢54293b53782db39e36872
False
amdB4
apture oper-sys: linux
Capture application: gopacket
Number of interfaces in file: 1
Interface #8 info:
Name = intf@
Encapsulation = Ethernet (1 - ether)
Capture length = 0
Time precision = pancseconds (9)
Time ticks per second = 1000050000
Time resolution = BxB9
Dperating system = linux
Number of stat entries = 8
Number of packets = 163




138
LEL
132
133
134
135
136
137

36.0606808088
36.000006060
36.069008088
36. 060008000
36.086008080
36.060000060
35.066008089
36.069006060
133 36.060608960
139 36.089006000
148 36.0660008088
141 36.008006060
142 36.888008060
143 36080006000
144 35.080008088
145 36.000000060
146 36.080008988
147 36.000006000
148 36.000000080
149 36.068608960
150 36.060000000
151 36.088608080
152 36.060000060
153 36.060008988
154 36.060006000
155 36.069600900
156 36.000006000
157 36.008608980
158 36.000000000
159 36.060808060
166 36.060000068
161 36.606008060
162 36.0000008000
163 36.988008088

18.9.2.3
16.9.2.3
18.8.2.3
16.8.2.128
18.8.2.128
10.8.2.1248
18.8.2.128
10.9.2.34
19.9.2.34
10.9.2.34
18.9.2.34
10.8.2.128
18.8.2.128
19.9.2.34
18.9.2.34
10.9.2.34
18.9.2.34
10.8.2.12
10.8.2.1
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tshark: The file "output/pcap/2025-11-B5T7131945Z.pcapng” appears to have been cut short in the middle of a packet.

HTTP 145 BET [/ HTTP/1.1
TCP 66 56836 - 8088 [ACK] Seq=1 Ack=1 Win=65280 Len=0 TSval=2913063180 TSecr=437752538

TCP 145 [TCP Retransmission] 56036 - 8988 [PSH, ACK] Seq=1 Ack=1 Win=05288 Len=78 TSval=2913863188 TSecr=437252538

TCP 66 BOBO - 56036 [ACK] Seq=1 Ack=88 'ln-64840 Len=0 TSval=437252541 TSecr=2913063160

TCP 66 [TCP Dup ACK 133#1] 8888 + 56835 [ACK] Seq=! Ack=BO8 Win=64648 Len~B TSval=437252541 TSecr=2913063188

HTTP 328 HTTP/1.1 280 OK (text/html)

TCP 328 [TCP Retransmission] 8888 « 56836 [PSH, ACK] Seq=1 Ack=80 Win=5AG48 Len=262 TSval=437252541 TSecr=2913663130
TCP 66 56036 - 8088 [ACK] Seq=80 Ack=263 Win=65824 Len=0 TSval=2913063181 TSecr=437252541

TCP 66 [TCP Dup ACK 137#1] 56036 ~ 8088 [ACK] Seq=88 Ack=263 Win=65624 Len=8 TSval=2813063181 TSecr=437252541

TCP 66 56036 - 8088 [FIN, ACK] Seq=86 Ack=263 Win=65024 Len=0 TSval=2913063181 TSecr=437252541

TCP 66 [TCP Out-0f-Order] 56836 -+ 8888 [FIN, ACK] Seq=B8 Ack=263 Win=65824 Len=8 TSval=2913863181 TSecr=437252541

TCP 66 BGBG - 56036 [FIN, ACK] Seq=263 Ack=81 Win=64640 Len=0 TSval=437252542 TSecr=2913063181

TCP 66 [TCP Dut-Of-Order] 8088 - 56036 [FIN, ACK] Seq=263 Ack=B1 Win=G4648 Len=8 TSval=437252542 TSecr=2913863181

TCP 66 56036 + BOBG [ACK] Seq=81 Ack=264 Iln=65024 Len=0 TSval=2913663181 TSecr=437252542

TCP 66 [TCP Dup ACK 143#1] 56835 - 88BD [ACK] Seq=B1 Ack=264 Win=G5824 Len=8 TSve1=2913063181 TSecr=437252542

TCP 74 [TCP Out-0f-Order] 56036 — 8080 [SYN] Seq=8 Win=65280 Len=0 NS$=1360 SACK_PERM=1 TSval=29130663176 TSecr=0 WS=128
TCP 74 [TCP Out-Of-Order] 56036 < 8838 [SYN] Seq=8 Win=65288 Len=8 NSS=13G8 SACK_PERM=1 TSval=2813863176 TSecr=8 WS=128
TCP 74 [TCP Out-0f-Order] 8080 < 56036 ESYN. ACK] Seq=8 Ack=1 Win=64704 Len=D MS5=1360 SACK_PERM=1 TSval=437252538 TSecr=29
TCP 74 [TCP Out-0f-Order] 8688 - 56036 [SYN, ACK] Seq=0 Ack=1 Win=6476G4 Len=0 MS5=1368 SACK_PERM=1 TSval=437252538 TSecr=2%
TCP 66 56036 - 8088 [ACK] Seq=1 Ack=1 Win=65280 Len=0 TSval=2913063188 TSecr=437152538

TCP 145 [TCP Out-0f-Order] 56036 - 868D [PSH, ACK] Seq=1 Ack=1 Win=65288 Len=79 TSval=2913063180 TSecr=437252538
TCP G6 56836 -+ 8888 [ACK] Seq=1 Ack=1 Win=65280 Len=0 TSval=291306318B6 TSecr=437752538

TCP 145 [TCP Out-0f-Order] 56836 - BOBD [PSH, ACK) Seq=1 Ack=1 Win=652808 Len=79 TSval=2913863180 TSecr=437252538
TCP ©6 BOBE « 56836 [ACK] Seq=1 Ack=88 Win=G64648 Len=B TSval=437252541 TSecr=2913863180

TCP 66 BOBG - 56036 [ACK] Seq=1 Ack=88 Win=64640 Len=0 TSval=437252541 TSecr=2913063180

TCP 328 [TCP Qut-Of-Order] BGBB - 58836 [PSH, ACK] Seq=1 Ack=80 Win=564648 Len=262 TSval=437252541 TSecr=2913863180
TCP 328 [TCP Out-0f-Order] BOBO - 56036 [PSH, ACK] Seqzl Ack=80 Win=64640 Len=262 TSval=437252541 TSecr=2913063180
TCP 86 [TCP Xeep-Alive] 56836 ~ 8088 [ACK] Seq=80 Ack=263 Win=065824 Len=8 TSvals2913863181 TSecr=43725254!1

TCP 66 [TCP Keep-Alive] 56036 - 8080 [ACK] Seq=80 Ack=263 Win=65024 Len=0 TSval=2913063181 TSecr=437252541

TCP 66 [TCP Out-0f-Order] 56836 - 8088 [FIN, ACK] Seq=BB Ack=263 Win=65824 Len=8 TSval=2913863181 TSecr=437252541
1CP 66 [TCP Dut-0f-Order] 56036 « 8088 [FIN, ACK] Seq=80 Ack=263 Win=65024 Len=8 TSval=2913863181 TSecr=437252541
TCP 66 [TCP Out-0f-Order] 8686 « 56836 [FIN, ACK] Seq=263 Ack=B1 Win=G4648 Len=8 TSval=437252542 TSecr=2913063181
TCP 66 [TCP Out-0f-Order] 8888 - 56036 [FIN, ACK] Seq=263 Ack=81 Win=64640 Len=8 TSval=437252542 TSecr=2913863181
TCP 66 56836 - BBBB [ACK] Seq=81 Ack=264 Win=65624 Len=8 TSval=2913863181 TSecr=437252542




sergey@sharkfest:~§ tshark -r /var/tmp/2025-11-85T131045Z-.pcapng -q -T fields -e frame.protocols|sort -u
eth:ethertype:ip:tcp

eth:ethertype:ip:tcp:http
eth:ethertype:ip:tep:http:data-text-lines
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