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Who Am I: - .(‘

= Johannes Weber

= SVA System Vertrieb
Alexander GmbH

= Master IT-Security
= Network Security Consultant
= |Pv6 & DNS

= Linkedln:
nttps://www.linkedin.com/in/
johannes-webernetz/

= Blog: https://weberblog.net/
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DNS-Security - Agenda Sharkﬂzj (\

= Malicious DNS = Attacks & Defenses
= Malware & DNS = Tools
= Look-Alike Domains
= DGAs
=  DNS-Exfiltration = Normally a 1-day course

= DNS-Tunneling
= DNS Spoofing
= DNSSEC
= DoT & DoH
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= Privacy: use own recursive resolvers
= Don‘t use 8.8.8.8 at all
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Malware & DNS Sha'kﬂzf ( \

= 90 % of malware use DNS

= to find HTTPS servers to download executables
= C2 traffic, command-and-control

= kill switch®

= DEfERSE: known-malicious feeds, DNS blocklist, RPZ
= > clients get an NXDOVAI N or sinkhole address



Look-Alike Domains

= phising mails
= paypal.com paypal.com
= paypal . compaypal . com

= gmial.com

» DEFENSE: known-malicious feeds, DNS blocklist, RPZ
= > clients get an NXDOVAI N or sinkhole address



Domain Generation Algorithms (DGAS)

= millions of pseudo-random names
= exxkosgrtkidfhlibffol.com

» kbucdf kgpeksf f ol kkgh. com

= or even better: dictionary-based names
* | egoutlineactual ly. net

= packagefl yexcept.com



Domain Generation Algorithms (DGAS) Sha'kﬂzf (\

= DNS blocklists are not working (too many entries)

= Millions of domains are registered per day - most of
them are malicious!

= > We assume that all new domains are malicious until
we verified they‘re not

« DEFERSE: ,newly registered | observed domains“ feeds



DNS-Exfiltration
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DNS-Exfiltration

= Live-Demo:
tcpdunp -1 ens6 port 53 | grep .weberl ab. de



DNS-Tunneling
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= DNS-Exfiltration:
= DNSteal: https://github.com/m57/dnsteal
» dns-exfil: https://qgithub.com/rybolov/dns-exfil

= DNS-Tunneling:
= jodine: https://qgithub.com/varrick/iodine
= dnscat2: https://qgithub.com/iagox86/dnscat?2



https://github.com/m57/dnsteal
https://github.com/rybolov/dns-exfil
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DNS-Tunneling: iodine Shark%srzs (\

weberj oh@b15-1 x: ~$ sudo iodine -f -P passphrase -r 85.22.58.63 io0.weberl ab. de
Opened dnsO

Opened | Pv4 UDP socket

Sendi ng DNS queries for io.weberlab.de to 85.22.58. 63

Aut odet ecting DNS query type (use -T to override).

Using DNS type NULL queries

Ver si on ok, both using protocol v 0x00000502. You are user #0
Setting IP of dnsO to 192. 168.99. 2

Setting MIU of dnsO to 1130

Server tunnel |IPis 192.168.99.1

Ski ppi ng raw node

Usi ng EDNSO ext ensi on

Sw tching upstreamto codec Basel28

Server switched upstreamto codec Basel28

No alternative downstream codec avail abl e, using default (Raw)
Swtching to |lazy node for | owl atency

Server switched to | azy node

Aut opr obi ng max downstream fragnent size... (skip wth -mfragsize)
768 ok.. ...1152 not ok.. ...960 not ok.. 864 ok.. 912 ok.. 936 ok.. ...948 not
ok.. wll use 936-2=934

Setting downstream fragnent size to nmax 934...

Connection setup conplete, transmtting data.



Flags: @xBaas Standard query respanse, Ko arroe

Qumstions: 1
Ancwar ARS: 1

futharity RRs: @
additional RHs: B

1oheries

Rl

w yrhaxm, §02 . weberlab.de: type WILL, class TH
Mame: yrbewam, 1ol weberlab, de
Type: ML (18} (AR}

Class: IN {gaBBlY
Tine to llwe: B (B seconds)
Data length: A8

Mull {data): GeeopasafTHrFFris55555isnaaanaasioiclde 7 ch2lT5Fafcecaa92ds 221624571 282 5hIB6T Ieb 84 38 TA5457 b

[Reguest _In: 1]

[Tima: A.AEALIGTIBE seconds )

2 ¥ Mull fdata) (dnsnull], £8 bytes

af a4 ig

Packess: 221

d | g =3 A o S oy ¥ =W WA
A ! Aoy a Siroley ks A =¥ o« TIPSy = UDPSr DRSS RSARA/DHCPG
Mo, Firme Time Delta Soue Diestinatien Protoced Code SrcPort DstPort Lengith TORSED UDESE DMNS Oy o Host or Sk Irifio
T 1 d.Seapa H_godsdn =55 214 7,23 H5.215 44 39 i P L 53 E-| B yrbwn:io02 weberlab. de standard g
4 zeeemer  6.e0we7 85.215.94.39 95.214.7.23 s s e e 8 yrtuxn. 102 water L. do Standard
3 9829879 @, 83971 85.244.7.21 B5.215.94, 29 LB 56212 - 53 BY 1 vaagakas@iu, lod.weberlab, de Standard q
4 d.a368%1 B B6a15F 85.215,94.29 #5.214.7.2% LE L 53 Fhx2D 118 1 vaazakas@iu, ok weberlab, de Standard g
5 @ ahBasy B Bra42l B5. 214 7.23 B5.215. 44,39 [0S 34287 53 118 2 laczabeidxBghbisfofokgkhlridwvly. io2. weberlan . de Standard g
6 @. 853591 G gealis 85.255.94,29 85.214.7.33 S EE] AT L55 2 laczaboi4xaphs bsfofckgkhlridwylg, 102, wabarlah, de standard g
L B.I7A7s B85.244.7 .23 #5.215.04 . 20 DNS A5545 53 ad 3 yrimxp.lod webarlab. de Standard g
H o aEs1Ty H.268211 85.215.94.29 B5.294.7.2% DS 53 45545 144 3 yriwxp. lod.weherlab. de Standard g
9 @, 1esean 9. BaR%2T B5.214.7. 23 #5.215.04 .19 NS GEd R 53 11% A rukgad-Aashhh-Drink-nal -ein-Jegermeister-. lod. weherLah  de Standard g
1A 8.185215 . eeadle 85, 215,494,329 B5.214.7.23% L1 53 [ 173 4 ruxgad-Aazhhh-0Orink-mal-ein-legermeister-. ol woberlab . de Standard q__
11 1. 134166 1.80185951 85 2247, 23 H5. 315 44,19 DS SEFET 53 148 5 ruxradhBoCdboE FREGhHL T FkkKlLrMnNoOpPodrEs st Tulthesciy ¥ rf+8129.. Standard g
11 1.1343a1 @ \palis 85.355.94.29 #5.214.7 .23 DS 53 S2Ta7 215 5 zukradhBoCdieE FFEGhHLITITkKIL mMrNoOpP g rRs ST TulhviVeciy ¥ 2ZeR1 29, Standard g
13 1.144179 |, 9876 85,244,723 #5.215.%, 29 LR AGTT 53 ik 6 SEgWKs. ol weberlab. de standard g
14 1.144389 . 8eaiin 85.215.94.29 85.294.7.23% DS 33 AaGT T 1@ G saguas. 1ol weberLab. de Standard g—=
15 1.1B6115 d.8r1Bae 85.214.7, 23 H5.215.94 .29 DS 4aay 53 a4 7 oalwxt.iod. weberlab.de Standard q:
16 1.165218 B.geqlal 85.215.94.29 85.214.7.32 DhS =3 48Ta8 L 7 palwst. ol weherlab. da Standard g
17 1.187850 | 8Tlea] 85.214.7.23 #5.215.04 , 29 DNS 554EA 53 314 B rayadBfR-Bpt-Apt-8pt-Hpt-Apt-Apt -Apt-Bpt-Bpt-Gpt-BpT-Spt-Bot-., Standard |-
18 1,187978 0. 804110 B5, 215,94, 29 85.214.7.23 DHS 51 SE4RE 1994 B rayadBFR-Bpt-Bpt-Spt-Spt-Apt-Gpk- Spt-Bpt - Bpt-pt - Bpt-Ept-Ept- . Standard g
19 1. 287eal H.819112 85 _.2324.7.24 H5.215_ 494 .39 [ 01 3%51%9 LE ] 414 8 rbeadfvRAEE xaHF kB FRPEF w2 F xAHF KBEF2BE F ot P B b B wBE FodEFxE.. Standard
28 1. 2R72a) A @8ailp 25.315.94.39 HS. 4.7 .33 LGRS 53 35X5% 1478 8 rhasdivAREF xBAF R BRF XBRF xB3F xBAF xPEF XBRF vAEF oA BF xARF xBEFAFF 0l Standard g
=]
+ Lipua cooked capture vl & pa aq ff ff ob g0 B2 98 29 o2 @0 P OB 29 BH @8
+ Imternet Protoced Wersfon &, Sec: 85.205.94.29, Dstr 85.214.7.23 1k A5 68 60 BY . oB ﬂ? A8 89 A8 11 20 Bc 55 47 Se ld  E---of @)U
U tototan Protacel s pore 53, Dt o e R arinosc s v o 02
~ Domaln Name System {response) e 63 6 32 BB 77 65 62 65 72 6c 61 62 92 64 102 webe rlabde.
Transaction ID: SxlbES T CB e da @4 Ba e L L e e T
H&'H .| A =

Profile: Winsshark-Profle W -defau



DNS-Exfiltration/-Tunneling Sha'k?gffs (\

_ Deep Query Inspection
= |Length of labels

= Lexical analysis

= Entropy of labels

= Frequency

= Total number of queries

= Sijze of queries/responses




Where to leverage DNS-Security? On-Prem
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Where to leverage DNS-Security? Road Warrior
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= Secure DNS resolver Secure
Resolver

= Via agent, full-tunnel VPN, proxy, #SASE #SSE
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DNS Spoofing / Cache Poisoning
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DNS Spoofing Sharkstf N\

= UDP 53 <- easy to spoof

= MITM at layer 3
= ARP-/NDP-spoofing
= BGP hijacking
= (root) access on a router

= (root) access on a resolver
= middleware like firewalls
= censoring states (packet drop is possible anyway)

» DEfERSE: DNSSEC



DNS Cache Poisoning * PE(.\

= Fooling recursive resolver
to store falsified RRs in its cache

= Attacker asks sonet hi ng01. nybank. com A?

= Attacker guesses source port & query ID
sonet hi ng01. nybank. com NS www. nybank. com

,», ADDI TI ONAL SECTI ON
www. mybank. com 86400 I N A 192. 0. 2. 66

DEfense: DNSSEC




DNSSEC

Photo by David Nitschke on Unsplash

- ‘QN.\\\\ ‘A

S .
(


https://unsplash.com/@david_nitschke_95?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/text-pegxjW_1YOU?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

SharkEest'ZS
UF ( \

DNSSEC

\
> [ 7 Fé] | DNS Signat
o \ l . o igna ures
Resolver/ Internet Authoritative | AN
Recursive DNS-Server —

DNS-Server |
Resolvers verifies

DNSSEC Signatures



DNSSEC s"""’"‘”s ( -

= Authenticity & integrity
= NOT: confidentiality!

= DNSKEY: KSK, ZSK
= DS signed in parent zone

= RRSIG
weber dns. de. 3600 IN A 87.106. 163. 167
weber dns. de. 3600 IN RRSIG A 13 2 3600 (

20251105201251 20251022193302 2774 weberdns. de.
Ud5Fi 3p+X+sGBj z/ 2PcCR8F1CEZzoYXuPGW4bW CsZ+
HkCPj URLt 5L1 5kntcfi 7VQPf InDAK6X 2x 2WKz VAG | A==
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https://dnsviz.net/d/
weberdns.de/dnssec/

(wa:rerrlnsue.'T}:Tj [mnerms.nafﬂﬁNSHE\') [mmruusda'rdsj (ueberma.dafmj (webadns.ﬂe.f.ﬁ.j [mb&:‘dns-ﬂwﬂﬂsj (wmerdrﬁ:.de#hﬂ!{j (mhadns.mﬁm)



https://dnsviz.net/d/weberdns.de/dnssec/
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Shmﬂﬁaﬂ?ﬁ”c:lb

weberj oh@uwuc: ~$ di g weberdns. de

;. <<>> Di G 9. 18. 39- Oubunt u0. 22. 04. 2- Ubunt u <<>> weberdns. de

;; gl obal options: +cnd

;. Got answer:

,; - >>HEADER<<- opcode: QUERY, status: NOERROR, id: 40761

;; flags: qr rd ra @é; QUERY: 1, ANSWER 1, AUTHORITY: O, ADDI TI ONAL: 1

;. OPT PSEUDOSECTI ON:

; EDNS:. version: 0, flags:; udp: 1232

; ;. QUESTI ON SECTI ON:

; weber dns. de. | N A

- ANSVER SECTI ON:
weber dns. de. 3600 | N A 87.106. 163. 167

;; Query tinme: 3 nsec

;; SERVER: 127.0.0. 1#53(127.0.0.1) (UDP)
o WHEN: Fri Oct 24 10:52:55 CEST 2025
.. MSG SIZE rcvd: 56



weberj oh@uc: ~$ di g weberdns. de +dnssec

, <<>> Di G 9.18. 39- Oubunt u0. 22. 04. 2- Ubunt u <<>> weberdns. de +dnssec

;; gl obal options: +cnd

;; Got answer :

,; - >>HEADER<<- opcode: QUERY, status: NOERROR, id: 34320

,; flags: gr rd ra ad; QUERY: 1, ANSWER 2, AUTHORI TY: 0O, ADDI TI ONAL: 1

;. OPT PSEUDOSECTI ON:

;, EDNS:. version: 0, flags: do; udp: 1232

; ;. QUESTI ON SECTI ON:

; weber dns. de. | N A

.. ANSVEER SECTI ON:

weber dns. de. 3592 | N A 87.106. 163. 167

weber dns. de. 3592 | N RRSIG A 13 2 3600 20251105201251
20251022193302 2774 weberdns. de.

Ud5Fi 3p+X+s(G6j z/ 2PcCR8F10OEZzoYxuPGWh4bW CsZ+HKCPj URLt 5L1

S5kntfi 7VQPf InDAK6X 2x 2WKz VAG | A==

;; Query tinme: O nsec

;; SERVER: 127.0.0. 1#53(127.0.0.1) (UDP)
o WHEN: Fri Oct 24 10:53: 03 CEST 2025
- MBG SI ZE rcvd: 163

Shmﬂﬁa#!E

A




DNSSEC

= DNSSEC validation normally on resolvers, not clients

= DNSSEC-Validation: Client-Side
= http://www.dnssec-or-not.com/
= https://wander.science/projects/dns/dnssec-resolver-

test/

= Caution: Attackers will sign their zones as well ®

= https://weberblog.net/dns/
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https://wander.science/projects/dns/dnssec-resolver-test/
https://wander.science/projects/dns/dnssec-resolver-test/
https://wander.science/projects/dns/dnssec-resolver-test/
https://weberblog.net/dns/
https://weberblog.net/dns/



https://unsplash.com/@jdent?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/a-black-and-white-photo-of-a-sign-that-says-privacy-please-JFk0dVyvdvw?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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DoT & DoH
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= Confidentiality!
= DoT, DNS-over-TLS: tcp. port eqg 853
= Encryption between OS <-> Resolver

= DoH, DNS-over-HTTPS: tcp. port eq 443

= Encryption between App (Browser) <-> Resolver
= Encryption between OS <-> Resolver

curl -H "accept: application/dns-json' 'https://cloudflare-
dns. conl dns- quer y?nane=exanpl e. com&t ype=A" | | q .

curl -H "accept: application/dns-nessage' 'https://dns. googl e/ dns-
guer y?dns=q80BAAABAAAAAAAAA3d3dwdl eG-t cGxl A2NvbQAAAQAB' | hexdunp -c



DoH in Windows 11

DNS-Einstellungen bearbeiten

hlanusll

IPv4d
& Aus

|Pvb

I} Ein

D5 bevorzugt
2813700186541

DM5 Gber HTTPS
Ein (automatische Vorlage)

DMS dber HTTPS-Vorlage

Fallback auf Klartext

8 | Aus
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= DoH might circumvent internal DNS security!

alll

(unknown)
DoH-Server

§I/ = = Se——
[ |
! [ Authoritative

[ |
l | Resolver/
Recursive Internet DNS-Server

DNS-Server

M

@\\

Firewall

Firewall

» Best Practise: Blocking of DoH on firewalls /
Disabling DoH through group policies

= Offer DoH on your resolver



DNS4EU

= https://www.joindns4.eu/
= Protect yourself -> Protective resolution

Protective resolution

IP address: DNS over HTTPS:

86.54.11.1 @ https://protective.joindns4.eu/
86.54.11.201 & dns-query

IPv6: DNS over TLS:
2213:1001::86:54:11:1 % protective.joindns4.eu @

2a13:1001::86:54:11:201 &


https://www.joindns4.eu/
https://www.joindns4.eu/

Testing DoT & DoH EURPPE (.\

dig @rotective.joindns4.eu +tls heise.de
dig @rotective.]olndns4. eu +https heise. de

= DNSDiag: https://dnsdiag.org/

./ dnsping. py --server 2al3:1001::86:54:11:1 heise. de

./ dnsping.py --server protective.joindns4.eu --tls heise. de
./ dnsping. py --server protective.]olndns4.eu --doh hei se. de

= Ultimate PCAP: https://weberblog.net/the-ultimate-
pcap/



https://dnsdiag.org/
https://weberblog.net/the-ultimate-pcap/
https://weberblog.net/the-ultimate-pcap/
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Secure DNS @Home “ElRoPE (\

T ““1 FiiTiA)

= Pi-hole: https://pi-hole.net/
4 Blocking ads, tracking, malware (known malicious)
.4 DNSSEC validation
4 [optional] own recursive resolver
- DGAs
X DNS-Exfiltration/-Tunneling

= https://weberblog.net/pi-hole-installation-quide/
= https://github.com/hagezi/dns-blocklists
= DNS4EU: https://www.joindns4.eu/
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Challenges for DNS Sharks”s (\

= Query and response logging is a MUCH DATA!
= Logging to a SIEM only does not block anything
= UDP size (= IP fragmentation) vs. TCP

= Legitimate DNS tunnelings do exist &
= McAfee, Spotify, Apple




SharkFest’25
What we've not talked about ar_ﬂ,Js"E (\

= DoQ, DoH3

= Oblivious DNS over HTTPS (ODoH)
= DNS cookies

= TSIG, EDNS(0)

= DANE: TLSA, SSHFP, CAA

= SPF/DKIM/DMARC



Thanks for watching ;)
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