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- Ville Haapakangas
Senior lecturer @tamk
Cybersecurity specialist

- Wireshark as a tool for education
My socials: Linked[T}}

- Tom Cordemans
Senior lecturer @Odisee
Researcher @DistriNet KU Leuven
Sharing knowledge and expertise
My socials: Linked[
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Introduction
. Join the CTF
Packets never lie, but Al might!

- Wireshark CTF: Engaging Students Through Active
Learning

- Everyone knows how TLS works, right?
. Time for the CTF!
Q&A
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. https://synflop.ctfd.io
- Register
. Code: sf25

. [very short intro]
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Packets never lie, but Al might!
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. Our students rely extensively and blindly on Al tools.
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The proof of the pudding is in the eating.

ChatGPT5

Claude Sonnet 4

Claude Sonnet 4.5

Google Gemini Flash 2.5

Google Gemini 2.5 Pro

Microsoft 365 Copilot

Packetcopilot Selector

PacketSafari Analyser Pro with Copilot

O O O O O O O O
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A set of three PCAP samples

o DNS-remoteshell.pcap
(https://wiki.wireshark.org/SampleCaptures)

o Demo-WLAN.pcapng

o FTP.pcapng
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Packets never lie, but Al might!

- dns-remoteshell.pcap (131 frames)
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dns-remoteshell.pcap

Prompt:
There are three remote shells in the PCAP file. Can you identify them?

ChatGPT5

Claude Sonnet 4

Claude Sonnet 4.5
Google Gemini Flash 2.5
Google Gemini 2.5 Pro

Packetcopilot Selector
PacketSafari Analyser Pro with Copilot

OO OO0 O0OO0O0
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Packets never lie, but Al might!

- Demo-WLAN.pcapng (6484 frames)
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Demo-WLAN.pcapng

Prompt:

Will we be able do decrypt the WLAN traffic of the SSID Demo-WLAN if
we know the shared secret? (Yes/No and why?)

O O0OO0OO0OO0OO0O0O0

ChatGPT5

Claude Sonnet 4 (Could not upload the file)

Claude Sonnet 4.5 (Could not upload the file)

Google Gemini Flash 2.5

Google Gemini 2.5 Pro

Microsoft 365 Copilot *** (Export as JSON)

Packetcopilot Selector

PacketSafari Analyser Pro with Copilot (Limit of 250 frames)



Packets never lie, but Al might!

. ftp.pcapng (228 frames
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ftp.pcapng

Prompt:
Can you extract the file hacker.png out of the PCAP file?

Claude Sonnet 4 (Could not upload the file)
Claude Sonnet 4.5 (Could not upload the file)
Google Gemini Flash 2.5 (Error)

Google Gemini 2.5 Pro (Error)

Microsoft 365 Copilot *** (Export as JSON)

O O0OOO0OO0OO0OO0O0



Packets never lie, but Al might!
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Conclusions
o We’re getting closer, but we’re not there yet
o Solid expertise of network protocols remains essential

Considerations

o Sharing network traffic with third parties?

o Develop your Al skills! (Go beyond prompting)

o The cost of Al hallucinations: reduced effectiveness
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If we teach today’s students as we
taught yesterday’s, we rob them of
fOoMorrow. Attributed to John Dewey (1859-1952)

"Traditional” Modern learners expect:

Linear learning
Print based, books

Repetition, memorization,
knowledge

Teacher-centered
Passive content
Standard pace

Focus on theory

->

->

1 ] 1
vV V Vv

1
Vv

Multimodal learning
Digital, interactive

Discovery, problem-solving,
gamification

Collaborative
Active and personalized paths
Adaptive progression

Practical, hands-on

21st Century Skills

= Critical Thinking
Creativity
Collaharation
Communmication
information Literacy
Media Literacy
Technology Literacy
Flexibility and Adaptability
Initiative and Self-directicn
- Spcial end Cross—cultural Skills

Productivity and Accountability

Leadership and Responsibility

Problem Solving
clobal Awareness

Innavation




Wireshark CTF: Engaging Students Through Active Learning

Gamification = game or playing a game

Using game elements to engage and activate students
Motivation through rewards & progress tracking

- Challenges, levels, and feedback loops
Points, competitions, prizes

Fosters engagement and persistence
Encourages collaboration and healthy competition
Immediate reinforcement of learning outcomes

Builds 21st-century skills such as problem-solving,
creativity, and learner autonomy
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What is CTF (Capture the Flag)?

- A competition format where participants solve challenges to
capture flags and earn points.

Gamification!

Pedagogical Challenge:

How to emphasize learning through problem-solving rather than just
measure existing knowledge?

- Activities must be intentionally designed to support this goal!
Not only a competition!
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Wireshark CTF

Main objectives:

o Understand how some common protocols work
o Learn to use Wireshark (at least the basics)

o Develop packet analysis skills

. Concept and testing: 2020-2023
Pilot phase: 2024
.- Ongoing re-design and evaluation
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Wireshark CTF, Current Implementation (2025)

Integrated into the Ethical Hacking Blended Intensive Learning
Programme at Kauno Kollegija

6 hours of lessons and demos, followed by self-studies and a 3.5-
hour CTF final

- Over 120 challenges covering protocol analysis, troubleshooting,
cybersecurity

Platform: CTFd (self-hosted and cloud)
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Student Feedback - Strong Engagement and Learning Gains

2. Please evaluate the following statements about the Wireshark CTF

4.56

Eeskimadrainen

&k & &

@ (1) Notatall @ (2) Shghtly (3] Sarmewhat b (4} Quite a lot @ (5) Very much

Before the Wireshark CTF | was familiar with using Wireshark [ F. 1

Before the Wireshark CTF | had experence anahlyzing netwark 1 I
PacEls N |

The Wireshare CTF improved my ability to use Wireshark

The Wireshard CTF increased my interest in packet analyss i

thie topic further

d |

]

During the Wireshark CTF, | felt motivated and drawn to explore i .
—

| would recammend the Wieeshark CTE o other students

1007 = 10O



U ()

Wireshark CTF: Engaging Students Through Active Learning

Student Feedback - Strong Engagement and Learning Gains

way of learning

different challenges hintE tools com pﬁﬁtiﬂl‘l different ways
liked it even longer way Cha"enges Iﬂrtﬁ'"I practical
ctf
¥ students best flag wireshark cTF
step by step

ways of thinking  harder challenges

| liked the gamification of the learning process, i felt energized by the other students
also trying to find the solution to the different challenges. | don't have enough
knowledge to suggest improvements, | have learned a lot and loved the course till the

end.

The answers needed to be specific in some cases, its easy to make mistakes, for
example, the flag input for filters | liked the challenges, they were nice

liked the challenges since they are quite good. also hints were mostly helpfull,
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Lessons learned

Worth the effort - definitely! The CTF method delivers strong
engagement and learning impact.

Engagement: Hard to predict time requirements, students often go
beyond expectations.

Wording matters: Nearly any task description can be misinterpreted.
Clarity is essential but difficult.

Flags: Must be unambiguous yet designing them clearly is not easy.

Cheating: Always a risk, especially with Al tools. Incentives and scoring
need careful planning.

CTF or gamification overload: Not every topic fits this method. Choose
contexts where problem-solving truly adds value.
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What’s Next for Wireshark CTF

In the pipeline:
o Bluetooth, Modbus, Zigbee, Wi-Fi
o More cybersecurity related challenges

Planned additions (collaboration welcome):
o Protocols: IPv6, WebRTC, QUIC, extended TCP scenarios

o Wireshark features: 10 Graphs, Flow Graph, protocol-specific
statistics, Profiles, tshark, and more

o Add more advanced challenges

« All ideas and contributions are warmly welcome!



Everyone knows how TLS works, right? Teonore . (N
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Security analysis of Real-time communication (RTC)
stacks in web apps and loT devices

Server

Signaling
.

—— Media DTLS
............. Signa“ng TLS
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Everyone knows how TLS works, right?

- TLS 1.2
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Everyone knows how TLS works,
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- TLS 1.3
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Everyone knows how TLS works, right?

Security analysis
o STUN

o TURN

o DTLS (Media)

" Weak cipher suites
" Certificate health
" Self-Signed
® Qutdated
o TLS (Signaling)
" Weak cipher suites
" Certificate health
* Self-Signed
* Qutdated

Potential research approaches:

Manually examine all PCAP files

Developing a LUA script

Utilization of TShark

Building a framework with Scapy and PyShark
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Everyone knows how TLS works, right? I e

WebRTC Security Dashboard

Scans are grouped by Folder. Click a device to expand its list of captures.

T, Launch New Scan 0
1. Salect MCAP File
Bestand lezen  Geen bestand gelknzen 0

Z. Enter & Manss Tar this Seam
"_||""|"""|" F Tt
¥, Select Analyshk Type

O lot Davice je.g- Camara Doorbel)
waly Asnlication feg. Vides Coalensnce] (4]

Upload and Start Analysis
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Time for the CTF contest
https://synflop.ctfd.io
Registering code: sf25

Challenges:

o Tom & Ville

o Protocol analysis: 300 Well-known: DHCP
o Cyberthreat: 900 The Great Data Escape
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