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* Lightweight scripting language

 Compares well to other languages
* NotC
* Easy prototyping, sharing, and deployment
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* Disabled by default
1.0 and later
* Check your "About" bc

...or''-v

-

About Wireshark [E=R(EcRF>2)

Wireshark Folders | Plugins

License

Network Protocol Analyzer
X Version 1.4.0rclprel-33137 (SVN Rev 33137 from /trunk-1.4)
Copyright 1998-2010 Gerald Combs <gerald@wireshark.org> and contributors.

This is free software; see the source for copying conditions. There is NO
warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

Compiled with GTK+ 2.16.6, (64-bit) with GLib 2.22.4, with WinPcap (version
unknown), with libz1.2.3, without POSIX capabilities, without libpcre, without
SMI, with c-ares 1.7.1, with Lua 5.1, without Python, with GnuTLS 2.8.5, with
Gerypt 1.4.5, without Kerberos, with GeolP, with PortAudio V19-devel (built Jun
7 2010), with AirPcap)

Running on 64-bit Windows 7, build 7600, with WinPcap version 4.1.1 (packet.dll
version 4.1.0.1753), based on libpcap version 1.0 branch 1_0_relOb (20091008),
GnuTLS 2.8.5, Gerypt 1.4.5, with AirPcap 4.1.1 build 1838.

Built using Microsoft Visual C++ 9.0 build 30729

Wireshark is Open Source Software released under the GNU General Public License.

Check the man page and http://www.wireshark.org for more information.
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* Process packets

* Write files

* Run scripts

* Extend Wireshark

* |nteract with the user (sort of)
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* Dissector
Called multiple times

Output to packet list and tree

 Postdissector
Called after frame is dissected

e Tap (listener)

Called via filter
Own output (window or text)

CACE

TECHNOLOGIES

SHARKFEST ‘10 | Stanford University | June 14-17, 2010

UNIVERSITY



* Field Designate a field for extraction

* FieldInfo Instances returned from Field
* Proto Custom protocol definition

* ProtoField Custom protocol fields

* Listener Tap Instance

* Dissector Protocol dissector

Lots more in the APl Reference
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 Automatically:
1. init.lua in the global configuration directory
2. init.lua in the personal configuration directory*

3. *.lua in your plugins directory
By hand:
— Using "-X lua_script:my_script.lua"
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1. Find your personal init.lua

. . -- Change this...
2_ F|X |t: disable_lua = true; do return end;
- ...to this.
disable_lua = false; -- do return end;

3. Place scripts in "plugins” (or use -X)
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il About Wireshark

-
)

=

Global configuration
System

Program

Personal Plugins
Global Plugins
GeolP path

CACE

TECHNOLOGIES

SHARKFEST ‘10 | Stanford University | June 14-17, 2010

Wireshark | Authors| Folders | Plugins | License

Name 4 Folder 4 Typical Files

"File" dialogs C:\Users\gerald.combs\Documents capture files

Temp C:\Users\GERALD~1.COM\AppData\Local\Temp\ untitled capture files

Personal configuration C:\Users\gerald.combs\AppData\Roaming\Wireshark\

nn
v’

"dfilters”, "preferences

"nn
v’

C:\Program Files\Wireshark
C:\Program Files\\Wireshark
C:\Program Files\Wireshark

"dfilters”, "preferences

"ethers”, "ipxnets”

program files

C:\Users\gerald.combs Data\Roaming\Wireshark\plugins dissector plugins
C:\Program Files\Wireshark\plugins\1.4.0rclprel-33137 dissector plugins
c\GeolP GeolP database search pa
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1. Use "frame.number" as a table index

2. Create our protocol and fields

-- We need to extract the frame number
frame_num_f = Field.new("frame.number")

-- Declare our "protocol”

-- Create the fields for our "protocol”

di_count_F = ProtoField.int32("dissection_info.count",
"Number of times this frame has been dissected"”,
base.DEC)

-- Add the field to the "protocol”
di_proto.fields = { di_count_F }

-=- Track our dissection counts
dcounts = {}

di_proto = Proto("dissection_info", "Dissection information")
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3. Add the count to the tree
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-- Create our postdissector

function di_proto.dissector(buffer, pinfo, tree)
-- Obtain the current values the protocol fields
local frame_num = frame_num_f()

if (frame_num) then
local subtree = tree:add("Dissection Count")
local fnv = frame_num.value

= nil) then
%)

if (dcounts[fnv] =
dcounts[fnv] =
end
dcounts[fnv] = dcounts[fnv] + 1
subtree:add(di_count_F, dcounts[fnv])
end

end

-- Register our protocol as a postdissector
register_postdissector(di_proto)
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$ wireshark -X lua_script:dissection-count.lua
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1. Find hops in a traceroute run

2. Geolocate addresses
3. Do math
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1. Send out IP datagrams with low TTLs
2. Look for ICMP TTL exceeded
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* Request tap
— Low IP TTLs

* Response tap
— ICMP TTL exceeded

* Matches [Source, Destination, IP ID] between

requests and responses
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 Use GeolP!
* Oops.

800 \ Traceroute Distance

Path from 192.168.0.2 to 67.228.110.120

Hop Lat/Lon City Distance

66.239.40.49 (unknown)

207.88.80.77 (unknown)

65.106.5.209 (unknown)

65.106. L. 66 (unknown) Incorrect

207.88.14.102 (unknown)

207.88.189. 14 (unknown)

63.251.160. 20 33.800 -84.386 Atlanta, GA

63.251.162.74 33.800 -84.386 Atlanta, GA 0.00 mi

67.228.118.134 47.614 -122.348 Seattle, WA 2179.52 mi
Close
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* Map hostnames to coordinates

"Some people, when confronted with a problem,
think I know, I'll use reqular expressions’. Now
they have two problems." — Jamie Zawinski
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* Add IPv6 support

* Better name - coordinate mapping

 Merge GeolP and lookup tables
* Draw a map (Google Maps or OpenStreetMap)
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e Use -X
 You can extract into a table
ip src_f = Field.new("ip.src")

src_addrs = {ip src f()}
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http://www.lua.org/

http://lua-users.org/

http://www.cacetech.com/sharkfest.09/DT06_ Bjorlykke Lua
%20Scripting%20in%20Wireshark.pdf

http://wiki.wireshark.org/Lua

http://www.wireshark.org/docs/wsug_html chunked/
wsluarm.html|

wireshark-dev@wireshark.org
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