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One Broadcast Beacon
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Where the Os and 1s Come From

Modulation: 1 O 1 1 0

Amplitude

Phase
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Wireless Collisions
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Wireless Collisions

No Data.
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RF Modulation

802.11a/g/n use Orthogonal Frequency-Division Multiplexing (OFDM)

Previous  +90° No +270°  +180°
symbol  change change change change
01 00 10 11
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Pilot tones

——— 20 MHz channel, 52 subcarriers —]
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Spectrum Analysis
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802.11b HR/DSSS PSK w/ CCK

* 11Mbps
« 2.4 GHz
* 3 "non-overlapping” channels (US)

[€——25 MHz —>}«—— 25 MH; —>|
12 3 45 6 7 8 91011 12 13 14

WireShark Filter: 1 6 11
ppi.80211-common.chan.type == 0x00a0

= 802.11-Common
Field type: 802.11-Common (2)
Field Tength: 20
TSFT: 7470569556
-] Flags: 0x0001
............... 1 = FCS present flag: Present
..0. = TsFT flag: microseconds
teee wees w... .00, = FCS validity: valid
............ 0... = PHY error flag: No errors
Rate: 11.0 Mbps
Channel frequency: 2437 [BG 6]
= Channel type: 802.11b (0x00a0)
0.... Turbo: False
Complementary Code Keying (CCK): True
e e e orthogonal Frequency-Division Multiplexing (OFDM): False
........ 1... .... 2 GHz spectrum: True
5 GHz spectrum: False
Passive: False
Dynamic CCK-OFDM: False
Gaussian Frequency shift Keying (GFSK): False
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FHSS hopset: 0x00
FHSS pattern: 0x00
dBm antenna signal: -43
dRm antenna noise: -72
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02.11g ERP-OFDM

 54Mbps
« 2.4 GHz
« 3 non-overlapping channels (US)

WireShark Filter:
ppi.80211-common.chan.type == 0x00c0

-1 802.11-Common
Field type: 802.11-Common (2)
Field length: 20
TSFT: 7470541392
-] Flags: 0x0001
g P §
..0.
. .0..
P ¢ B
Rate: 24.0 mbps
channel frequency: 2437 [BG 6]
-] Channel type: 802.11g (pure-g) (0x00c0)

FCS present flag: Present
TSFT flag: microseconds
FCSs validity: valid

PHY error flag: No errors

| [ )

0 = Turbo: False
.. 0. = complementary Code Keying (CCK): False
1.. .... = orthogonal Frequency-Division mMultiplexing

[
[

2 GHz spectrum: True

.. = 5 GHz spectrum: False
..0. = Passive: False
.0.. .... = Dynamic CCK-OFDM: False

P
FHSS hopset: 0x00
FHSS pattern: 0x00
dBm antenna signal: -57
dBm antenna noise: -73

Gaussian Frequency Shift Keying (GFSK): Fal
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802.11a OFDM

* 54Mbps
« 5GHz
« 20-23 non-overlapping channels

36 JO 44 48 52 56 60 64 149 153 157 161
5GHz UNII-1 and UNII-2 bands 5 GHz UNII-3 band

100104 108 116 120 112 124 128 132 136 140

WireShark filter OOOOAAN

ppi.80211-common.chan.type == 0x0140

5 GHz UNII-2 Extended band
Twenty-three nonoverlapping channels possibly available at 5 GHz

-] Channel type: 802.11a (0x0140)

........... 0. = Turbo: False
.0. . = Complementary Code Keying (CCK): False
1.. = orthogonal Frequency-Division Multiplexing (OFDM): True

........ [ 2 GHz spectrum: False
5 GHz spectrum: True
Passive: False
e e Dynamic CCK-OFDM: False
O vvee wnnn Gaussian Frequency Shift Keying (GFSK): False
FHSS hopset 0x00
FHSS pattern: 0x00
dem antenna signal: -44
dBm antenna noise: -81
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302.11n OFDM (40 MHz)

Channel Bonding (uses two Wi-Fi channels)

 Up to 450Mbps
« 2.4 & 5 GHz
* 1 non-overlapping channel in 2.4 GHz

11 non-overlapping in 5 GHz

WireShark Filter
ppi.field len == 48
ppi.80211-common.rate > 54000

= 802.11n MAC+PHY
Field type: 802.11n MAC+PHY Extensions (4)
Field length: 48

= MAC flags: 0x00000000

Greenfield flag: False

HT20/HT40 flag: HT20

RX Short Guard Interval (SGI) flag: False
puplicate RX flag: False

Aggregate flag: False

More aggregates flag: False

A-MPDU Delimiter CRC error after this frame f1

o
LI | N [

AMPDU-ID: 0x00000000

Num-Delimiters: O

MCS: 2

Number of spatial streams: 1

RSSI combined: 31

Antenna 0 control RSSI: 24

Antenna 1 control RSSI: 255 [invalid]
Antenna 2 control RSSI: 30

Antenna 3 control RSSI: 255 [invalid]
Antenna 0 extension RSSI: 6

Antenna 1 extension RSSI: 255 [invalid]
Antenna 2 extension RSSI: 4

Antenna 3 extension RSSI: 255 [invalid]
Ext. Channel frequency: 5765 [A 153]
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Distributed Coordination Function

# Frame 1116: 114 bytes on wire (912 bits), 114 bytes captured
# Radiotap Header v0, Length 26

NAV - Network Allocation Vector = 5zime: saa o ™

# Frame Control: 0x0A08 (Normal

Duration: 314
Destination address: Apple_b2:28:ba (78:ca:39:b2:28:ba)
BSS Id: Colubris_67:7c:00 (00:03:52:67:7c:00)
Source address: valuepoi_02:23:02 (00:11:45:02:23:02)

Fragment number: 0
Sequence number: 1444

CCA - Clear Channel Assessment

1

DIFS - Distributed Coordination Function Interframe Space

1

Slot Time - Backofftimer = random() x aSlotTime
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Wireshark for the WLAN

Setting up Decryption

@ Wireshark: Preferences - Profile: WLAN = | B |3
AU ~ || [IEEE 80211 wireless LAN 4
2 Reassemble fragmented 80211 datag

' ICMP
IEEE802.11 Ignore vendor-specific HT element
IEEE802.15.4 Call subdissector for retransmitted 802.11 frames:
IEEE 802.1AH
FCP Assume packets have FCS:
i
INAP Ignore the Protection bit: @ No @ Yes-withoutlV @) Yes-withIV
e Enable decryption:
1PDC E

Key examples: 01:02:03:04:05 (40/64-bit WEP),
IPMVATCA 010203040506070809101111213 (104/128-bit WEP),
IPv6 wpa-pwd:MyPassword[:MyAP] (WPA + plaintext password [+ SSID]),
wpa-psk:0102030405...6061626364 (WPA + 256-bit key). Invalid keys will be ignored.
ISAKMP
iSCSI Key #1: wpa-pwd:sharkfestspectrumanalysis|
ISMACRYP o 1
n n n n
I\/Ionltorlng a Wi-Fi Channel
- o - . e e W - e W . - | il
. Wireshark: Capture Options = _'\E’

i Advanced Wireless Settings

Interface

AirPcap USB wireless capture adapter nr. 00

Basic Parameters

Channel: 2462[8G11]  [v| [¥] Include802.11 FCS in Frames
Channel Offset: -1 E]

Capture Type: 80211 + Radio FCS Filter:| All Frames Iz‘

| o || sy [ canca |
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Useful Filters

Filter Out Beacons
* lwlan.fc.type_subtype ==

Retries
* wilan.fc.retry ==

Disassociation
« wlan.fc.type subtype ==10

Probe Request/Response
« wlan.fc.type_ subtype ==4 ||
wlan.fc.type subtype ==5

Roaming
« wlan.fc.type subtype <= 0x03 ||
wlan.fc.type subtype == 0x0b || eapol
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Symptoms of Interference

[ Regular Traffic
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The Usual Suspects

SHARKFEST ‘11 | Stanford University | June 13-16, 2011



The Unusual Suspects
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Bluetooth (Discovery)
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Bluetooth Adaptive Frequency Hopping

0 10 20 30 40 50 60 70 78 Bluetooth Channel
Without
Frequency / MHz
2402 2437 2483
802.11bfg Channel &
CenterFrequency
0 10 20 30 40 50 60 70 78 Bluetooth Channel
With
AFH

: Frequency / MHz
2402 2437 2483

802.11bfg Channel 6
Center Frequency

Bluetooth Channel
In Use

802.11kég Channel
In Use
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Baby Monitor

[va)
=
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Analogue Video Transmitter
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Wide Band Jammer

Amplitude [dBm]
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Motion Sensors
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X-Box 360

Frequency :
Amplitude:

Time :

2401.6
-99
8:34:21 PM
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Wireless Headsets
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