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One Broadcast Beacon 



Where the 0s and 1s Come From 

Amplitude 

Frequency 

Phase 

Modulation: 



Wireless Collisions  



Wireless Collisions  

No Data. 



RF Modulation 
802.11a/g/n use Orthogonal Frequency-Division Multiplexing (OFDM) 



Spectrum Analysis 



802.11b HR/DSSS PSK w/ CCK 

WireShark Filter: 
ppi.80211-common.chan.type == 0x00a0 

•  11Mbps 
•  2.4 GHz 
•  3 "non-overlapping" channels (US) 



802.11g ERP-OFDM 

WireShark Filter: 
ppi.80211-common.chan.type == 0x00c0 

•  54Mbps 
•  2.4 GHz 
•  3 non-overlapping channels (US) 



802.11a OFDM 

WireShark filter 
ppi.80211-common.chan.type == 0x0140 

•  54Mbps 
•  5 GHz 
•  20-23 non-overlapping channels 

(US) 



802.11n OFDM (40 MHz) 

WireShark Filter 
ppi.field_len == 48 
ppi.80211-common.rate > 54000 

Channel Bonding (uses two Wi-Fi channels) 
•  Up to 450Mbps 
•  2.4 & 5 GHz 
•  1 non-overlapping channel in 2.4 GHz 
•  11 non-overlapping in 5 GHz 



Distributed Coordination Function 

NAV - Network Allocation Vector 

CCA - Clear Channel Assessment 

DIFS - Distributed Coordination Function Interframe Space 

Slot Time - Backofftimer = random() x aSlotTime 



Wireshark for the WLAN 
Setting up Decryption 

Monitoring a Wi-Fi Channel 
 



Useful Filters 

Filter Out Beacons 
•  !wlan.fc.type_subtype ==8 

 
Retries 
•  wlan.fc.retry ==1 

 
Disassociation 
•  wlan.fc.type_subtype ==10 

 
Probe Request/Response 
•  wlan.fc.type_subtype ==4 || 

wlan.fc.type_subtype ==5 
 
Roaming 
•  wlan.fc.type_subtype <= 0x03 || 

wlan.fc.type_subtype == 0x0b || eapol 



Symptoms of Interference 



The Usual Suspects 



The Unusual Suspects 



Bluetooth (Discovery) 



Bluetooth Adaptive Frequency Hopping 



Baby Monitor 



Analogue  Video Transmitter 



Wide Band Jammer 



Motion Sensors 



X-Box 360 



Wireless Headsets 



Live Demo 


