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About you?

* Who...
...thinks SSL is just about encryption?
...troubleshooted SSL traffic before?
...knows the purpose of each handshake message?
...tried to decrypt SSL traffic before?
...and ran into problems decrypting?
...troubleshooted client authentication problems?
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o Started SYN-bit in 2009

* Application Delivery Networking Consultant &
Troubleshooter (F5 Networks, Cisco ACE, Alteon)

* Have used SSL extensively in customer projects

* Using Ethereal since 1999, developing since 2000,
member core-developers since 2007

* Enjoy scuba diving and art-house movies
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Lab setup

Client Sharkfest Lab Root CA
WinXP - Firefox

Sharkfest Lab Server CA

Client-cert 1: Neo
Client-cert 2: Trinity

CN:public.sharkfest.local

g CN:private.sharkfest.local
1 Sharkfest Lab Client CA
CN:Neo
192.168.3.0/24
e 4 CN:Trinity

(virtual) Server 1 (virtual) Server 2
Ubuntu - Apache Ubuntu - Apache
Server—-cert: Server—-cert:
public.sharkfest.local private.sharkfest.local
Require Client-Certificate
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Getting the labguide & files

 Use my AP to connect to my Linux-VM

» SSID: SYN-bit-wrtd4g
Password: wpa2@linksys

 Goto http://192.168.10.2/sharkfest

* Download&view labguide.pdf
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Choosing the right settings

INAF Decode IPv4 TOS Field as DiffServ Field:  [v]
Reassemble fragmented IP datagrams: v
IPMIJATCA Show IP summary in protocol tree:

- TOTY TNGT L JTTITTaT ?’ LLILJ '-FI WLOLUT Ty guor- B

TCAP
Yalidate the TCP checksum if possiblm\

TCPENCAP allow subdissector to reassemble TCP stream
TDS
Analvze 10 P sennence numhers: (V]

JJJJJ e SECUre SOCKet Layer e ———

35H Reassemble SSL records spanning multiple TCP segment

SSL >

STANAG 5066 eassemble SSL Application Data spanning multiple SSL record

‘-_J'arTPam Wl W | | C
ip.defragment: TRUE

tcp.check checksum: FALSE
tcp.desegment_tcp streams: TRUE
ssl.desegment_ssl records: TRUE
ssl.desegment_ssl _application_data: TRUE
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1.Exploring a normal SSL session
2.Extracting a certificate from a trace file

3.SSL decryption

4 .Exporting and importing SSL session keys
(to provide to a 3rd party)

5.(optional) Changing Firefox SSL Settings to make
decryption work
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1) Exploring a normal SSL session

)
)
)
)
)

c) Which CA has
d) Whatis the co
e) How many SS
f) How many of t

Tracefile : ssl.cap

a) Which cipher suites does the client support?
b) Which cipher suite was chosen by the server?

signed the server certificate?
mmon name of the server certificate?
_ negotiations are present in the file?

nem are full handshakes®?

g) Were the clocks of the client and the server in sync?
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2) Extracting a certificate from a trace file

Tracefile : ssl.cap

a) Select the first frame with a certificate, which frame have you
selected?

b) How many certificates were sent by the server?
c) What does the certificate chain look like?

d) Select the Intermediate CA certificate and export it to file. Be
careful that you just export one certificate and that you do not
include the length field in the export.

e) If you exported the correct bytes, you can open the saved
certificate in your browser. Can you?
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3) SSL decryption

Keyfile : ssl.pem
a) Add the private key to the SSL settings to enable decryption. Can you
see http traffic in Wireshark now?

(hint: you need to use 192.168.3.3, 443, http, <file-location>)

b) Does the Host: header match the common name in the certificate?
Would the user have noticed this?

c) Areall SSL sessions decrypted?

d) Do a "Follow TCP stream" and "Follow SSL stream"” on the first
session. What's the difference?

e) Save frame 23-37 in a separate file and open it. Is decryption still
working? If not, why not? Keep the file for the next exercise.
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4) Exporting and importing SSL session
keys (to provide to a 3rd party)

Tracefile : ssl.cap
Keyfile : ssl.pem

a) If removed, reconfigure the private key in the SSL protocol
preferences. Make sure all sessions are decrypted.

b) Export the SSL session keys to a file with "File -> Export SSL session
keys". Open the file in a text editor and remove the line where
Session-ID starts with "fbcf”

c) Now remove the private key from the SSL protocol preferences and
point "(Pre)-Master Secret..." to the file with the exported keys.

d) Which SSL sessions are now decrypted?

e) Are you able to decrypt the session in the file from exercise 3d? Was it
using the deleted SSL-id?
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5) Changing Firefox SSL Settings to make

decryption work

Live capture of traffic to https://192.168.10.2/sharkfest

a) Use wireshark to capture the following traffic

b) Use firefox to go to https://192.168.10.2/sharkfest/ and reload the page a
few times. Use the previously downloaded key to decrypt the session.
Does it work? Which cipher suite is used?

c) Use the url about:config in Firefox to change some settings. Filter on
"security.ssl3*dh*" and make sure they are all disabled (false).

d) Perform a) again, what differences do you see in the SSL packets?

e) Inthe same manner change security.enable_tls_session_tickets to false.
Now look at the differences in the tracefile and whether packets are
decypted or not. What differences do you see?
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Further Reading about SSL

sl raTLs [ gnc_al TLS: Designing and
. Building Secure Systems

by Eric Rescorla

SSL and TLS Essentials: Securing the
SSLand TLS Web

Essentials by Stephen A. Thomas

Secnuring the Weh T~
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Questions & Discussion
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FIN/ACK, ACK, FIN/ACK, ACK!

Thank You!
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