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Network Forensics Analysis –  

a New Paradigm in Network Security 



What is Network Forensic Analysis (aka Security Event 

Analysis & Reconstruction)? 

 

• Separate from traditional Host-based Forensics 

– Concerned with the process of reconstructing a network event 

• Intrusion such as a “Hack”, penetration or other event such as an unexplained Network or 

infrastructure degradation or outage 

– Provides the missing piece in Forensic Analysis 

 

• Based upon the use of packet capture (trace) files 

– A new way of looking at trace file analysis 

– Continues from where traditional troubleshooting ends 

 

• Attempts to answer key questions… 



Network Forensics Challenge – 5 Key Questions 

1. Who was the intruder and how did they 
penetrate the existing security precautions? 

 

2. What damage has been done?  

 

3. Did the intruder leave anything such as a 
new user account, a Trojan horse or perhaps 
some new type of Worm or Bot software 
behind? 

 

4. Did you capture sufficient data to analyze 
and reproduce the attack and verify the fix 
will work? 





Snapshots From The Real World… 

• Lets take a look at one of the most common threats a user faces on the Internet… 

 



2009 Cyber Crime Survey Results… 

Getting Started 
2009 CSI Computer Crime and Security Survey 



Rouges Gallery - Faces of The Enemy 
1 2 3 

4 

5 7 6 



Case Study 1 –  

 

The Case for Data Retention… 



Why do We Care About Data Retention? 

EU Directive 2006/24/EC –  adopted 15 March 2006 

“Retention of Data processed in connection with the provision of 
public electronic communication services or of public electronic 

communication networks… 

Update : (27Feb07) The following countries announced that they will also adopt the EU Data 

Retention Rules: Russia, Australia, Singapore, Malaysia, Nigeria, Korea and 22 others… 

The United States is studying a series proposed laws that will implement Data Retention Rules as 

well for all service providers… 

- to trace and identify the source of a communication; 

- to trace and identify the destination of a communication; 

- to identify the date, time and duration of a communication; 

- to identify the type of communication; 

- to identify the communication device; 

- to identify the location of mobile communication equipment 



Recent News… 

GIZMODO: 16Apr10 

By IBTimes Reporter | January 26, 2011 1:41 PM EST  

 

US Department of Justice Seeks Mandatory Data Retention Requirements for ISP’s For Up To 2 Years 

The Department of Justice was reprimanded today by the U.S. Congress for suggesting the necessity of the  

Internet Data Retention legislation, which if passed would require Internet Service Providers (ISPs)  

to preserve records of user activity longer, but failing to provide more details on how it could aid in criminal 

investigations... 

Center for Democracy and Television (CDT) Testifies at House 

Judiciary Committee Data Retention Hearing 

  

In late January 2011, the House Judiciary Subcommittee on Crime, 

Terrorism, and Homeland Security  

held a hearing on "Data Retention as a Tool for Investigating Internet 

Child Pornography and Other Internet Crimes."   

The informational hearing focused whether ISPs and online service 

providers should be made to collect and retain information about 

their users' Internet communications, so that law enforcement could 

access the inform in child pornography and other criminal 

investigations. 

 

http://www.cdt.org/policy/data-retention 



Global Issue Requiring Global Efforts 



Classic Forensic Analysis Techniques 

IDS / IPS System 

Server Farm 

Network Analyzer 

Getting Started 

(4) Result: Incomplete reconstruction deters diagnosis  & can 

result in inaccurate diagnosis / resolution! 

(1) Incoming Attack 

bypasses firewall  

(2) Incomplete attack 

data processed 

(3) Engineer receives incomplete data 

from switch, Server & Firewall Log Files 



Forensics Analysis + Data Recorders 

IDS/IPS System 

Network Analyzer 
Server Farm 

Data Recorder 

Getting Started 

(4) Result: Forensics Analysis reveals attacker, method, damage! 

(1) Incoming Attack 

bypasses firewall  

(2) Data Recorder 

records and aggregates 

data throughout attack 
(3) Event logged, 

attack partially 

tracked by IDS 



Case Study 2 –  
 

Application Based Attacks / Exploits… 



A Interesting Statistic… 

Web-based attacks and incidents continue to rise as more application become web-based. 



Web-Based Hijack Exploit (1) 

http://www.websense.com/securitylabs/charts/threatmap.php 



Web-Based Hijack Exploit (2) 

Malicious Code Decoded: 

Malicious Code Encoded: 



Vulnerability - Clear-Text Protocols 

• The following protocols send passwords in clear-text (How many of these do you 

use?) 

– Internet - HTTP / NNTP  

– File transfer - FTP / TFTP (has no passwords users only have to guess the filenames) 

– Email - POP3 / IMAP / SMTP 

– Network Monitoring - SNMP / RMON 

– Telnet 

– VoIP – Signaling Set-up (SIP, Megaco, SCCP, H.323, and Others? 

 

 

 



Forensic Filtering for Clear-Text Passwords 

A simple filter for the words USER or PASS at the beginning (bytes 54-59) of a packet will often 

find other protocols using clear-text passwords 

Hackers observe users of these protocols and rapidly gain users’ passwords – Which makes 

Impersonating servers using these protocols much easier (i.e. Man-in-the-Middle) 

Simple Truth: Hackers have protocol analyzers just like we do… 



The Most Common Passwords Are… 

Classic Network Admin 
1. God 

2. Sex 

3. Death 

4. Love 

5. Heaven  

6. Hell 

7. Admin / Administrator 

8. Default 

9. Test 

10. Life 

Singapore 
1. Password 

2. Admin / Administrator 

3. SingPass 

4. Singapore 

5. raffles 

6. merlion 

7. 123456 

8. zachary 

9. qwerty 

10. dvork 

Is yours here? 

Passwords of 2011 
1. Password  14. master  

2. 123456  15. sunshine 

3. 12345678  16. ashley 

4. qwerty  17. bailey 

5. abc123  18. passw0rd 

6. monkey  19. shadow 

7. 1234567  20. 123123 

8. letmein  21. 654321 

9. trustno1  22. superman 

10. dragon  23. qazwsx 

11. baseball  24. michael 

12. 111111  25. football 

13. iloveyou 

UK 
1. 123 (3.784‰) 
2. password (3.780‰) 
3. liverpool (1.82‰) 
4. letmein (1.76‰) 
5. 123456 (1.63‰) 
6. qwerty (1.41‰) 
7. charlie (1.39‰) 
8. monkey (1.33‰) 
9. arsenal (1.11‰) 
10. thomas (0.99‰) 



Password Attacks 

• An attacker has found a machine and now is trying to break in 

– An automated script is run that tries username/password combinations 

 

• When the list of passwords comes from a list it is called a dictionary attack 

– Example - Password, pa$$word, passw0rd, Spring2004, corvette, Elizabeth, etc.  

 

• When the list of passwords is generated by a program it is called a brute force 
attack 

– It usually follows a pattern: “aaaa”, “aaab”, “aaac” 
– Brute force attacks across a WAN will take considerable time, the number of 

combinations for even a small (5 character) password are considerable 

• Just lowercase 26^5= 11,881,376 

• Upper and lowercase 52^5 = 380,204,032 

• Upper, lower and standard symbols 70^5 = 1,680,700,000 



Packet Capture File 

This example shows a brut-force password attack against a FTP Server 



Just How Difficult is it to Start? 

 



Case Study 3 –  
 

Worm’s, Virus’s and Bot’s – Attacking From 

Within… 



Not What You Want to See on Your Screen… 



The Original – The MS Blaster Worm… 

• Exploits Microsoft Windows RPC Vulnerability 

– Microsoft RPC vulnerability using TCP Port 135 

 

• Infected machines will attempt to propagate the worm to additional machines 

– Infected machines will also attempt to launch a Distributed Denial of Service (DDoS) 

attack against Microsoft on the following schedule: 

• Any day in the months 

– September - December  

• 16th to the 31st day of the following months:  

– January - August 



Packet Capture File 

 

What's hiding inside these seemingly harmless packets? 



MSBlaster Worm Download 

Server infects the workstation with MSBlaster-Worm via TFTP Download 



MSBlaster Worm – Visual Reconstruction 



Infected Workstation Now Attacks Others 

10.1.1.31 Now scans for other nodes beginning in the 180.191.253.XXX range 



Blaster Worm Attack – What it Looks Like… 



MSBlaster Worms - A Postscript… 

*CNN News 28Jan05 

SEATTLE, Washington (AP) -- A teenager was sentenced Friday to 1 1/2 years in prison for 

unleashing a variant of the "Blaster" Internet worm that crippled 48,000 computers.  

 

Jeffrey Lee Parson, 19, of Hopkins, Minnesota, will serve his time at a low-security prison 

and must perform 10 months of community service. 

 

Parson created a Blaster version that launched a distributed denial-of-service attack against a 

Microsoft Windows update Web site as well as personal computers. Blaster and its variants, 

also known as the LovSan virus, crippled networks worldwide.  



Insider Threat – Bots… 
• Bots, Zombies,  Automatons, Sleepers, etc. are computers that have been infected and 

taken over by other users (aka Bot Herder) 

 

• Used to send SPAM, generate Denial of Service (DoS) attacks, spread the infection 

further or any other purpose desired 

– Often sold or rented to other users 



Bot Infested Capture File 



Download Reconstruction 

Backdoor Client (Bot) IRC Login to Bot-Server 

Bot-Server downloading updates to infected Bot 



Sample DDoS Extortion Letter 

Dancho Danchev's Blog - Mind Streams of Information Security Knowledge: Pricing Scheme for a DDoS Extortion Attack 

Tuesday, November 03, 2009 

"Hello. If you want to continue having your site operational, you must pay us 10 000 rubles 

monthly. Attention! Starting as of DATE your site will be a subject to a DDoS attack. Your site will 

remain unavailable until you pay us. 

 

The first attack will involve 2,000 bots. If you contact the companies involved  

in the protection of DDoS-attacks and they begin to block our bots, we will increase the number of 

bots to 50 000, and the protection of 50 000 bots is very, very expensive. 

 

1-st payment (10 000 rubles) Must be made no later than DATE. All subsequent payments (10 000 

rubles) Must be committed no later than 31 (30) day of each month starting from August 31. Late 

payment penalties will be charged 100% for each day of delay. 

 

For example, if you do not have time to make payment on the last day of the month, then 1 day of 

you will have to pay a fine 100%, for instance 20 000 rubles. If you pay only the 2nd date of the 

month, it will be for 30 000 rubles etc. Please pay on time, and then the initial 10 000 rubles offer 

will not change. Penalty fees apply to your first payment - no later than DATE" 

 

You will also receive several bonuses… 

1. 30% discount if you request DDoS attack on your competitors/enemies. Fair market value 

DDoS attacks a simple site is about $ 100 per night, for you it will cost only 70 $ per day. 

2. If we turn to your competitors / enemies, to make an attack on your site, then we deny them. 

 

Payment must be done on our purse Yandex-money number 41001474323733. Every month the 

number will be a new purse, be careful. About how to use Yandex-money read on 

www.money.yandex.ru. If you want to apply to law enforcement agencies, we will not discourage 

you. We even give you their contacts: www.fsb.ru, www.mvd.ru" 



Case Study 4 – 
  

VoIP Call Interception and Playback… 



Packet Capture File 

This example contains four (4) calls and is from a VoIP network using Cisco phones and 

SIP signaling with G.711 audio codec 



VoIP Call Detection, Analysis and Playback 




