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Agenda

• What has not changed between IPv4 and IPv6 traces

• What has changed between IPv4 and IPv6 traces

• IPv6 extension headers

• Flow label

• Who sent it and who received it? (Global Unicast, 

Multicast, Link Local)

• Packets, packets, packets!

• Tunneling (Teredo, 6to4)

• DNSv6 / DHCPv6
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What has not changed

• Packets trace the network flow

• Upper layer protocols (mostly)
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What has changed

• The IP layer protocol (extensions, etc.)

• Address resolution

• Source and destination addresses (and meaning)

• ICMP

• Understanding of network analyst
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Common IPv6 Extension Headers

Next 

Header 

(Hex)

Next 

Header  

(Decimal)

Header Name Description

0 0 Hop-by-Hop Options For all devices on the path 

2B 43 Routing 0 – Source Routing (deprecated)     

2 – Mobile IPv6

2C 44 Fragment Only when packet is fragmented

32 50 Encapsulated Security 

Payload (ESP)

IPSec encrypted data  

33 51 Authentication Header 

(AH)

IPSec authentication 

3C 60 Destination Options http://www.iana.org/assignments

/ipv6-parameters/ipv6-

parameters.xml (Mobile IP, etc)



IPv6 Hop-by-Hop Header

Size 

(bits)

Field 

Name

Description

8 Next 

Header

Contains the protocol number of the next header 

8 Length Length of this header in octets (bytes)

Variable Options 8 bits for type, length in bytes, and then the option itself 

http://www.iana.org/assignments/ipv6-parameters/ipv6-

parameters.xml

Remember: this has to be read by every device! 





Sample Fragment Header



IPv6 Destination Options

• Destination Options: 

for end host

Source

Destination



IPv6 Destination Options

Use of Destination 

Options in Mobile IPv6



From RFC2460: Option 11: discard the 

packet and, only if the packet's Destination     

Address was not a multicast address, send 

an ICMP Parameter Problem, Code 2, 

message to the packet's Source Address,       

pointing to the unrecognized Option Type.



RFC5095 (Deprecation of Type 0 Routing 

Headers in IPv6)

• RH0 : can create routing 

loops.

• Deprecated

• Segments Left = zero, ignore

• Segments Left > zero, send 

ICMPv6  error message





Malformed Packets

• Manipulate headers

– IPv6 incorrect or 

partial header 

– Violate header 

order

– Violate header 

option restrictions 

IPv6  Main Header (40 Bytes)

Version Traffic Class Flow Label

Payload Length Next Hdr Hop Limit 

Source Address

Destination Address



Crafted Packet

• Crafted IPv6  packet

• Multiple headers

• Deprecated headers

• Headers out of order



Flow Label

• Quality of Service

• What is a flow?

• All routers on the path

• SNA CoS



Trace Packet With Flow Label



Neighbor Discovery

• Neighbor Discovery (ND) 
replaces ARP

• RFC4861: Neighbor Discovery 
for IP version 6 (IPv6)

• Used in SLAAC

• Five ICMPv6 message types:

1. Router Advertisement
2. Router Solicitation
3. Neighbor Advertisement
4. Neighbor Solicitation
5. Redirect

4. Tell me about you

5. I know a better way

3. This is who I am

2. Tell me about you

1. This is who I am Router 
Atlanta

Router 
Atlanta

Router 
Atlanta

Router 
Des Moines

Host

1

Host

2

Host

1

Host

2



Neighbor Discovery



Router Advertisement (RA)

• Router Advertisement (RA) 
important for SLAAC. 

• Sent at intervals

• Unsolicited RA sent to FF02::1

• Receiving hosts update 
configuration

• RA also responds to Router 
Solicitation (RS)

• Solicited RA sent to address of RS 
sender 

Muncie

Router 1

Router 

Advertisement

Time: 10:45am

To: ff02::1

Router 

Advertisement

Time: 11:00am

To: ff02::1

Router 

Advertisement

Time: 11:15am

To: ff02::1

Router 

Solicitation

11:08 am

Haven’t heard 

from you in a 

while.



Router Advertisement Contents

Router Advertisements  contain:

• Stateless /  stateful (DHCPv6)

• Network prefix

• Default router

• Hop limit 

• MTU

Muncie

Router 1

Router Advertisement

Time: 10:45am

To: ff02::1

•Use AutoConfiguration

•Statelss

•Network Prefix: 2001:: /64

•I am default router

•For 200 seconds

•Hop limit: 126

•MTU: 4096



Router Advertisement Packet

• Source address

• Destination address

• ICMP type

• Hop limit

• Prefix length

• Prefix



Router Solicitation (RS)

– Sent during SLAAC

– Immediate response 
needed

– Sent 3 times total if 
no response

Muncie

Router 1

Router Solicitation

I need an address.

Please send a 

router 

advertisement



Router Solicitation Packet

• Source address

• Destination address

• ICMPv6 type

Router Solicitation Packet



Neighbor Advertisement  (NA)

Neighbor Advertisements sent:

• In response to Neighbor Solicitation

• Or if own NIC changes

• Contain link-layer address 

Muncie

Router 1

Neighbor 

Advertisement

To:  fe80::1:2:3:4

•My link-local 

address is: 

fe80::5:6:7:8



Neighbor Advertisement

• ICMP type 136

Neighbor Advertisement Packet



Neighbor Solicitation (NS)

– Neighbor Solicitations 

request information 

– Neighbor Advertisement 

response

– Sent during SLAAC (DAD)

– Sent to verify reachability  

Neighbor Solicitation

To: ff02::1

Are you using:

fe80::1:2:3:4?



Neighbor Solicitation Packet



Neighbor Solicitation Packet

To a specific unicast address. 

NS Packet (Reachability)



Multicast Groups

• Multicast: frequently used

– All-nodes

– All-routers

– All-OSPF-routers

• Dynamic membership

• Multicast Listener 

Discovery (MLD) protocol 

used

Multicast Group at 10:00 am

Multicast Group at 11:00 am

Multicast group at 2:00 pm



Multicast Listener Discovery 

• RFC2710: Multicast 

Listener Discovery (MLD) 

for IPv6 

• RFC3590: Source Address 

Selection for the Multicast 

Listener Discovery (MLD) 

Protocol

• RFC3810: Multicast 

Listener Discovery Version 

2 (MLDv2) for IPv6



MLD Message Types

MLD message type Description

---------------------------------------------------------------------

Multicast Listener Query General Query, used to learn which

multicast addresses have listeners on

an attached link. Multicast-Address-

Specific Query, used to learn if a 

particular multicast address has any

listeners on an attached link.

Multicast Listener Report Sent by a host when it joins a

multicast group, or in response to a

Multicast Listener Query sent by a

router.

Multicast Listener Done Sent by a host when it leaves a host

group and might be the last member of

that group on the network segment.



Multicast Listener Report



New Resource Record Type

• DNS A resource record: 32‐bit IPv4 address 

• DNS AAAA resource record: 128‐bit IPv6 address 

• Structure similar, but much larger!

• Other RRs: CNAME,  MX, etc.



AAAA Record

from db.local  

@ IN AAAA ::1

AAAA (or quad A) record : defines an IPv6 address that matches to a host 

name. 

•Can have more than one IPv6 address per host name

•Can have more than one host name per IPv6 address 

AAAA record format: 

Host.domain.name. IN AAAA nnnn::nnnn 

Example: from NAMED.CONF

zone "localhost" 

{ type master; 

file "/etc/bind/db.local"; }; 



DNS Query – IPv6

Query to resolve IPv6 address for www.kame.net.  

Command  entered:   host –t AAAA www.kame.net



DNS Response – IPv6



Commands to Query DNS

• DIG : name/address resolution, DNS 
server addresses, mail exchanges, name 
servers, and related information

• HOST : name/address resolution 

• NSLOOKUP : name/address resolution 
(deprecated)



DIG Command Samples

• # get the IPv4 address(es) for yahoo.com 

dig  yahoo.com A

• # get the IPv6 address(es) for yahoo.com 

dig  yahoo.com AAAA 

• # get the name for an IPv4 address

dig  -x 209.131.36.158  

• # get a list of yahoo's mail servers 

dig  yahoo.com MX   

• # get a list of DNS servers authoritative for yahoo.com 

dig  yahoo.com NS   

• # get all of the above 

dig  yahoo.com ANY     



DNS Query – DIG AAAA

Query packet generated by :

dig www.kame.net AAAA



Query response packet 

generated by :

dig www.kame.net AAAA



Packets generated by: 
dig  www.yahoo.com



DHCPv6 Basic Commands

DHCPv6 

Server

Solicit, 

Request,

Renew,

Release

LAN

Advertise,

Reply



DHCPv6 Flow : Start

1. Client sends a Solicit message to  

All_DHCP_Relay_Agents_and_Servers 

(FF02::1:2)  

2. DHCPv6 servers respond with 

Advertise messages. 

3. Client chooses a server and sends a 

Request message 

4. DHCPv6 server responds with a Reply

message  

4. OK.                                Reply

3. Will take that address.   Request

2. Here I am!                       Advertise

1. Find a 

DHCPv6 

server

DHCPv6

Server

Solicit

DHCPv6

Server

DHCPv6

Server



DHCPv6 Flow – Continue / End

1. Client sends a Renew

message to  DHCPv6 server  

2. DHCPv6 server responds with 

Reply message. 

3. Client sends a Release

message to DHCPv6 server.

4. DHCPv6 server responds with a 

Reply message  

3. I am done.                              Release

2. OK. Reply

1. I still want this address        Renew

DHCPv6

Server

DHCPv6

Server

DHCPv6

Server

4. OK. Reply

DHCPv6

Server



Packets for Initialization

• Packet 22: Solicit from link-local of client to multicast 

All_DHCP_Relay_Agents_and_Servers (FF02::1:2)

• Packet 23: Advertise from link-local of DHCPv6 server to link-local of client

• Packet 27: Request from link-local of client to multicast 

All_DHCP_Relay_Agents_and_Servers (FF02::1:2)

• Packet 28: Reply from link-local of DHCPv6 server to link-local of client

Generated for client getting address from DHCPv6 server



Solicit message 

from client



Advertise 

message from 

server



2nd part of 

Advertise 

message from 

server



Request 

message from 

client



Server Identiefr

Request 

message from 

client showing 

Server Identifier



Reply message 

from server



6to4 Tunnels

IPv6 Site 

A
Router

Backbone 

Router

IPv6 IPv6 to 

IPv4 

IPv4

IPv4

6to4 

Tunnel 

• 6to4 tunnels allow IPv6 packets over an IPv4 network. 

• RFC 3056: Connection of IPv6 Domains via IPv4 Clouds.   

• 6to4 is transition mechanism 

• Operational differences 

– 6to4 interface automatically created in Windows XP and above

– Most Unix implementations support 6to4  

– Cisco routers support 6to4 tunnels 

– z/OS Communications Server mainframe cannot be tunnel endpoint  

IPv6 Site 

B

IPv6

Router

6to4 

Tunnel 

IPv6 to 

IPv4 

IPv4



IPv6 packet inside 

an IPv4 packet.  

Tunneling method 

is being used.



Why Teredo?

• Teredo does not need a router

• Tunneling issues with NAT

• NATs don’t translate IPv6 packets 
in IPv4

• Teredo uses UDP encapsulation. 
(IPv6 packet becomes IPv4 UDP 
message

• UDP messages traverse multiple 
layers of NATs.

• Teredo is subject to the same 
security issues as any tunneled 
protocol

Teredo

Host 1 
IPv6

Router 1

IPv4 

IPv4 UDP 

Packet

IPv6

Teredo

Host 2 
IPv6

Router 2

IPv4 

IPv4 UDP 

Packet

IPv6
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IPv6 packet inside 

an IPv4 packet.  

Teredo tunneling 

method used.



Other IPv6 Sessions

• Sunday:          3:00  - Intro to IPv6 Addressing

• Tuesday:         4:45  - IPv6 Trace Analysis Using 

Wireshark

• Wednesday:  10:15  - IPv6 Security
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