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Agenda 

•  Context 

•  Process-to-process communication 

•  Multi-tier traffic patterns 

•  Your questions 

•  Practical 1 – Timeframe and time accounting 

•  Your questions 

•  Correlation strategies 

•  Final questions 

•  Closing remarks 
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The Enemy 
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Recurring gray problems 
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Discovery 
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RPR Principles 

•  Achieve Root Cause Identification (RCI) 
 

•  Focus on a single symptom 
 

•  Capture individual instances 
 

•  Use Definitive Diagnostic Data 
 

•  Capture in production 
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Performance – What happened? 
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Error – What happened? 

8 

WAN Server

Server

Server

AA

PC
WAN 

Accel

WAN 

Accel

A

A

User	  

receives	  an	  

error	  message	  

Incorrect	  

interacDon	  



Process-to-process communication 
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Request-response Pairs 
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Client-Server Chains 
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Slow Response – Scenario 1 
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Slow Response – Scenario 2 
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Response Time Elements 

•  Client time 

•  Service time 

•  Request spread 

•  Response spread 
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Client and Service Time 
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Spread 
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Break for… 
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QuesDons?	  



Protocol Message vs. Packets 
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BeVer	  filter	  expression	  

	  

	  

	  

tcp.port==80	  &&	  (tcp.len>0	  ||	  tcp.flags.syn==1)	  &&	  !tcp.analysis.retransmission	  

Eliminates	  TCP	  Keep-‐alive	  packets	  Or	  

	  

tcp.port==80	  &&	  (tcp.len>1	  ||	  tcp.flags.syn==1)	  &&	  !tcp.analysis.retransmission	  

Ignore	  retransmissions	  

Detect	  

connect	  delays	  

Remove	  

ACKs	  

Messages	  

to	  service	  



What about interleaved streams? 
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We’ll	  deal	  with	  this	  later	  



TMS Problem 

•  Simple workflow system 

•  Web browser, web server and database 

•  List of work items called tickets 

•  Click on ticket to display detail 

– Response time < 1 second 

•  Intermittent response time of 5+ seconds 
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TMS Slow Response Time 
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TMS HTTP Trace 
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HTTP Response Time 
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Time Accounting 
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Break for… 
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QuesDons?	  



TMS Database Trace – Scenario 1 
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Database Response Time 
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Break for… 
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QuesDons?	  



Sort by TCP Connection 

Use the quadruplet: 

 

ClientIP:ClientPort:ServiceIP:ServicePort 
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Determining the Client Port 
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Calculating Service Time 

31 



Calculating Client Time 
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Client Time Scatter Plot 
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Server Time Scatter Plot 

34 

0	  

5	  

10	  

15	  

20	  

25	  

30	  

0	   5	   10	   15	   20	   25	   30	  

S
e
rv
ic
e
	  T
im

e
	  (
m
s)
	  

Service	  Time	  for	  Database	  Trace	  



Updated Time Account 
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Most work but some don’t 
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Protocol	   Flip-‐Flop	  

Web	  (HTTP	  and	  HTTPS)	   Yes	  

Web	  Services	  (e.g.	  .NET	  RemoDng,	  WCF)	   Yes	  

Other	  RPC	  (e.g.	  Java	  RMI,	  MSRPC)	   Yes	  

Database	  (e.g.	  MicrosoF1,	  Sybase,	  Oracle)	   Yes	  

File	  Server	  (SMB2,	  SMB23,	  NFS)	   Yes	  

Many	  proprietary	  protocols	   Yes	  

Citrix	  ICA	   No	  

Windows	  Terminal	  Server	  RDP	   No	  

1.  MARS	  may	  have	  to	  be	  considered	  

2.  Further	  sort	  criteria	  need	  to	  be	  considered	  

3.  Further	  sort	  criteria	  need	  to	  be	  considered	  



37 

What	  about	  

clock	  sync?	  

See	  the	  

RPR	  book	  



Break for… 
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QuesDons?	  



Correlation Strategies 
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•  Don’t need to 

•  Port-to-port mapping 

•  Based on data content 

•  Based on characterization 



No Need - Scenario 
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No Need - Analysis 
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No Need – Further elimination 
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Port-to-port Mapping 
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User	  fredblogs	  
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A	  short	  Dme	  later	  the	  XenApp	  server	  

connects	  to	  \\mainfs\home\fredblogs	  
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Content	  Matching	  



TMS Database Trace – Scenario 2 
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Database Response Time 
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Does	  this	  relate	  to	  our	  slow	  transacDon?	  
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TCP	  Port	  80	  

Response	  from	  

TCP	  Port	  80	  

11:42:36.622843	  

11:42:42.770757	  
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Content Matching - Response 
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Data Content - Response 



Content Matching - Request 
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Data Content - Request 

Therefore	  

	  

This	  slow	  database	  transacDon	  

relates	  to	  the	  web	  transacDon	  
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Characterization 
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Resources 
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Book	  

RPR:	  A	  Problem	  Diagnosis	  

Method	  for	  IT	  Professionals	  
GiF	  today	  or	  from	  Amazon	  or	  Lulu	  

White	  Paper	  

Network	  Trace	  Analysis	  

Strategies	  
from	  www.advance7.com	  

Video	  

RPR	  NA03:	  Analysing	  SQL	  Server	  

performance	  using	  Wireshark	  

and	  Excel	  
from	  YouTube	  



More Resources 
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Forum	  

RPR	  PracDDoners	  
from	  www.linkedin.com	  

Video	  

RPR	  NA02:	  Analysing	  SMB2	  and	  

fileserver	  performance	  	  
from	  YouTube	  

Video	  

RPR	  NA01:	  Analysing	  fileserver	  

performance	  using	  Wireshark	  and	  Excel	  	  
from	  YouTube	  
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QuesDons?	  
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Cloud	  

SaaS
	  

PaaS	   BPO
	  

OperaDon	  costs	  

Revenue
	  

IT	  cap-‐ex	  



Recurring Gray Problems 
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The	  issue	  will	  grow	  

You	  have	  the	  skills	  &	  techniques	  

to	  make	  the	  difference	  

Only	  evidence-‐based	  methods	  will	  help	  	  

It	  will	  slow	  development	  of	  the	  industry	  

Only 
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Lead	  the	  way	  



Thank you 
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Paul	  Offord	  
Chief	  Technical	  Officer	  

Advance7	  

e:	  	  paul.offord@advance7.com	  

p:	  	  +	  44	  1371	  876	  805	  

t:	  	  @paulofforda7	  

For	  book	  or	  e-‐book	  contact:	  

Rachel	  D’Cruze	  

e:	  	  rachel.dcruze@advance7.com	  

p:	  	  +	  44	  1371	  876	  805	  


