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About me

Musician:
Gung Ho! - Lead Guitar / Vocals / Songwriter

– Philly's #1 Cyber Punk Band since 1980

– Produced by Otto Capobianco

Martial Artist:
Black Sash Taiji
3rd Degree Black Belt JLFS

Hobbies (my day job):
Network nerd (& InfoSec geek) 1984
Consultant / Instructor / Author
CISM, CISSP, CEH, ECSA, Security+
Co-Founder of InterNetwork Defense



Just How Long Have I Been a Network Dweeb?



Guidelines from my Mother

Always suspect of anyone:

– “That's what they want you to think”

– “That's how they get you”

– “They get you coming and going”

Can tell you the Greek origin of any word



Guidelines from my band

You know you could mess somebody up 
wit dat!



Guidelines from Robert Anton Wilson

““You Can't Speak Matter of Factually You Can't Speak Matter of Factually 

About Anything You Can't Measure”About Anything You Can't Measure”
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RFC-2828 

"someone who figures things out "someone who figures things out 

and makes something cool happen"and makes something cool happen"

What is a Hacker?
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 with Bob & Alicewith Bob & Alice
A Consumers Guide to:A Consumers Guide to:

By Employing:By Employing:

Symmetric, Asymmetric and Hashing Algorithms

1) Confidentiality1) Confidentiality

2) Authentication2) Authentication

3) Integrity3) Integrity

4) Non-Repudiation4) Non-Repudiation

Intro to Crypt0



It is said that “Packets Do Not Lie”It is said that “Packets Do Not Lie”
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The Intelligent Consumer

RC4RC4

AESAES

TwofishTwofish

BlowfishBlowfish

DES &3DESDES &3DES

E0E0

  Diffie-HellmanDiffie-Hellman

RSARSA

ECCECC

El GamalEl Gamal

  MD5MD5

SHA1, SHA2 & SHA3SHA1, SHA2 & SHA3

SkeinSkein

WhirlpoolWhirlpool
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Part 1
Symmetric EncryptionSymmetric Encryption
• Bob wants to share a secret with Alice

– First they must both secretly agree on 
a shared key. How?How?

Bob

Alice
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Symmetric Encryption

• StrengthsStrengths
– Fast

• ChallengesChallenges
– Key Agreement

– Scalability

• N(N-1)/2

• Security Services:Security Services:
– Confidentiality

– Limited* authenticity

*Alice knows it is Bob, but she can’t prove it!*Alice knows it is Bob, but she can’t prove it!
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Part 2
Asymmetric EncryptionAsymmetric Encryption  

• Alice creates a related key pair
– She keeps one to herself (private key will sign)

– Gives the other to anyone who wants it (public)

• Public key:

– ID card

–PKI: Validates x.500 name
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Asymmetric Encryption

• Advantages over symmetricAdvantages over symmetric
– Key Distribution

– Scalability (2N)

– Provides Non-Repudiation

• DisadvantagesDisadvantages
– Much slower

– Requires Trusted 3rd Party

• PKI Hierarchy

• OpenPGP Web of Trust
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Where & What to Encrypt?

• ApplicationApplication (S/MIME, OpenPGP, SSH)

• PresentationPresentation (TrueCrypt, PKZip)

• TransportTransport (SSL/TLS)

• NetworkNetwork (IPSec)

• Link layerLink layer (watch out! router support)

Physical

Data Link 

Network

Transport

Session

Presentation

Application
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Encrypting eMail
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Decrypting eMail
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Part 3
Hashing AlgorithmsHashing Algorithms

Understand Integrity checks with:

a) Message Digestsa) Message Digests

b) Message Authentication Codesb) Message Authentication Codes

c) Digital Signaturesc) Digital Signatures
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Authenticating the Hash

• Message DigestMessage Digest
– Not-Authenticated

• Message Authentication Code (MAC)Message Authentication Code (MAC)
– Authenticated Symmetrically

• Authentication only (message can be repudiated)

• Digital SignaturesDigital Signatures
– Authenticated Asymmetrically 

• Authentication

• Non-Repudiation
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Message Authentication Codes

 Message digest is salted with symmetric 
key
 Hash provides integrity
 Symmetric key provides authenticity

Important! - Does not provide non-repudiation
− Bob Claims “Alice sent the message”
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Message Authentication Codes
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Signing a message
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Validating the Signature





Who is a  “Trusted 3rd party”

  “Captain, the Federation's 
x.500 based hierarchical 
trust model of PKI is very 
logical. Perhaps we can trust 
the public 
Certificate Authorities”

  “But Spock, I have never 
met Thawte or Verisign. I 
feel I can trust my friends. 
Call it a hunch, I trust 
OpenPGP more”



Slide 31

PKI Hierarchical Trust ModelPKI Hierarchical Trust Model
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Why Trust a CA?
 RFC-3280 (updated in 4630)RFC-3280 (updated in 4630)

• Top tier
– Internet Policy Registration Authority (IPRA)

• Internet PCA Registration Authority (MIT),?

• Second tier
– Policy Certification Authorities (PCAs)

• UNINETT, DFN-PCA, SURFnetPCA

• Third tier
– Certification Authorities (CAs)

• VeriSign, Duetsche Telekom, Thawte, etc.
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Internet PCA Registration Authority 
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Internet PCA Registration Authority 
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Certificate Revocation
Compromised Private KeysCompromised Private Keys

• Certificate Revocation Lists (CRL)

• Online Certificate Status Protocol (OCSP)

• Problems:

– Client checking may be disabled

– Browsers configured to fail soft

– Upstream servers may block CRL

– Compromised CA certificates

– Algorithms cracked

– More...
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https://blog.torproject.org/blog/detecting-certificate-authority-compromises-and-web-browser-collusion

How Well Does Certificate Revocation

Really Work?



Where Are We Going?
Life on the Planet Earth, through the instrumentality of the human nervous system, has 
begun to migrate from the Womb Planet, to escape from gene pools, to establish 
colonies in high orbit, from whence it can more accessibly contact and communicate with 
Life in the Galaxy.

Men and women who know from whence they come and where they are going, who 
share a vision beyond the local-mundane will emerge from the larval gene-pools and as 
cyber (pilot) individuals, who learn quickly, work effectively, grow naturally, socialize 
lovingly and evolve gracefully. It is probably true that species coast along on serene 
stupidity until faced with an evolutionary challenge; at which point individuals leave the 
primitive collectives and become very smarter very faster. (Timothy Leary -1976)





Improvise

Adapt

Overcome

Thank You!
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