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The BCBSMN Experience

= Who is Blue Cross Blue Shield of Minnesota?
— We are the first “Blue” health plan in the nation & the largest in Minnesota.
— We have 2.6 million members across all 50 states and 3,500 employees.

— Our administrative costs are less than 10 cents on the dollar, among lowest in the
country.

» What do | do there as an Application Performance Engineer?

— | perform deep dive packet analysis for a few reasons:
To comprehend application functionality for modeling in our APM solution.
« | troubleshoot application functionality and performance problems.

— | co-architect, implement, and administer our Shared Visibility Fabric (SVF).
— | implement and administer our packet capture appliances.
— | code in “down” time.



Agenda

= Argue for Visualizations

= |ntroduce tcptrace

= Create a Firewall Latency Scatterplot
» Create a HTTP Waterfall Chart?



Wireshark + ASCII Art = Wireshart
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Wireshark + ASCII Art = Wireshart
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Why Visualize?

= Analyzing large quantities of packets is time consuming and difficult
for people

= Analyzing more samples of packets leads to a better understanding
but is at odds with the previous bullet

» Visual analysis is more intuitive for people

* Producing visualizations/diagrams from packets helps analysts:
— Digest more packets much quicker
— ldentify macro patterns
— Spot anomalies and focus their analysis in those areas
— Explain the problem to others!
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Timelines of Keying Station Packet Drops
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Timelines of Keying Station Packet Drops and User-Reported Slowness
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Reports of Keying Station Slowness over Time by Data Center
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Timelines of Keying Station Packet Drops and Reported Slowness
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Comparison of File Transfer Performance Before and After Tuning

m  Afer Tuning + Before Tuning -----—- After Trendline ------- Before Trendline

File Size (MB)




tcptrace

= http://www.icptrace.org—"tcptrace is a tool written by Shawn
Ostermann at Ohio University, for analysis of [packet capture] files.”

= tcptrace creates a variety of charts, many of which are also
implemented in Wireshark’s Statistics | TCP StreamGraph menu.

= The Time Sequence chart is by far the coolest (IMHO), and is
oftentimes termed a tcptrace chart.


http://www.tcptrace.org/
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tcptrace is a Unidirectional Visualization

Control
HEEEEEEEEEEEEEEEEEEEEEEEENEEEEEEEEEDN

Control
AE EEEEEEEEEEEEENEEEEEEEEEEEEEEEEEETRN




B0, D0

400, D00

200,000

SEQUENCE #

ACK + WIN
(CONTROL)
WIN
- ACK

\SOL UL (CONTROL)

| —

TIME
I'.I':'i':lﬁ Dl:i':il:l o TIHE D:Iirn 0,360 045D 0. 5410 L.BEID >

Relatve Time



B0, D0

400, D00

200 B0

0,000

0.060

0. 180 0.270 0360
Relatve Time

0450

05401

0EID



LENGTH
SEQ OFFSET

TIME OFFSET

248,000

Fac L
- = - - +
0 2t [ BETE (3 280 0484 D2BB

Relative Time



sequence number

1396935000

xplot

lawyers,cs,chiou,edutftp-data_==>_indigo,cs,ohiou,edus1038 {time sequence graph}

Il 1118 i

1396330000

1396385000 4
1396380000

L = TIT




s
s

FESRPETVINPY
i

N

53]
1




FTP File Transfer
Realizing Poor Throughput
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Mainframe Sending Segments
Out-of-Order
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SMB File Transfer
Overrunning a Switch Buffer
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App Server B

Packet Latency Through Firewall for 2 App Servers to a DB
App Server A

N - C
2 T SO

. %1.%/*.,».#

.

.

H q.i

- —

-

180 210 240 2n

150

Seconds Since 2013-11-155:35:30am




AR

R ]

a1

B.1m

0.0

Sincomidi

0.5

EEE ]

080

Q000
1247000

Firewall Latency for 2 App Servers to 2 Database |nstances

idtance A - natance 8

12:48e 20 138100 13:41-50 13:4x00 ¥ Pl ] TA%00 IHARD0 F3AA PRI E LERanDd TERES0 LEAE00 Er4E-30 124700 124730




Firewall Latency Distribution Compared Between Database Instances
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