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Comcast Background

12M+ Voicemails
15M+ OnDemand Views Received

145M+ Emails
Delivered

270+ Billion DNS
Look-Ups

184M+ Phone Calls 8 Million Wi-Fi hotspots




Why am | talking about Visualization?

= Troubleshooting is more of an art than a science. This presentation
Is about how | describe my own “art”. Everyone will develop their
own art (ie: methodologies).

= Nobody can teach you this. They can only help you learn to how to
Incorporate ideas and techniques into your own art.

= A lot can be gained from looking at different types of thinking and
methods to incorporate into your own set of tools and techniques.

= Visualizing problems is the most common process people are
involved in during a troubleshooting effort.

= To be a successful problem solver you need to understand how the
components of visualization fit together.



Understanding Visualization
Components

» |n order to visualize a problem we must:

— Understand how the problem manifests itself to it's users, engineers and
inside of packet captures.

— Categorize the problem based on it's manifestation behavior to users
and protocol interactions

— Determine what technical indicators exist that allow us to correlate
information to visualize the problem.

= The goal of visualization is to determine how a problem manifests
itself and correlate it's technical indicators to produce a diagnosis.

= Visualization is about seeing and recognizing patterns on several
different levels.

= Problem solving is about utilizing visualization techniques to resolve
an issue.



Components of Visualization

= Problem Manifestation
— The outward or perceptible indication of a problem.
— Determine how the problem manifests inside of a packet capture.
— Categorize of the problem and it’s behavior.

= Technical Indicators
— Characteristics of a problem’s manifestation.
— Identify a problem’s technical indicators

= Correlation
— Correlation of various technical indicators.
— Correlate technical indicators with a problem’s manifestation
— Look for repeatable patterns.

= Diagnosis

— The foundation of a definitive diagnosis is based on correlation of
a problem’s manifestation and it's technical indicators.



Technical
Indicators

of

Correlation

Problem
Manifestation

INFORMATION

Diagnosis }
\




Problem Manifestation

* How is it known the problem exists?

= How is the problem viewed? Often different
perspectives (at first)

— By users
— By engineers
— In packets

= \What technical indicators does the problem manifest itself through?
— Retransmissions
— Time-outs, Delays
— Application Messages

= What tools can help you uncover more methods of how the problem
manifests itself?

= What techniques can you use to look for patterns?

= Understand how different technical indicators relate to impact.




Problem Categorization by OSI| Model

. . _ Application
= Problems will manifest themselves in one or

more layers of the OSI| Model.

= Problems are almost always isolated to a
single layer.

Presentation

Session
= The first and most important step in

troubleshooting is to determllne vvhat layer of Transport
the OSI model the problem lives in. If you
don’t want to understand the OSI model at S
least understand the protocol dependancies SEHOL
you are dealing with

Data Link

= (Sl teaches us about dependancies, that is

why it's useful.
Physical



Problem Categorization by Type

= Loss of Connectivity

— Complete and total loss of end to end connectivity at one or more
layers.

— Application failures, TCP Resets, Ping failures

» Intermittent Connectivity
— Inconsistent end to end connectivity at one or more layers.
— Dropped packets, sessions

» Degraded Performance

— End to end connectivity is good but performance over the connection is
suffering

— Low Throughput, Latency impact

= Unknown
— Technical indicators are unknown.



Case Study: Manifestation

Application
Remedy Ticketing System

Symptoms

® User experiencing minute long delays when performing lookups.
® Network path appears to be clean. No loss or latency.

Manifestation
" Problem manifests as delay
® Delay is obvious in the packets

10



Case Study: Remedy Ticketing System

No.

0000
0010
0020
0030
0040

ANsn

deltat

0.000000 172.
0.09592¢6 172,
79.318670 172,

0.007840 172.
0.000035 172,
0.007812 172.
0.187247 172.
0.369366 172.
0.131341 172.
0.045120 172,
0. 000036 172.
0.000028 172.
0, 888008 172.
0.167088 172.
0.237163 172.

i pData (1460 bytes)

fo
40
06
00
00
L

00 bO
05 dc
04 59
22 38
00 01
NN nn

d0 02
9a e/
8e 98
fd
00

LTS

Destination

30.1.134
29.4.89

29.4.89
30.1,.134
29.4.89
30.1.134
29.4.89
30.1.134
29.4.89
29.4.89
30.1.134
30.1.134
29.4.89
29.4.89

do
00
45
00
00
12

00
b
80
80
00

I

07
06 81
de
co
00
A9

Source
172.29.4.89
172.30.1.134
172.30.1.134
172.30.1.134
72.29.4.89
172.30.1.134
172.29.4.89
172.30.1.134
172.29.4.89
172.30.1.134
172.30.1.134
172.29.4,.89
172.29.4.89
172.30.1.134
172.30.1.134
mt

POre:

4f 41 d4 09
19 ac 1le
da 50 S5e 41
b8 76 41
00 00 00 00

A2 Ah RO

Protocel

TCce
TCP

TCP
TCP
TCP
TCP
TCP
TP
TCP
TP
TCP
TCP
Tce
TCP

36504

08 00
01 86
7f 46
7b 42
00 00
28 29

Info -

36504
> slp

sip >
36504

[PSH, ACK] Seq=1 Ack=1 wWin=17520 Len=224
Seq-1 Ack~223 Win-8760 Len=1400
ACK] Seqe=1461 Ack=225 wWin=8760 Lenw |
Seq=225 Ack«2921 Win«17520 Len=0

ACK] Seq=2921 Ack=225 Win«8760 Len=
Seq=225 Ack=4381 wWin=17520 Len=0

ACK] Seq=4381 Ack=225 Win=8760 Len=
S5eq=225 Ack=5841 wWin=17520 Len=0

ACK] Seq=5841 Ack=225 Win=8760 Len=
AcKk] Seq=7301 Ack=225 wWin=8760 Len=
5eq=225 ack=7357 win=17520 Len=0

ACK] Seq=225 Ack=7357 win=17520 Len
Seq=7357 Ack=501 win=B760 Len=0

ACK] Seq=7357 Ack=501 win=8760 Len= ~
! »

> slip
36504
> slp
36504
> slp
36504
> slp
> slp
36504
36504
> slp
> slp

3 Frame 3: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)

7l Ethernet II, 5rc: Cisco_41:d4:09 (00:07:4f:41:d4:09), pst: pellcomp_02:fb:d0 (00:50:d0:02:fb:dD)
i Internet Protocol version 4, src: 172.30.1.134 (172.30.1.134), pst: 172.29.4.89 (172.29.4.89)

# Transmission control Protocal, src

(36504), pst Port: slp (1605), seq: 1, Ack: 225, Len: 1460

45

50
00
00

A

Q0 'ssivesssie OA....E. -
id vsoo@ose auavansse
10 .Y...E.N .PAA FP.
00 “Bioiisa .. VA{B..
00! . svievrnse aredeene -
2 L - L ne

Seq=1 Ack=225 Win=8760 Len=0 =

What do you see as the manifestation of the problem?

Does it correlate with the user experience?

11



Visualizations and Technical Indicators

Destination

q

5 0 000035 172,38
6 0,007812 172.29.3
7 0.187247 172.30.1.1
B 0.369366 172.29.4.89
9 0,131341 172.30,1.134
10 0.045120 172.29.4.89
0,000036 172.29.4.89
0.000028 172,30,1.134
13 O0.888008 172.30.1.134
14 0,167088 172.29.4,89
15 0,237163 172.29.4.89
16 0.004846 172.30,1.134
17 0.171415172.29.4.89
18 0.000020172.29.4.89
13 0,000364 172.30,1.134
20 0.086031 172.29.4.89
21 0,001777 172.30,1.134
22 0.036926 172.29.4.89

23 0.163806 172.30.1.134
24 N OTI3RA 1T IN Y Y34

172.30.1.134
172.30.1.134
172.30,1.134
172.29.4,.89
172.30.1.134
172 29.4.89
2.30.1.134

172.29,4.89
172.30,1,134
172.30.1.134
172.29,4.89

172.30.1.134
172.30.1.134
172.29.4.89

172.30.1.134
172.29,4.89

172.30.1.134

172.29,4.89
173 %0 4 =a

Tcp
<P
<P
<P
TCP
e
<P
P
<P
RPC:390620
e
1390620

e
RPC 1390620
RPC : 390620
RPC : 390620
RPC: 390620
RPC:390620
<P

O - IONEIN

p Seq=1 Ack=225 Win=
[TcP segment of a reassembled POU] 1

[rcP segment of a reassesbled fpu] 1461
slp » 36504 [ACK] Seq=225 Ack=2921 w 225
[TCcP segment of 3 reassembled PDU] 2921
s1p > 36504 [ACK] Seq=225 Ack=4381 w 225
[TCP segment of a reassembled PDU] 4381
s1p > 36502 [ACK] Seqe=225 Ack=5841 & 225
[1CP segment of a reassesbled pPpU] 5841
V8 proc-94 reply (call in 1) 7301
slp > 36504 [ACK] Seq=225 Ack=73S57 w 228
v8 proc-5 €all (Reply In 15) 225
16508 > sTp [ACK] Seqs7357 Ack=501 & 7357
v8 proc-5 Reply (call 1n 13) 7357
v8 proc-5 call (Reply In 18) 501

7537

SOA > slp [Aacx] saq-753? Ack-?ST "
- el

2921

7357
7357
501
301
7537
757
257

1460
1450
0
1460
0
1460
0
1460

S6| Ox76417b42

276 0x75417b42

(=3 I

0
180 0x75417b42
256 Ox74417b42

0
2

slp > 36504 [ACK

WE Arar-T3 #3711
"

Visualization Techniques:

Protocol Decode (forced to RPC)

TCP SEQ+LEN=ACK
Application Transaction ID Column

Why is there a 79 second pause
between the client request and server
response? Take note of the TCP
kDeIayed ACK as well.

Technical Indicators:

TCP ACK

TCP Delayed ACK

Application Delay

N




Correlation of Technical Indicators

No. deltat Destination Source Protocol info tcp.seq tep.ack tep.len .
1 0.000000 172.30.0.71 172.30.1.134 TNS Request, Data (6), pata 1 1 a1
2 0.001004 172.30.1.134 172.30.0.71 TNS Response, pata (6), pata[packetr si 1 92 788
3 0.001222172.30.0.71 172.30.1,134 TNS Reguest, Data (6), Data 92 789 60
4 0.000980 172.30.1.134 172.30.0.71 TNS Response, Data (6), Data 789 152 16
5 0.098316 172.30.0.71 172.30.1.134 TCP 43660 > ncube-Tm [ACK] Seq=152 Ach 152 805 0
6 0.024814 172.20.1.134 172.30.0.7 TNS Response, Data (6), Data[pPacket si 1 1 708
7 0.002122 172.30.0.71 172.30.1.134 TNS Request, Data (6), pata 1 709 60
8 0.001190 172.30.1.134 172.30.0.71 TNS Response, Data (6), Data 9
| a B=00263-8-172.30.0.71 172.30.1.134 TCP 47944 > ncube-Im [ACK] Seg~61 Ack- 1
‘ .1.134 NS rRequest, Data (6), Data 1
1 11 .0.71 TNS Response, Data (6), Data[Packet s1 1 252 540
12 .1.134 TNS Reguest, Data (6), pData[Packet siz 1 1 1155
13 0.001092 172.30°S 172.30.1.134 TNS Request, Data (6), pata 252 341 60
14 0.000450 172.30.0. TNS Request, Data (6), pata 1 1 322
15 0.000006 172.20.1.134 > Response, Data (6), Data 541 312 16
l 16 0.001036 172.30.0.71 172.30. Request, pata (6), parta 725 246
17 0.000260 172.30.0.71 172.30. Reguest, Data (6), Data 557 245
18 0.001092 172.30.0.71 172.30. Request, Data (&), bata 1 152 .
¢ m == ’
Technical Indicators: Why does the Remedy Server
stop talking to the Database for
BEEY, 59 seconds after ACKing all
TCP SEQ+LEN=ACK \_responses???

Application Request/Response Behavior

13



End to End Visualization

Remedy
Server

Client

Database
Server

Sport: EPH Dport: 1605
| RPC Call

Sport: EPH Dport: 1521

DB REQUEST

Client IP: 172.30.16.163
Server IP: 172.30.1.134

Dport: EPH Sport: 1605

Client IP: 172.30.1.134
Server IP: 172.30.0.71

Sport: 1521 Dport: EPH

DB RESPONSE

Client IP: 172.30.16.163
Server IP: 172.30.1.134

Client IP: 172.30.1.134
Server IP: 172.30.0.71

Sport: EPH Dport: 1521

l

DB REQUEST

v

Client IP: 172.30.1.134
Server IP: 172.30.0.71

Sport: 1521 Dport: EPH

l
%

DB RESPONSE

Dport: EPH Sport: 1605
RPC REPLY |

Client IP: 172.30.16.163
Server IP: 172.30.1.134

Client IP: 172.30.1.134
Server IP: 172.30.0.71

14



What are Technical Indicators?

Assuming the correct packets have been captured, the problem will
always exist inside of the packets.

Technical Indicators are feedback mechanisms found in packet
communications. (sometimes you really have to dig for them)
They are not symptoms.

® | tend to avoid using the word symptom as people tend to associate it
with being the cause.

Problems will exist inside of packets in several ways
® Explicit packet feedback mechanisms
Implicit packet feedback mechanisms
Extrapolated Data and Measurements

|
|
® Behavior and Relationship Based (Correlation)

15



Feedback Mechanisms

= Asssuming the correct packets have been captured, the problem will
always exist inside of the packets.

= Problems will exist inside of packets in several ways

— Explicit packet feedback mechanisms:
« TCP (FIN, RST)
« Application Messages
* |ICMP return types/codes.

— Implicit packet feedback mechanisms:
* Timing
« Behavior
* Other Correlative Factors

— Extrapolated Data and Measurements
- Latency

» Throughtput v

« Examples, Behavior, Relationships

Complexity
Increases

16



Explicit Feedback Mechanisms

m ’

fNo deltat relt Destination Source Protocol Info tcp.seq tcpack tcp.len
| 1 0.000000 0.000000 68.87.87.4 68.87.87.159 LDAP  searchRequest(130) "ou=Customer ,o-Comcast" 1 1 500
\ 2 0.002066 0.002066 68.87.87.159 68.87.87.4 LDAP searchresentry(130) “cstCustGuid=321455421 1 501 761
| 3 *REF* "REF* 68.87.87.4 58.87.87.159 LDAP searchRequest(l13l) "cstCustGuid=3214554217 501 762 195
| 4 0,4181%4 0, 41&194 66.87.87.159 68.87.87.4 LDAP [TCP Retransmission] searchReseEntry(130) * 1 S01 761
5 8 68.87.87.4 68.87.87.158 TCP [TCP Dup ack 3#1] 52123 > ldap [ack] Seq=6 696 762 0
6 68.87.87.4 68.87.87.159 LDAP [TcP Retransmission] searchrequest(131l) "c 501 762 195
7 68.87.87.15% LDAP [0 resulrs) 762 696 135
8 .87.57 : e ‘
| . 5 68.87.87.4 68.87.87.159 S e Seq-l 1331 777 0
| 10 0.000276 2.061005 WB.87.87.159 68.87.87.4 LDAP  extendedRegp(0) i50.3.6.1.4.1,1466.20036 777 131 39
| 11 0.004222 3,.065227 68 87 87.15%9 68.87.87.4 TCP idap > 521 [FIN, ACK] Seq=816 Ack=1331 816 1331 (4]
| 12 0.000051 3.065278 68.8 68.87.87.159 TCP 52123 > ldap\ [ACK] Seq=1331 Ack=817 win=32 1331 817 )
| 13 0.000475 3.065753 68.87N7. 68.87.87.159 TCP 52123 > ldap \FIN, ACK] Seq=1331 Ack=817 w 1331 B17 0
{ 14 0,000179 3.065932 68.87. 68.87.87,.4 <P 1dap > 52123 K] Seq=817 Ack=1332 win=-49 817 1332 0
|

v Frame 8: 701 bytes on wire (5608 bita\, 701 bytes captured (5608 bits)
i Ethernet II, Src: Oracle_8l:37:27 (00:N:4F:81:37:27), O5T: MS-NLE-PhysServer\12 db:57:57:04 (02:0c:db:57:57:04)
= Internet Protocol version 4, Src: 68.87.W.159 (68.87.87.159), Dst: 68.87.87.4\(68.87.87.4)
version: 4
Header length: 20 bytes
<= pifferentiated services rField: 0x00 (pscp O
Toral Length: 687
Identification: Oxd836 (55350)
+ Flags: 0x02 (pon't Fragment)
Fragment offset: 0
Time to live: 64
protocol: TCP (6)
+ Header checksum: O0xD000 [validarion disabled]

: pefault; ECN: OxD0: NOt-ECT (NOY ECN-Capable Transport))

Application Gives Up!

Technical Indicators: 2
Why is TCP waiting 3 seconds to
Explicit. Application Feedback retransmit the first lost segment?

Timing (Delay)



Implicit Feedback Mechanisms

No, rel.t Destination Source Protocol Info tcp.seq tcpack tcplen .
1 0.000000 172.20.95.132 172.20.93.32 5SSH Encrypted reguest packet len=1460 1 1 1460

. 2 0.000004 172.20.95.132 172.20.93.32 sSsH [TCP Previous segment not captured] Encryp 2921 1 1460

. 3 0.000010 172.20.93.32 172.20.95.132 TCP ssh > 57648 [ACK] Seq=49 Ack=1461 win=2255 49 1461 0

| 4 0.000017 172.20.95.132 172.20.93.32 SSH encrypted reguest packet Ten=1460 4381 1 1460

" 5 0.000022 172.20.93.32 172.20.95.132 TCP [TCP Dup ACK 3#1] ssh > 57648 [ACK] Seq=49 49 1461 0

| 6 0.000028 172.20.95.132 172.20.93.32 ©SSH Encrypted reguest packet len=1460 5841 1 1460

| 7 0.000034 172.20.93.32 172.20.95.132 TCP [Tcp Dup ACK 3#2] ssh > 52648 [ACK] Seq=48 49 1461 0

_ /

Neo. relt Destination Source Protocol Info ) = = tcp.seq tcpgfk tcp.len -
421 0.006996 172.20.95.132 172.20.93.32 SSH Encrypted request packer Jen=1460 310981 97 1460
422 0.006999 172,20.93.32 172.20.95.132 T1CP [TCP Dup ACK 244#289] ssh > 57648 [ACK] Seq 7 1461 0
423 0,007040 172.20,95.132 172.20,93.32 SSH Encrypted request packer Jen=1460 31244 a7 1460
424 0.007046 172.20.93.32 172.20.95.132 TCP [TCP Dup ACK 244#90] ssh > 57648 [ACK] Seq 1461 0
425 0.007057 172.20.95.132 172.20.93.32 SSH Encrypted request packet Ten=1480 3134 97 1460
426 0.007063 172,20.93.32 172.20.95.132 TCp [TCP Dup ACK 244#91] ssh > 57648 [ACK] Seq 97 1461 0
427 0.007069 172,20,95.132 172.20.93.32 SSH Encrypted request packer len=1460 5361 97 1460
428 0.007073 172.20.93.32 172.20.95.132 TCP [TCP Dup ACK 244#02] ssh > 57648 [ACK] Seq a7 1461 (o}
429 0.007078 172.20.95.132 172.20.93.32 SSsH Encrypted request packet Ten=1460 316821 97 1460

| 430 0.007082 172.20.93.32 172,20.95.132 TCP [TCP Dup ACK 244#93] ssh > 57648 [ACK] Sey 97 1461 0
431 0.007085 172.20.95.132 172.20.93.32 SSH Encrypted request packet Jen=712 318281 97 712
| 432 0.00708B9 172.20,.93.32 172.20.95.132 TCP [TCP Dup ACK 244#847] ssh > 57648 [ACK] feq 97 1461 0
433 0.009087 172.20.93.32 172.20.95.132 SSH Encrypted response packet len-48 97 1461 48
434 0,04 B 172,20.95.132 172.20.93.32 TCP 318993 145
172.20.95.132 [

Technical Indicators:

TCP Retransmission

Timing (Delay)
Behavior (not Fast Retransmitting)

Z

duplicate ACKs?
\,

Why did .32 not Fast Retransmit after receiving 3

N\

S

. lost segment?

Why did .32 wait 200ms before retransmitting the

S

18




Extrapolated Data & Measurements

- W W s = =
M Endpoints: iperf_test.pcap

= ——_— -

o (2

| Ethernet; 3Vl.‘—xn~'c':)'.;mt‘.:17|_ FDDI| TPvd: 2 -’_f".rﬁl li—’.'l JXTA | NC l RSV ’J- SCTP ]TCP‘Z] Token rm.] UFI usd | VLAN |
IPv4 Endpoints
Address ¢ Packets ¢ Bytes ‘ x Bytes 4 RxPackets ¢ ReBytes ¢ Latitude ¢ Longitude '
17228851% 9209 11426 8 7456 11311464 1753 115430 = -
1722713713 9209 11 426894 1753 115430 745 11311464 - - ||
|
0
[V Nameresolution || Limit to display filter !
() o) [ = |
Ml Wiresharic 216 Expert Infos - W e snjolE)

|Errors: 0 (0) Wamings: 2 (43) |Notes: 55 (168) | Chats: 4 (5) | Details: 216 | Packet Comments: 0

4 Coynt

;Group 4 Protocol 4
| ® Sequence TCP

Previous segment not captured (common at capture start)

B = -

| Close |

Technical Indicators:

Lost Packets and TCP Retransmissions

Packet Loss = 0.003 (.3%)

19



Finding Round Trip Latency

M iperf testpcap [Wireshark 1107 (v1.10.7-0-g6b931a1 from master-1.10)] o B e S

File Edit View Go Capture Analyze Statistics Telephonx JTocls Intemals Help
CCAMI ERRXBD Ve DT I QD @EM % B
Filter [lexpressnon... Clear Apply Save
No. deltat * Pestination Source Protocol Info *
7813 0.049236298 pR72.27.37.13 172.28.85.156 TCP 46646 > commplex-link [ACK] Seq=9171745 Ack=1 Win=5888 |
9084 0.049224853 R72.27.37.13 172.28.85.156 TCP 46646 > commplex-1ink [ACK] Seq=10722265 Ack=1 win=5888
8243 0,0409217225 R72.27.37.13 172.28.85.156 TCP 46646 > commplex-link [ACK] Seq=9697345 Ack=1 wWin=5888 |
3§ 0.049203873 R72.27.37.13 172,28,85.156 TCP 46646 > commplex-1ink [ACK] Seg=1 Ack=1 Win=5888 Len=0
23 0.049198151 L72.27.37.13 172.28.85.156 TCP 46646 > commplex-Tlink [ACK] Seq=117035 Ack=1 win=5888 Let
63 0.049182892 p72.27.37.13 172.28.85.156 TCP 46646 > commplex-1ink [ACK] Seq=49665 Ack=1 Win=5888 Le!
7034 0.049177170 27.37.13 172.28.85.156 TCP 46646 > commplex-Tink [ACK] Seq=8208145 Ack=1 win=5888 |
31 0.049169540 .27.37.13 172.28.85.156 TCP 46646 > commplex-link [ACK] Seq=26305 Ack«l wWin=5888 Le:
8184 0.049148560 R72°0RL.37.13 172.28.85.156 TCP 46646 > commplex-Tink [ACK] 5eq=9627265 Ack=1 win=5888 |
89373 0.049148559 §72.27. 13 172.28.85.156 TCP 46646 > commplex-link [ACK] Seq~10533925 Ack«=l Win=5888
7053 0.049148559 L72.27.37.1 172.28.85.156 TCP 46646 > commplex-Tink [ACK] Seq=8227125 Ack=1 win=5888 |
14 0.049144745 R72.27.37.13 .85.156 TCP 46646 > commplex-link [ACK] Seq=2945 Ack=1 win=5888 Len:
9209 0.049139023 §72.27.37.13 TCP 46646 > commpiex-Tink [ACK] Seq=10879002 Ack=2 win=5888
887¢q 0.049133301 p72.27.37.13 172.28. TCP 46646 > commplex-link [ACK] Seq=10463845 Ack=1 wWin=5888
8793 0.049131393 72.27.37.13 172.28. 46646 > commplex-1ink [ACK] Seq=10382085 Ack=1 win=5888
91364 0,049125672 472.27.37.13 172.28. 46646 > commplex-1ink [ACK] Seq=10786505 Ack=1 win=5888 ~
‘ »
| © 7 File: "\\cable\eng-dfs\Users2\kbums00\proj... uw | Profile: Default

Round Trip Latency = 49ms

Technical Indicators:

Timing (Round Trip Time) Sorting by Delta Time lets us see the round trip latency !!




Throughput Measurement

http://www.switch.ch/network/tools/tcp_throughput/
Maximum throughput with a TCP window of 64 KByte and RTT of 49.0 ms <3

= 10.45 Mbit/sec.

/ A
o == T
M Conversations: iperf testpcap

T ~

B - —-— i = ' E‘
E:hemetzlhw-.- n:-nr-:!}r 0 IPvd:1 |0 i px |

U | P aF i' “-“‘a ‘ >4 |TCP:li | oken ‘H]] U} l USE

IPvd Conversations
Address A ¢ Address8 4|bps A-B 4 Hackets A—B8 4 Durztion ¢ Bytes A—B ¢ Packets A—B 4 Bytes A—B ¢ Bytes

4 RelStart 4 Packsts 4 bps A—B
1753 115430 114284 0000000000 9203 72733
'

V' Name resolution || Limit to display

Help | Copy |

Close

Throughput is at 70% of theoretical max using 64K Buffers

J

[ Window scaling is enabled. Shouldn’t it have more TCP tx buffers to use?

MNa deftat

Source

Destmation Protocol Info
0.000000 172.27.37.13 172.28.85.156 TCP

1 46646 > commplex-1ink [SYN] Seq=0 win=5840 Len=0 MSS=1460 SACK |
2 0.000086 172.28.85.156 172.27.37.13 TCP
3

PE 1 wS=128
commplex-Tink > 46646 [SYN, ACK] Seqe=0 Ack=1l win=5840 Len=0 MSS=14 SACK_PEAM=1 wS<128
0,049204 172.27.37.13 172.28.85.156 TCP 46646 > commplex-1ink [ACK] Seg=l Ack=1 Win=5888 Lernw0
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Useful Technical Indicators

= Timing Based =  Application Based
— Delta Time — Transaction ID’s
« Latency / Delay measurements —  Control Messages
— Relative Time *  Open, Close, Abort
* Throughput and Response Times »  Measurements
— Absolute Time —  Service Response Time
» Correlation to log files — Latency & Throughput
= TCP Based —  Other Delay

— SYN, FIN, Reset
— Retransmissions & Out of Order Packets

— ACKs: Dup, Triple, Delayed, SACK

—  Windowing: Window Size & Window Full
Messages

22



Techniques

» Standard Columns
— Delta Time: Sorting to find latency
— Relative Time: Find request/response delays
= Custom Columns
— IP:ip.ttl, ip.id
— TCP: tcp.seq, tcp.ack, tcp.len, tcp.options.sack
— Application Specific (transaction/message IDs)

= Service Response Times
— Use to find application delays
= Expert
— Best used to look for TCP behavior (reactions to conditions on the wire)

23



Techniques

= |P Based
— Use TTL column to visualize packet flow through routers
— Use IPID column to visualize packet loss.

= TCP Based

— Out of Order Packets: Look for SACKSs in opposite direction. Indicates
possible packet loss or network queuing or async routing issues.

— ACK: Useful to prove a request arrived at a destination

— Dup ACKSs: Triple Dup ACKs indicate host not using Fast Retransmit
algorithm.

— Delayed ACKs: Indicates TCP waiting for an application.

— Windowing: Full windows may indicate application problems or lack of
TCP buffering (scaling needed).

24



Techniques

= Application Based

Always attempt to decode the application layer.

Look for hints in the packet hex bytes that may indicate what the
protocol is.

Look for explicit messages that indicate application behavior or reactions
to conditions on the wire.

Find protocol fields that allow you to track requests and responses.

Associate application messages and behavior to reactions and recovery
mechanisms in the transport layer (ie: TCP).

25



Case Study: Slow Database Transactions

Application
Performance degredation with database transactions.
We were told LDAP was used as the database exchange method.

Symptoms

® Transactions which should take less than one second are taking up
to (5) seconds causing the application to disconnect.

® Network path appears to be clean. No obvious loss or latency.

Manifestation
" Problem manifests as delay
" |ocation of Delay uncertain.
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:
:

Indes ¢ Procedure ¢ Caite = Mo SKT ¢ M SRT ¢ g SAT A
Technical Indicators:

No obvious or relevant indicators found.




Case Study: Slow Database Transactions

M sow |dap transactonsocap  [Wireshark L10.7 (vL10.7-0-g6b931a1 from master-1.10}] : ]'“_"’____‘El_ﬁ
File Edit View (o Capture Analyze  Statistics Telephony Jools Internals Help
o ama R Aes9F2 [ aaan @gNR% B

|| Filter: vi[xpmsm_ Clepr Apply Save

Nao, dalta.t Destination Savrce Pretacol Info - - -
58 0.000025 76.96,31.11 24.40.31.172 <P 38488 > 11539 [ACK] Seqe=82 ACKk=15 Win=52528 Len~0
59 0.000388 76.96,.31.11 24,.40,.31.172 TP 38510 > 11539 [pPsH, ACK] Segel Ack=1 Win=51456 Len-81
60 0.011190 24.40,31,172 76.96.31.11 TCP 11539 > 38859 [ACK] Seq=1l Ack=82 wWin=139316 Len=0
61 0.066221 24.40.31.172 76.96.31.11 TCP 11539 > 38510 [ACKk] Seqel Ack=82 Win=48695 Len=0
2 0.784925 24.40.31.172 76.96.131.11 TCcp 11530 5> 38598 [PsH, MK] Segq=103 Ack=325 Win=48695 Len=34
63 0.000169 76.96.31.11 24.40.31.172 TP 38598 » 11539 [PSH, ACK] Seq=325 Ack=137 Win=53600 Len=81
54 0.077834 24.40.11.172 76.96.31.11 ce 11539 > 38598 [ACK] Seqe=137 Ack«406 Win=46635 Len=0
65 0.011217 24.40,.31.172 76.96.31.11 TP 11539 > 38598 [PS5H, ACK] SeQe=137 ACKk<406 Win«48695 Len34
66 0.000122 76.96.31.11 24.40,.31.172 e 38598 > 11539 [PSH, ACK] SeqedD6 Ack«171 Win=53600 Len-81
7 0.116289 24.40.31.172 76.96.31.11 TCP 11539 > 38598 [ACk] Seq-171 Ack=487 Win=2i695 Len«0

0,7 172 >

[PSH, ACK] 171 ACK=487 Win=48695 Len=-34 -,
.

m

4 Checksum: Oxc3cd [validation disabled] -
1 [sEQ/ack analysis]
pata (34 bytes)

pData: 301202013¢640d04096f 3043676663617 3743000300¢0201. ..

[Length: 34} .

0000 ac 16 2d a6 30 BO 00 17 oOf ff 20 OD OB 00 45 00 es=tQies o3 JisEs
0D10 OO0 4a 36 €8 40 00 30 06 70 87 4c 60 1f Ob 18 28 .36.2.0. p.t7..L(
0020 1f ac 2d 13 96 c6 16 ef 91 78 04 a9 62 97 50 18 ceMiases -X..bh.P.
0030 7 €3 c4 00 DO b4 Od 02 09 ©

0040
0050

L) v
02 uCome st 0.0, .. <o

........

@ ™' Data (data.data), 34 bytes Packets: 1. | Profile Default

Technique

Look in Hex Data for a hint on what the protocol may be.




Index ¢ Procedure ¢ Calls ¥ Min SRT ¢ MaxSRT ¢ Avg SRT
3 Search 502 0080458 2034575
0 Bind 6 3542014 13435234

Technical Indicators

LDAP Bind Time is very slow.

-



Case Study: Slow Database Transactions

/6 96.31.11

‘ slow_bind_sessions. peap I\Vneshark 1107 (v1.10. 7-0-96!:93131 from master-1. 10)) r=nrg
Enle gdn ycew Go Qaptuvc Anot)‘e Stat»st:c< Telephony Jools |[ntemals Help
coamy EaR@ Aes0T2 EEaan @XM % B
|| Filter T|E:tpress:on... Clear Apply Save |
'|Ng. delta.t Destination Source Drmocol src.port t(p.dn Info message]D .
E 0.00000075;96.31;11 1{:{‘0;3_1‘.‘—17"‘2-‘ TCP 38003 11539 39003 > 11539 [SYN] Seqel Winet =
2 0.079642 24.40,31.172 76.96.31.11  TCP 11539 39003 11539 > 39003 [SYN, ACK] Seq=0
3 0.000015 76.96,31.11 24 40.31.172 TCP 39003 11539 39002 > 11539 [ACK] Seg=1 Ack=]
4 0 000298 76.96.31.11 .40.31.172 LDAP 39003 11539 bindrequest(1l) "cn=pcsAppuser,c 1
5 - TCcP :
7 raaaas ; 24.40.31.172 TCP 39003
8 0.000138 A1 24.40.31.17 2 LDAP 39003
9 0.076977 24.40,317 76.96.31.11 -
10 0.009529 24.40.31.172
11 0.039927 76.96.31.11

39003 11539 > 39003 [ACK] Seq=1 Ack=¢

Re nsel. SUCCesS ,
11539 39003 > 11539 [ACK] SeG=85 AcCk=
11539 searchrequest(2) "ou=mailedgep:
39003 11539 > 39003 [ACK] Seg=15 Ack=
39003 searchRespone(2) success [0 re
11539 39003 > 11539 [ACK] Seq=221 Ach

N

N

Why does it take the LDAP
server nearly 5 seconds to
respond to the Bind request??
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Case Study: Sudo Command Slow

Application
UNIX servers and VMs.

Symptoms

® UNIX admins are reporting very slow response times running SUDO
level commands.

® Network path appears to be clean. No obvious loss or latency.

Manifestation
" Problem manifests as delay
" |ocation of Delay uncertain.
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Index 4 Procedure 4 Calls ¥ Min SRT 4 Max SRT ¢ Avg SRT
3 Search 2104 0000423 0070427

0 Bind 1 0000214 0000214




Case Study: Sudo Command Slow

M udo_siowpcap [Wireshark 1.10.7 (v1.10.7-0-g6b931a1 from master-1.10)] e e S
Lfde Edit View Go  Capture Analyze Statistics Telephony Tools Internals Help
le@a-..‘ EEX@ Ao TL2 EEFQQQAD $2M % &

A

13 Expression,.. Clenr Apply  Save

\ Filter:

Protocol Info

- doers ,dc=comcast ,dc=com |\
L.205 172.28.154.19 Loap  searchrestEntry(4) "cn=SEO_uUnix_ESP_Nonprod#SE0_u
172.28.154.19 LpaP searchReseEntry(2) "cn-defaults,ou~sudoers,dc=com
? LDAP searchrRespone(3) success [0 results]
LDAP searchResentry(4) "cn=SE0_Unix_MDS_NonProd#seo_u
LDAP searchresentry(4) "cn=SE0_unix_MDS_NonProd#SEo_ul
LDAP  searchReseEntry(4) "cn=-wW_DIV_CRAN_TWIN_XOCROUTER_ I
LDAP  searchReseEntry(4) "cneSEC_Unix_AppMomt_Prod#SEO.!
LDAP searchresentry(4) "cn=SEQ_uUnix_sB855_Infrastructu

7 50 1
15 0.0005893 113
9 0.000459671 17
17
17

S g

13 0.000423432
22 0.000282288
20 0.000268937 17
2076 0.000265121 17
184 0.000265121 172,
18 0.000244141 17 2.

NNNNNNN
-~
.

IO <1~~~

“cn=seo_un1x_s1temindérCA_sonm

028,154

’ i 172 Q searchresentry(4)
2264 0.000 26974 172 27.16.205 172.28.154.19 searchResentry(4) "cn=crs_tTesStFCRAN_ROUTER_WRITE
3111 0.000198364 172.27.16.205 172.28.154.19 searchResentry(4) "cn=W_DIV_CRAN_CAL XOCROUTER.C
1037 0.000190735 172.27.16.205 172.28.154.19 2 searchresentry(4) "cn=DEVICES_NETSD_BBONE_ROUTER
3039 0.000186920 172.27.16.205 172.28.154.19 LDAP qearchresentry(4) "cn=C_DIV_CRAN_ATL_XOCROUTER_C
2005 0.000186920 172,27.16.205 172.28.154.19 LDAP saprchResentry(4) "cn=NE_DIV_CRAN_WNE_XOCROUTER_¢
293 0.000185012 172.27.16.205 172.28.154.19 LDAP \ “cn=SEO_ApplicationSD_SIK#SEQ.
1860 0.000183105 172.27.16.205 172.28.154.19 LDAP "en=C_DIV_CRAN_ATL _XOCROUTER_C
3074 0.000181198 172.27.16.205 172.28.154.19 Lpar "CN=NE_DIV_CRAN_BELT_XOCROUTER. ~

e :" File: "E\sharkfest\sudo_issue\sudo_slow.pca... | Packets: 3296 . Displaye... | Profile: Default

AN

Technical Indicators
Sorting by Delta Time manifests obvious delays!

Large delay seen in delta time



Case Study: Sudo Command Slow

3293 97.72184

3296 0,000009537 97

<

No. = deltat rel.t
3277 0.000009537 0,124540329
3278 0.000017166 0.124557495
3279 0.000024796 0.124582291
3280 0.000005722 0.124588013
3281 0.000020981 0.124608994
3282 0.000022888 0.124631882
3283 0.000005722 0.124637604
3284 0.000019073 0.124656677
3285 0.000024796 0.124681473
3286 0.000017166 0.124698639
3287 0.000007630 0.124706269
3288 0.000036239 0,124742508
3285 0.000007630 0.124750138
3290 0.000026702 0.124776840
3291 0.000001908 0.124778748

. 846910477

4

Destination

172.
172.
172,
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
2 97.846632004 172.

i,

28.
27.
27.
28.
27.
27,
28.
27.
27.
28.
.16.205
27.
28.
.16.205
.16.205
28.

27

27

27
L4

154.19
16.205
16.205
154,19
16. 205
16,205
154,19
16.205
16.205
154.19

16.205
154.19

154.19

28.154.19

Source

172.27.
172.28.
172.28.
172.27.
172.28.
172.28.
172.27.
172.28.
172.28.
172,27,
172.28.
172.28.
172.27.
172.28.
172.28.
172.27.
172.27.16.

~

16. 205
154.19
154.19
16. 205
154,19
154.19
16,205
154.19
154.19
16.205
154.19
154.19
16. 205
154.19
154.19

172.27.16. 205

Protoco! Info

TCP

LDAP
LDAP
TCP

LDaP
LDAP
TCP

LDAP
LDAP
TCP

LDAP
LDAP
TCP

LDAP
LDAP
TCP
LDAP

TCP

&) l.t" File: 'TP-.‘Ghadcfe#t\su&o_tssueisudé_sibw.pca.,. | Packets: 3296 ADrsplayed 3296(1@ Pro G

52603 > ldap [ACK] Seq=285 Ack=

52603 > ldap [ACK] Seq=277 Ack=2870966 win=
searchresentry(4) "cn=esbP_prlatform_Nodes_p
searchresentry(4) "cn=eBDP_Platform _Nodes_N
52603 > ldap [ACK] Seq=277 Ack=2871855 win=
searchresentry(4) "cn=eEgbP_Platform_Nodes_N
searchresentry(4) "cn=EBDP_Edge Nodes_pProd#
52603 > ldap [ACK] Seq=277 Ack=2872732 win=
searchResentry(4) "cn=EBDP_Edge_Nodes_prod#
searchResentry(4) "cn=EBDP_Edge_Nodes_NonPr
52603 > ldap [ACK] Seq=277 Ack=2873597 Winm
searchrResentry(4) "cn«EBDP_Edge_Nodes_NonPr
searchResentry(4) "cneTempAccess_gdavil001#
52603 > ldap [ACK] Seq=277 Ack=2874595 win=
searchResentry(4) "cn=Devices_Labops_unix_1
searchrespone(4) success [445 results]
52603 > ldap [ACK] Seq=277 Ack=2875094 win=
unbindrequest(5)

875095 Win=
’

o —

Technical Indicators

LDAP Unbind Time is very slow.

—

Client waits 97 seconds before
unbinding the LDAP connection.
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What is Correlation?

= The goal of correlation is to map the problem’s method of
manifestation to what is happening in the packets !!

= The process of correlating technical indicators must be understood,
you cannot automate anything you have never done manually.

* You need to understand the protocols and the tools, know how
Wireshark thinks !!!

.| ~
7 AN
v\ B N
& TR

/ [ N\ \
Y, N
,'/ f/ l \‘ \\".
L\ ‘ — A\
Q — ) T ¥
\ ‘\ ,"" ,/'
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Correlation Best Practices

The correlation process starts by understanding how a problem
manifests itself.

Get as much information from the users and technical staff as
possible.

Ask how it is known the problem actually exists.
Always analyze from the client’s perspective first.

Look for small patterns that can represent the problem as a whole.

— A complex problem can often be represented by 10 packets or less.

Visualize and understand requests and responses. Be the app!!

— You cannot automate this part unless you understand how to do it
manually.

Understand the relationship between different technical indicators.

Use visualization techniques for large amounts of packets.
— Graphs, expert, column sorting.

36



Packet Based Correlations

No, deltat Destination Source

1 0. 000000 68.85,204.170 76.96.25.70

2 0.000019 76.96.35.70 68.85.204.170
3 0.001153 68.85.204.170 76.96.35.70

4 0.000018 68.85.204.170 76.96.35.70

5 0.000015 76.96.35.70 68.85.204.170
6 0 000014 76.96.35.70 68.85.204.170
7 76.96.35.70 68.85.204.170
8 68 §5.204.170
9 g

0 0.000311 657855 204.170 76 96. 35, 70

Protocol Info

TP
TCP
e
TCP
TCP
TCP
TCP

HTTP

TCP

40335 > afs3-viserver [SYN] Seq=0 Win=5840 Len=0 MSS=1460 |
afs3-viserver > 40335 [SYN, ACK] 5eq=0 Ack=1 win=5840 Len=
40335 > afs3-viserver [ACK] Seg=1 Ack=1 Win=6144 Len=0
[TcP segment of a reassembled poul

afs3-viserver > 40335 [ACK] Seq~=l Ack=257 Win=6912 Len=0
[Tce segment of a reassembled Poul

[TcP segment of a reassembled PDU]

HTTP/1.1 100 Continue
I : ACK] Seg=27 AC

its3-viserver > 40335
[TCP Dup ACK 4#1] 403 "s -viserver [ACK] Seq=257 Acks=
)

m

Technical Indicators

TCP Reset
Delay (delta time)

TCP Reset correlates to a 1 second time out !
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Behavior Based Correlations

Ml o cicocop WresherkB 107 (IGTO gueantal from meter L0 UMM | =i

File ﬁdit Yiew Go Capture Analyze Statistics Telephonx Jools [ntemals Help

o AMd ERXZ2 R¢*»aTFT 2 EE QaAaQAD $B0M % B

Filter: 3 Bxpression.., Clear Aoply Save

‘No. rel.t Destination Source Protocol Info ﬂcp.seq tcp.ack tep.len \h

1 0.000000 67.178.2.242 68.87.8.74 COPS COPS Keep-Alive (ka) 1 1 8
2 0.003990 68.87.8.74 67.178.2,242 COPS  COPS Keep-Alive (KA) 1 9 8
3 0.203947 67.178.2.242 ©B.87.8.74 TCP pktcable-cops > 51454 [ACK] fec 9 9 0
4 2.873947 76.96.180,242 68.87.8.74 COPS COPS Keep-Alive (Ka) 1 1 8|
5 2.875502 68.87.8.74 76.96.180.242 COPS COPS Keep-alive (KA) 1 9 8|
6 3.072271 76.96.180,242 68.87.8.74 TCP pktcable-cops > 54298 [ACK] fec 9 9 0|
7 4,256548 67.178.2.242 ©8.87.8.74 COPS  COPS Keep-Alive (Ka) 9 9 8
8 4.260500 68.87.8.74 67.178.2.242 COPS COPS Keep-Alive (KA) 9 17 8 ‘
9 4 2460304 67.178.2.242 68.87.8.74 TCP pktcable-cops > 51454 [ACK] 5% 17 17 o/
0 €7.178.2.242 6B.87.8.74 17 : 6

Technical Indicators

TCP columns allow us to prove all keepalives
were received yet the application still times out

TCP SEQ-ACK-LEN )
SRR after 10 seconds and closes the connection.

Relative Time
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Data Extrapolation Revisited

M Conversations: iperf test.pcap

B a2 e
-. -. -_—
o — e

e
-

- .

OO [P 1‘1 5 | NP I RSYP | 5C1 l ICP:II loken Ring UM'I :'::fi

Ethemet:2l Fibre Channe! P I LIA
P4 Conversations

Address A ¢ Address B ¢
172273713 1722885156 712742927

7456 12693 11311464 1753 115430 11426894 0.000000000 9209

7 Name resolution | Limit to display filter

t!elpﬁ t Qcpi 4 sallow Strean swraph A—E Graph B—A i QIOSG |

[7Mb/sec with .3% packet loss ]

it} Sequence TCP

‘ Wireshark: 216 Expert Infos - - - e _— ._- - (=] -y
i ;
' | Errors: 0 (0) | Wamings: 2(43) ﬁNotes: 55 (168)‘7I Chats: 4 (5) | Details: 216 | Packet Comments: 0

| Group 4 Protocol 4 : 4_Count 4

Previous segment not captured (common at capture start)
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Correlation of Bytes in Flight and Receiver Window Size indicates inefficient use of
available receiver buffers...... but why?

40



Can you spot the correlation that visualizes the problem?

\




Correlation Techniques

= Know where the analyzer is

— Use TTL value to determine the location of packet collection
= |dentify Client and Server

— Always analyze from the perspective of the client first

» |dentify Requests and Responses

— Important to be able to measure transaction times and understand
application behavior.

= Associate Packets to Process
— Look for manifestation behavior in the packets
— Utilize hex data to learn more about the application

» ook for obvious timing indicators that can be correlated with
behavior. Common timers are: 1, 2, 5, 10, 30,60,120... (seconds)

= Reduce the scope of the problem to as few packets as possible.

— Concentrate on single sessions.
42



Case Study: Radius Authentication

0o SN wn & W R

o
L

CO0CO0O0O0OQOHOCOOMHFOOOOOOQOOHOOO o] OF

. 000008
. 000013
. 000759
. 000029
.454033
. 000013
.000012
. 000698
. 673942
. 000012
. 000015
. 011410
. 000028
. 354180
. 000017
. 000004
. 001219
. 693790
. 000013
. 000004
. 000813
. 892666
. 000015
. 000017
. 000820
. 000052

. 000008
. 000021
. 000780
. 000809
454842
.454855
. 4548567
.455565
. 129507
. 129519
.129534
. 140944
. 140972
-495152
.495169
.495173
.496392
. 190182
. 190195
. 190199
.191012
. 083678
. 083693
. 083710
. 084530
.084582

Destination

172. 30.
172. 30.
69,252,
69, 252,
172, 30.
172, 30.
172.30.
69.252.
172. 30.
172. 30.
172, 30.
69.252.
089.252,
172, 30.
172.30.
172, 30.
69, 252.
172, 30.
172. 30,
172. 30,
69.252.
172. 30.
172.30.
172, 30.
69, 252.
69.252.

16.147
16.147
208.133
208B.133
16.147
16.147
16.147
208.133
16.147
16.147
16.147
208.133
208.133
16.147
16.147
16.147
208,133
16.147
16.147
16.147
208.133
16.147
16.147
16.147
208,133
208.133

Source

09.252.
£69. 252.
172. 30,
172. 30.
689, 252,
69. 252,
69.252.
172.30.
69. 252.
69. 252,
69, 252,
172, 30.
172. 30.
69.252.
69. 252.
69. 252,
172.30.
69, 252.
69. 252.
69.252.
172. 30.
69. 252.
.208.133
. 208,133
172.30.
172. 30.

£69.252
69,252

208.133
208.133
16.147
16,147
208.133
208,132
208.133
16.147
208.133
208.133
208,133
16.147
16.147
208.133
208.133
208.133
16.147
208.133
208.133
208.133
16.147
208.133

16,147
16.147

Protocol Info

RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS

Accounting-Request(4) (1d=118,
Accounting-request(4) (id=118, 1=463)
Accounting-rRequest(4) (id=118, 1=463)
Accounting-Response(5) (id=118, T=20)
Accounting-Response(5) (id=118, 1=20)
Accounting-Request(4) (id=118, 1=510)
Accounting-Request(4) (id=118, 1=510)
Accounting-Request(4) (id=118, 1=310)
Accounting-Response(5) (id=118, 1=20)
Accounting-Request(4) (id=118, T1=491)
Accounting-Request(4) (id-118, T=491)
Accounting-Request(4) (id=118, 1=491)
Accounting-Response(3) (id=118, 1=20)
Accounting-Response(s) (id=118, 1=20)
Accounting-request(4) (id=118, 1=510)
Accounting-rRequest(4) (id=118, 1=510)
Accounting-Request(4) (id=118, 1=510)
Accounting-Response(5) (id=118, 1=20)
Accounting-Request(4) (id=118, 1=534)
Accounting-request(4) (id=118, 1=534)
Accounting-Request(4) (id=118, 1=534)
Accounting-Response(5) (id=118, 1=20)
Accounting-Request(4) (id«118, 1«506)
Accounting-Request(4) (id=118, 1=506)
Accounting-Request(4) (id=118, 1=5086)
Accounting-Response(5) (id=118, 1=20)
Accounting-Response(s) (id=118, 1=20)

How do we find and visualize packet loss?
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Case Study: Visualize Sessions

No,

Destination Source
172.30.16.147 69,252.208.133
. 000008 0.000008 172.30.16.147 69.252,.208.133
.000013 0.000021 172.30.16.147 69.252.208.133
. 000759 0.000780C 69.252.208.133 172.30.16.147

. 000029 0,000809 69.252.208.133 172.30.16.147

454033 1.454842 172,30.16.147 69,252.208.133
.000013 1.454855 172.30.16.147 69.252.208.133
.000012 1.454867 172.30.16.147 69,252.208.133
,000098 1.455565 ©9.252.208.133 172.30.16,147

.673942 2.129507 172.30.16.147 69.252.208.133
.000012 2.129519 172.30.16.147 69.252.208.133

Accounting-request(4) (1d=118,
Accounting-request(4) (id=118,
Accounting-Response(5) (id=118
Accounting-Response(5) (id-118
Accounting-Request(4) (id=118,
Accounting-Request(4) (id=118,
Accounting-Request(4) (id=118,
Accounting-response(s) (id=118
Accounting-request(4) (id=118,
Accounting-Request(4) (id=118,

[
t:OlOQ\IO\U\&wNF‘

12 0.000015 2.129534 172.30.16.147 69.252.208.133 Accounting-Request(4) (id=118,
13 0.011410 2.140944 69.252.208.133 172.20.16.147 Accounting-Response(5) (id=118
14 0.000028 2.140972 69.252,208.133 172,.30.16.147 Accounting-Response(5) (i1d=118
15 1.354180 3.495152 172.30.16.147 69,252,208.133 Accounting-request(4) (id=118,
16 0.000017 3.495169 172.30.16.147 69.252.208.133 1813 21502|RADIUS Accounting-Request(4) (id=118,
17 0.000004 3.495173 172.30.16.147 69.252.208.133 1813 21502|RADIUS Accounting-Request(4) (id=118,
18 0.001219 3.496392 69.252.208.133 172.30.16.147 21502 1813/RADIUS Accounting-Response(5) (id-118
19 1.693790 5.190182 172.30.16.147 £9.252.208.133 : 1813 ZISOE:RADIUS Accounting-Request(4) (id=118,
20 0.000013 5.190195 172.30.16.147 69.252.208.133 1813 21501 |RADIUS Accounting-Request(4) (id=118,
21 0.000004 5.190199 172.30.16.147 6£9.252.208.133 1813 21501|RADIUS Accounting-Request(4) (id=118,
22 0,000813 5.191012 69.252.208.133 172.30.16,147 :21501 1813<RADIUS Accounting-response(s) (id=118
23 0.892666 6.083678 172.30.16.147 ©9.252.208.133 1813 21503\RADIUS Accounting-Request(4) (id=118,

24 0.000015 6.083693° 172.30.16.147 69.252.208.133 1813 21503|RADIUS Accounting-Request(4) (ide-1i8,
25 0.000017 6.083710 172,.30.16.147 69.252.208.133 1813 21503|RADIUS Accounting-Request(d4) (id=118,
26 0,000820 6.084530 69.252.208.133 172.20.16.147 21503 1813|RADIUS Accounting-Response(5) (id=118
27 0.000052 6.084582 ©9.252.208.133 172.30.16.147 \21503  1813/RADIUS Accounting-Response(5) (id=118

COODOOHODOMHOOOODOOOOHOO OO

Technique

Technical Indicator

Use Columns to Visualize Sessions

Number of packets in each session.




Case Study: Filter to Single Session

No. delt rel.t Demnmon Source ..tpcrt src,port  Protocol Info
2 0.000013 0.000013 172.30.16.147 69,252,208.133 1813 21501 RADIUS nccount1ng Requeﬁt(J) (1d 118,
3 817 0.000830 69.252.208.133 172.30.16.147 21501 1813 RADIUS Accounting-Response(5) (id=118
4 - 016483 172.30.16.147 69.252.208.133 1813 21501 RADIUS Accounting-Request(4) (id=118,
5 0.000012 2.Q16495 172.30.16.147 69.252.208.133 1813 21501 RADIUS Accounting-Request(4) (id=118,
& 0.000637 2. 69.252.208.133 172,.30.16.147 21501 1813 RADIUS Accounting-Response(S) (id-118
7 0.000028 2. 69.252.208.133 172.30.16.147 21501 1813 RADIUS Accounting-Response(5) (id=118
8 4.499100 6.516 172.30.16.147 69,252.208.133 1813 21501 RADIUS Accounting-Request(4) (id=11§,
9 0.000027 6. 72.30.16.147 69.252.208.133 1813 21501 RADIUS Accounting-Request(4) (id=118,
10 ! 6.517002 \ .208.133 172.30.16.147 21501 1813 RADIUS Accounting-response(s) (id=118
11 44111 .16.147 69.252.208.133 1813 21501 RADIUS Accounting-Request(4) (id=118,
12 .16.147 69.252.208.133 1813 21501 RADIUS Accounting-Request(4) (id«118,
13 0 001001 8 54 ,208.133 72.30.16.147 21501 1813 RADIUS Accounting-Response(5) (id=118
14 6.732012 15,2771 69,.252.208.133 1813 21501 RADIUS Accounting-Request(4) (id=118,
15 0.000007 15.2771¢ 69.252,.208.133 1813 21501 RADIUS Accounting-Request(4) (id=118,
16 0.000786 15.27 172.30.16.147 21501 1813 RADIUS Accounting-response(5) (id=118
171 2.035259 }Z. 69.252.208.133 1813 21501 RADIUS Accounting-Request(4) (id=118,
18 0. 2 17. =y 69.252.208.13 1813 21501 RADIUS Accounting-rRequest(4) (id=118,
19 0.001446 17. .252. 208 72.30.16.147 21501 1813 RADIUS Accounting-Response(5) (id-118
20 6.735149 24. . .252.208.133 1813 21501 RADIUS Acceounting-Request(4) (id=118,
21 0,000016 24,049803 172. .208.133 1813 21501 RADIUS Accounting-Request(4) (id=118,
22 0.000738 24.050541 ©69.252. .16.147 21501 1813 RADIUS Accounting-Response(5) (id=118
23 0.000032 24.050573 ©69.252. 16.147 21501 1813 RADIUS Accounting-response(s) (1d=118

Notice the 2 second delays manifest themselves
after packets are filtered down to a single session!
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Case Study: Visualize Packet Flow

No. delt relt
1
2 0.000013 0.000013
3 0.000817 0.000830
4 2.015653 2.016483
5 0.000012 2.016495
6 0.000637 2.017132
7 0.000028 2.017160
8 4.499100 6, 516260
a 0.000027 6.516287
10 0.000715 6.517002
11 2.027109 8,.544111
12 0.000014 B.544125
13 0.001001 8.545126
14 ©,.732012 15.277138
15 0.000007 15.277145
16 0.000786 15.277931
17 2.035259 17.3131%0
18 0.000002 17.313192
19 0.001446 17.314638
20 6.735149 24 049787
21 0.000016 24.049803
22 0.000738 24.050541
23 0.000032 24.050573
24 4.592564 28.643137
25 0.000009 28,.643146
26 0.000725 28.643871
27 2.044703 30.6885%74
28 0.000013 30, 688587
29 0.000860 30, 689447

Destination

172,30
69,252
172.30
172.30
69. 252
69,252
172.30
172.30
69. 252
172.30
172,30
69.252
172.30
172.30
69.252
172.30
172,30
69. 252
172.30
172.30
69.252
69.252
172.30
172.30
69.252
172.30
172.30
69.252

.16.147
«208.133
-16.147
-16,147
.208.133
.208.133
.16.147
.16.147
.208.133
.16.147
16,147
.208.133
.16,147
.16.147
.208.133
.16.147
.16,147
«208.133
.16.147
.16.147
«208.133
.208.133
.16.147
.16.147
.208.133
.16.147
+16.147
.208.133

Scurce

69, 252.
172.30.
69.252.
69.252.
172.30.
172.30.
69.252.
69.252.
172.30.
69. 252,
69,252,
172.30.
69.252.
69.252.
172.30.
69.252.
69.252.
172.30.
.208.133
69.252.
172.30,
172.30.
69.252.
69.252.
172.30.
69.252.
69.252.
172.30.

69. 252

208,133
16.147
208.133
208.133
16.147
16.147
208.133
208.133
16.147
208.133
208.133
16.147
208.133
208.133
16.147
208.133
208.133
16.147

208.133
16.147
16.147
208.133
208.133
16.147
208,133
208.133
16,147

Account ing-Rrequest (4

Accounting-rResponse(5)
Accounting-request (4)
Accounting-Request(4)
Accounting-Response(5)
Accounting-Response(S)
Accounting-Request(4)

pad iptti Protocol Info
0x0000 (0) 63 RADIUS
Oxce54 (52820) 255 RADIUS
0x0000 (0) 64 RADIUS
0x0000 (0) 63 RADIUS
0xd25f (53855) 255 RADIUS
Oxd2ST (53855) 254 RADIUS
0x0000 (0) 64 RADIUS

Y () 3 RADIUS

Oxdcd4
X
Ox0000
Oxe0fs
0x0000
0x0000
Oxeeed
0x0000
0x0000
0Oxf301
0x0000
0x0000
0Ox0043
0x0043
Ox0G000
0x0000
Ox0as3s
0x0000
0x0000
Ox0e2f

(56388)

0)
(57590)
()

()
(61156)
(0)

(0)
(62209)
(0)

(0)
(67)
(67)
(0)

(0)
(2616)
(D)

()
(3631)

63
255
64
63
255

63
255

63
255
254

63
255
64
63
255

Accourniting-Request(4)
Accounting-Response(5)
Accounting-Request(4)
Accounting-Request(4)
Accounting-Response(s)
Accounting-Request(4)
Account ing-rRequest(4)
Accounting-response(s)
Accounting-request(4)
Accounting-Request(4)
Accounting-Response(s5)
Accounting-Request(4)
Accounting-Request(4)
Accounting-Response(s)
Accounting-Response(5)
Accounting-Request(4)
Accounting-Request(4)
Accounting-Response(s)
Account ing-Request(4)
Accounting-Request(4)
Accounting-response(3)

Technique

Use IP ID and TTL to track packet flow
through a router

TTLs allow us to see packet Ioss\
inside of the router. IPID=56388
iIs never shown with TTL=254

J
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Case Study: Correlating for Visibility

Mo, delt rel.t Destination Source ipad ipatl  Protocel Info rad.ayth

1 *REF® *REF* 172,30.16.147 65.252.208.133 Ox0000 (0) 64 RADIUS Account ing-Request(4) S‘B’Jcarbaéadao”’scedc14b49c95d<
2 0.000013 0.000013 172.30.16.147 69.252,.208.133 Ox0000 (0) 63 RADIUS Accounting-Request{4) BHIR2

3 0, 000817 0.000830 69.252.208.133 172.30.16,147 OxceSd (52820) 255 RADIUS Account ing-Responsel

2 2.015653 2.016483 172.30.16.147 6£9.252.208.133 Ox0000 (0) 64 RADIUS Accounting-Reque ) e’a’xcacbaéadsg,“3cedc14b49c95dc
5 0.000012 2.0 D 172.30.16.147 69.252.208.133 Ox0000 (0) 63 RADIUS Accounting Reggest{4) 82824cachadsd80?7?3cedcldbdOcdsde
6 0.000637 2.047 69.252.208.133 172.20.16,147 Oxd25f (53855) 255 RADIUS Accountiog Se1ef 93 ef20b0ABIbB2BATA42422970
7 0.000028 2.017160 = +208,133 172.30.16.147 Oxd25f (53855) 254 RADIUS 1 S5eldfoife6s0boasfb828d7 442232970
8 “REF* *REF* 172, 16.147 69.252.208.133 Ox0000 (0) 64 RADIUS pefuest (4) b7998507 eZOSGlFafdazfue#aldbbao
Q 0. 000027 0. 000027 172,30.28 .208.133 Ox0000 (0) 631 RaD pring-Request(d) bL789E507¢ : 3 dbb.
10 0.000715 0,000742 69,252, el d L . ccounting-Response( Gﬁfc7f51f11c0ff.‘9dcrssrfsmfaaQa
11 2.027109 2.027851 172.30, . . Account ing-Request ) bWOSSO?m:‘OSGledaZfxn-tndbbao
12 0.000014 2.027865 172, 30. 2 sec application Account {ng-Requeft(4) h7998S072056 edatdhbae
13 0.001001 69. 252. recovery RADIUS Account ing_e€ponse
14 “REF* "REF* 72.30. &4 RADIUS Account pd-Requ 1) 8834e60<ed<a56b69"01cb3e95.\2165d
15 0, 000007 0.000007 170J0.16. 147 . « 208, 2l 63 RADIUS Accogrfing-Bedquest{d) 8E3lebicedcas6b69201cbiedsaziesd
16 0.000786 0,000793 69.250308.133 172.30,16.147 Oxeneed (61156) 255 RADIUS Agzhunt “Response(5) 258c36¢calb7f4bdicebar410bba2289
17 2,035259 2.036052 172,30.18347 69.252.208.133 0x0000 (0) 64 RADIUS7ACCRaNT ing-Request(4) SB3de60cedcasebsd20ichiessarlssd
18 0, 000002 2.03605% 172,30.16, 10 69.252.208,.133 0x0000 (0) 63 RAZ ccounting-Request(d) S834etlcedcaltbta201chbiedsaZlosd
19 0.001446 2.037500 69.252,.208.13 7 = = = = :' pTUS Account ing-response(s) 258c36¢calb?rabdicebar410bba2289
20 *REF* "REF* 172.30.16.147 < RADIUS Accounting-Reguest(d) deladd53830d05e2f8d694233477133c
21 0, 000016 0, 000016 172.30,16.147 63 RADTUS Account ing-Request(4) deladd53830d05e2f2d604233477133¢
22 0.0007 38 0.000754 69.252.208.1332 255 RADIUS Accounting-Response(5) B17d406FBS279152042d65FaR9333723e
23 0.000032 0.000786  69.252.208,133 254 RADIUS Accounting-Response(S) 817d06T8827F0152042d65Fa89333723e
24 *REF* “REF" 172,30,16.187 695,252.208. Ox0000 (0 64 RADIUS Account Ing-Request(d4) 2d5036¢584ceneB155341¢0a24e00676
2 0. 000009 0, 000009 172.30.16.147 69.252.208.133 Ox0000 (0) 63 RADIUS Accounting-Request(d) 2d5036c584ceaeB155341c0aZ4e9b676
2 0.000725 0.000734 69.252.208,133 172.30,16.147 Ox0a38 (2616) 255 RADIUS Accounting-Response(5) fcObeSe7o6fOfcTa4741b6Fd36ceb309
7 2.044703 2.048547%7 172,30.16.147 £9.252.208.133 OxGO0O0 (0) 64 RADIUS Accounting-Request(d) 2d5036¢585ceaeBli55341c0a24e00676
28 0.000013 2. 045450 172.30.16.147 69.252,208.133 Oxoooo (0) 63 RADIUS Accounting-Request(d) ’d5036cS&lceaealsss-ucoaulegm 6

255 PADIUS Account ing-Response (S

Technique

Correlation of data from different columns in Wireshark allows us to visualize the packet
loss inside the router and the attempts by the application to recover from it.
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Useful Visualizations
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TCP Sequence and Acknowledgements

No.

Destination Source Protocol Info

COPS Keesp-alive
268.87.8.74 7.178.2.242 COPS COPS Keep-Alive
367.178.2.242 68.87.8.74 TCP pktcable-cops >
4 76.96.180.242 68.87.8.74 COPS COPS Keep-alive
5 68.87.8.74 76.96.180.242 cOPS  COPS Keep-Alive
6 76.96.180.242 58.87,.8.74 TCcp pktcable-cops >
7 67.178.2.242 ©8.87.8.74 COPS COPS Keep-Alive
8 68.87.8.74 67.178.2.242 COPS COPS Keep-Alive
9 67.178.2.242 &8.87.8.74 TCP pktcable-cops >
06

13

7.178.2,242 68.87.8.74 COPS COPS Client-Close {(CC)

tep.seq tep.ack

|

(KA)
51454 [ACK] Seq=9
(xa)
(ka)
54298 [ACK] Seq=9
(xa)
(ka)
51454 [ACK] Seq=17

,“'1

N N O O 9o R

Sender (Sequence + Length) = Receiver ACK Number

SEQ(1) +

= ACK(9)

1

TCP sequence, acknowledgement, and length fields are invaluable at proving a

packet arrived at a destination.
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TCP Selective Acknowledgements

Filtern tcp.options.sack==1 El Expression,. Clear Apply Save

No., Length delt Destination Source Protocol Info tcp.sack -

27 66 0.000111 76.96.210.8 10.19.89.39 7TCP [TCP Dup ACK 24#1] 60492 > http True =
28 66 0.000006 76.96.210.8 10.19.89.39 TCP [TCP Dup ACK 24#27] 60492 > hrtp True
62 66 0.000117 76.96.210.8 10.19.89.39 7TCP [TCP Dup ACK 59#1] 61047 > http True
63 74 0.000006 76.96.210.8 10.19.89.329 7CP [TCP Dup ACK 59#2] 61047 > http True
65 66 0.000283 76.96.210.8 10.19.89.39 TCP 61047 > http [ACK] Seq=6444 Ack= True
78 66 0.000209 76.96.210.8 10.19.89.39 T7TCP [TCP Dup ACK 76#1] 61047 > http True
80 66 0.000166 76.96.210.8 10.19.89.39 TCP [TCP Dup ACK 76#2] 61047 > http True
84 66 0.000212 76.96.210.8 10.19.89.39 TCP [TCP Dup ACK B82#1] 61047 > http True
191 66 0.000138 76.96.210.8 10.19.89.39 7TCP [TCP Dup ACK 189#1] 61278 > http True
288 66 0.000003 76.96.210.8 10.19.89.39 TCP [TCP Dup ACK 280#1] 61317 > http True
306 66 0.000154 76.96.210.8 10.19.89.39 TCP [TCP Dup ACK 269#1] 61315 > http True
309 66 0.000028 76.96.210.8 10,19.89,.39 T7TCP [TCP Dup ACK 269#2] 61315 > http True
310 66 0.000003 76.96.210.8 10.19.89.39 TCP [TCP Dup ACK 269#3] 61315 > http True
312 66 0.000173 76.96.210.8 10.19.89.39 T7TCP [TCP Dup ACK 280#2] 61317 > http True
331 66 0.000172 76.96.210.8 10.19.89.39 TCP [TCP Dup ACK 269#4] 61315 > http True
337 66 0.000033 76,96.210.8 10.19.89.39 7TCP [TCP Dup ACK 293#1] 61318 > http True
338 66 0,000002 76.96.210.8 10.19.89.39 7TCP [TCP Dup ACK 293#2] 61318 > http True
339 66 0.000001 76.96.210.8 10,19.89.39 T7CP [TCP Dup ACK 293#3] 61318 > http True
341 66 0.000059 76.96.210.8 10.19.89.39 TCP [TCP Dup ACK 293#4] 61318 > http True
349 66 0.000089 76.96.210.8 10.19.89.39 TCP [TCP Dup ACK 329#1] 61319 > http True
352 66 0.000047 76.96.210.8 10.19.89.39 TCP [TCP Dup ACK 329#2] 61319 > http True

253 AR N NONNDN? 7A GA 21A R 1N 1Q RQ W e [Trp miin Ar¥ 270421 A121Q ~ htrtn Trus
m »

Filtering on TCP Selective Acknowledgement packets allows us to see the

manifestation of unidirectional packet loss
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IP Identification Field

Filten ip.src==7696210.3 E’ Expression.., Clear Apply Save

No. Length delt Destination Source pad ~ Protocol Info = -

1067 1434 0.000688 10.19.89.39 76.96.210.8 Oxeefd (61181) HTTP continuation or non-HTTP traffic

370 1434 0.022167 10.19.8%.39 76.96.210.8 Oxef01 (61185) TCP [TCP segment of a reassemblied PDU]

371 1434 0.000763 10.19.89.39 76.96.210.8 Oxef02 (61186) TCP [TCcP segment of a reassembled PDU]
1169 1434 0.21451210.19.89.39 76.96.210.8 Oxefla (61210) TCP [TCP segment of a reassembled PDU]
1767 1434 0.039989 10.19.89.39 76.96.210.8 Oxef34 (61236) TCP [TCP Retransmission] [TCP segment of a
1771 1434 0.000892 10.19.89.39 76.96.210.8 Oxef4a (61258) TCP [TcP Retransmission] [TCP segmwent of a

348 1434 0.052943 10,19.89.39 76.96.210.8 Oxefdl (61393) TCP [TCP Previous segment not captured] [T

350 1434 0.000640 10.19.89.39 76.96.210.8 Oxefda (61402) TCP [TcP segment of 3 reassembled pPoul

351 1434 0.000029 10.19.89.39 76.96.210.8 Oxefdb (61403) TCp [TCP segment of a reassembled pou]

354 60 0.00313510.19.89.39 76.96.210.8 Oxeffl (61423) TCP [TcP Previous segment not captured] ht

355 1434 0.000736 10.19,.89,39 76.96.210.8 Oxeff2 (61426) HTTP Continuation or non«HTTP traffic

798 1434 0,252016 10.19.89.39 76.96.210.8 0Oxf02e (61486) TCP [TCP segment of a reassembled PDU]
1272 1434 0.31741010.19.89.39 76.96.210.8 0xf084 (61572) TCP [TCP Retransmission] [TCP segment of a
1297 1434 0.113089 10.19.89.39 76.96.210. Oxf084 (61572) TCP [TcP segment of 3 reassembled PDU]

609 1434 0.001170 10.19.89.39 76.96.210. 0xfoa6 (61608) TCP [TcP segment of a reassemblad pPpul

610 134 0.000225 10.19.89.39 76.96,210. 0xf0a7 (61607) TCP [TcP segment of a reassembled poul

614 1434 0.00001510.19.89.39 76.96.210. Oxfocl (61633) TCP [TCP segment of a reassemblied POU]

648 60 0.048017 10.19.86.39 76.96.210. Oxf14b (61771) TCP http > 61317 [ACK] Seqew22605 Ack=15241
1548 60 0.260351 10.19.89.39 76.96.210. 0xT15c (61788) TCP http > 61540 [ACK] Seqel Ack«2329 wine
1549 1434 0.003029 10.19,8%9,39 76.96.210. 0xf18e (61838) TCP [TCP segment of a reassembled PDU]
1550 134 0.000378 10.19.89.39 76.96.210.8 oxf18f (61839) T7CP [TcP segment of 3 reassembled pPoul

. res - ae B AANRE TS 4N an no N i) e Lo SO NEA S Ve enN e P e v s nm el v mscmsew- LY wd memeY

oot

Filtering on a single direction and sorting by the IP ID field allows us to visualize

unidirectional packet loss.




Validation using IP Identification

del.t
1.000000000
2.000116348

iNo

Destination

68.
68,

87.
86.

3. 000000000 68,8

. 000177383

. 000000000 68

. 001295090
7 . 000000000
. 000070572
. 0000
. 004245758
. 000215531
2. 000000000
. 005445480
. 000082016
. 000000000
000795364
. 000095368

19.0N0N762 08

00000 6

67.14
206.174

.206.174
.67.14

'ﬁa T )06 174

Source

68.
68.

(3

86.
87.

.87.67.
.206.174

. 86.
. 86.

R

206.174
67.14

.506.174

. 206,174

14

.86.206.174
87,

67.14

206,174
206,174

A7.14

"

pad

Oxelab
Dx6862
Ox6862

Oxelac
Oxelad

0Ox6863
Ox6863

DX6864
Oxelae
Oxelae
Oxelaf
Ox6865
Ox6865
Oxelb0
Oxelbl
Oxelb)

NxARAR

(57771)
(26422)

{267245
(57774)

(577 75)
(26725)
(26725)
(57776)
(57777

(2R72R)

Protocol Info

TCP
TCP

TCP
TCP

TP

21022 > 10122 [SYN] Seq=0 win=29640 Len=0 M55=14
10122 > 21022 [SYN, ACK] Seq=0 Ack=1 win=49640 L
[TCP Out-OT-Order] 10122 > 21022 [SYN, ACK] Seq-
21022 > 10122 [AcK] Seq=1 Ack=1 Win=49640 Len=0
[TCP Dup ACK 4#1] 21022 > 10122 [ACK] Seq=l

21022 > 10122 [PSH, ACK] Seq=1 Ack=l Win=49640 L

[TCP Retransmission] 21022 > 10122

[TCP Dup ACK B#1] 10122 > L ]

10122 > 21022 [PSH, ACK] Seq=1 Ack=111 Win=49640
21022 > 10122 [ACK] Seg=111 Ack=123 Win=29640 Le
TCP DUp ACK 11#1)] 21022 > 10122 [ACK] Seg=111 A
21022 > 10122 [PSH, ACK] Seqe=111 Ack=123 Win=496
10122 > 21022 [acK] Seqg=123 Ack=117 win=29640 Le
[TCP Dup ACK 14#1] 10122 > 21022 [ACK] Seq=123 A
21022 > 10122 [PSH, ACK] Seq=117 Ack«123 Win=496
21022 > 10122 [PsH, ACK] Seq-lSA Ack=123 H1n=496

10122 > 21022 [ACK
’

SPn=123 Ack=144 Win=40R40 | "

Wireshark is confused by duplicate packets and thinks there are DUP ACKs and

Retransmissions occurring. IP ID field allows us to see the duplicate IP packets.
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