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Presentation Agenda

• Using Wireshark with NST (Network Security Toolkit).

• Single-Tap & Multi-TAP network packet capture integration.

• Web-Based packet capture using the “dumpcap” capture tool.

• Pending live capture status and display.

• Web-Based capture decode using the “tshark” network traffic analysis tool.

• PSML & PDML: Specialized “tshark” decode output format displays.

• Packet Capture conversations & host geolocation.

• Network Packet Capture Management and CloudShark integration & transfer.

• Ring Buffer Capture as a Service (RBCaaS) using “dumpcap”.

Live Demo

Live Demo

Live Demo



SharkFest'17 US • Carnegie Mellon University • June 19-22, 2017

Using Wireshark with NST

• NST (Network Security Toolkit) – Development: 2003 to present.

• Toolkit design philosophy.

• Web-based frontend to Wireshark command line tools using the

NST WUI (Web User Interface).

• NST WUI page navigation & display output controls.

• Open source tools integration (e.g., nDPI, p0f, PassiveDNS, nmap, etc…).

• Download: https://sourceforge.net/projects/nst/files/

• NST Pro: http://www.networksecuritytoolkit.org/nstpro/

• Reference: http://wiki.networksecuritytoolkit.org/
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Network Visibility: Single-Tap Network Packet Capture
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Network Visibility: Multi-Tap Network Packet Capture
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Single-Tap Packet Capture Session using “dumpcap”

Network Interface & Capture directory selection

dumpcap options: threshold, capture filter & annotation

NST WUI dumpcap startup options: duration or date delay

Start dumpcap (dumpcap_capture.sh) & logger script: (dumpcap_log.sh)

Monitor a pending capture session

Capture termination: threshold or user based
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Multi-Tap Packet Capture Session using “dumpcap”

Network Interface (Up to 4 TAPs) & Capture directory selection

TAP dumpcap options: threshold, capture filter & annotation

NST WUI dumpcap TAP startup options: duration or date delay

Start each dumpcap TAP (mtap_dumpcap_capture.sh) & logger script: (dumpcap_log.sh)

Monitor all pending dumpcap TAP capture sessions

Capture termination:  threshold or user based & Merge (mtap_merger.sh) - mergecap
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Web-Based Live Capture: Network TAP Diagram



SharkFest'17 US • Carnegie Mellon University • June 19-22, 2017

Web-Based Live Capture: TCP Network Traffic

SSH – Stream: 1

SSH – Stream: 2

HTTP – Stream: 1

SSH – Stream: 3

HTTP – Stream: 2

Time
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Web-Based Decode Analysis using “tshark”

Protocol Analyzer selection: tshark

tshark options: display, statistical & decode as filters

tshark decode

View raw

PSML & PDML

Poor Man’s

Wireshark

Capture 
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Web-Based Live Decode Analysis using “tshark”
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Ring Buffer Capture as a Service (RBCaaS) using “dumpcap”

• Implemented as a systemd service.

• Supports both the “dumpcap” and the “netsniff-ng” capture engines.

• Supports concurrent ring-buffer capture sessions.

• Each ring-buffer capture session has its own capture filters.

• Supports multiple types of capture file merging using “mergecap”.

• Integrates into the NST WUI Capture Management facility. 

• Supports live session snapshots (Performance: Uses hard links where possible).

• Available command line session status and controls. 
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Ring Buffer Capture as a Service (RBCaaS) Life Cycle

Install one or more Ring Buffer capture sessions environment (“/etc/nstringbufcap.d”)

Specify: Network Interface, Capture Engine, Max File Size, Max Number of Files, 

Max File Duration, Max File Count, Snap Length, Capture Filter,

Ring Buffer and Snap Directories.

Start up one or more Ring Buffer capture sessions as a systemd service.

Monitor the Ring Buffer capture sessions: status & listing.

Operation: Snapshots & Merging (Could be based on a trigger).

Ring Buffer session termination.
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Ring Buffer Capture as a Service (RBCaaS): Snapshot

rngbuf_00007_20170519074408.pcap

rngbuf_00008_20170519074418.pcap

rngbuf_00009_20170519074428.pcap

rngbuf_00010_20170519074438.pcap

Capture Ring Buffer Directory

Max Files: 4  Max Dur: 10 secs,  Max File Size: 2GB

capture_NET1.cap

capture_NET1.log

WUI Snap Directory

dumpcap service

mergecap
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Live Ring Buffer Capture as a Service (RBCaaS) Demo


