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Role of the Internet Protocol (IP)

• IP is the shared language that 

is shared by all networks

– IP is simple on purpose

• IP creates abstraction layer 

that hides underlying 

technology from network 

application software

– Splits protocol stack

• Allows network technology 

and applications to evolve 

independently
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“Narrow Waist” of the Internet 
Key to its Success

• Has allowed Internet to grow and evolve 
dramatically in the last 40 years

• Adoption throughout society

– E-commerce, social networks, 

cyber-physical, …
• Transformation usage models

– Host-based → content, services
• Revolution in infrastructure

– Kilobits/sec -> Terabits/sec

– Copper -> fiber + wireless
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But Narrow Waist Has Also

Become an Obstacle
• Security is a huge problem – no support built 

into the network (IP)

– DOS attacks, address spoofing, routing attacks, …

• New usage models add 
complexity, overhead

– Content, service networking 

require a level of indirection

• Adding functionality in 
the network is difficult

– IPv6, multicast, caching, 

“transparent” middleboxes, ..

Security

Applications

Link 

Technologies

Internet

Protocol
Evolvability



Outline

• Overview of XIA

– Motivation

– Concepts

– Implementations

• Some XIA use cases

– What we got right

• Some lessons learned

– What we got almost right

Funded by NSF through the FIA and FIA-NP programs
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Security

Three Simple Ideas

• Support multiple types of destinations

– Not only hosts, but also content, services, etc.

– Not having to force communication at a lower level 

(e.g., hosts) reduces complexity and overhead

• Flexible addressing gives network more options for 
successfully completing communication operations

– Include both “intent” and “fallback” address
– Supports evolvability, network diversity, fault recovery, 

mobility, ..

• Intrinsic security guarantees security properties as 
a direct result of the design of the system

– Do not rely on external configurations, data bases, ..
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Multiple Principal Types

• Associated with different forwarding semantics

– Support heterogeneity in usage and deployment models

• Hosts XIDs support host-based communication – who?

• Service XIDs allow the network to route to possibly 

replicated services – what does it do?

– LAN services access, WAN replication, …

• Content XIDs allow network to retrieve content from 

“anywhere” – what is it?

– Opportunistic caches, CDNs, …

• Set of principal types can evolve over time
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Supporting Evolvability

• Introduction of a new principal type will be 

incremental – no “flag day”!
– Not all routers and ISPs will provide support from day one

• Creates chicken and egg problem - what comes first: 

network support or use in applications

NID:HID
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• Solution is to provide an 

intent and fallback address

– Intent allows the network to   

optimize based on user intent

– Fallback must be guaranteed 

to be reachable and is used if 

the intent “fails”
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• Combining intent and fallback 

address offers flexibility for 

network in completing request

– Set of principal types can evolve 

– Also supports scoping

– Implemented as DAGs

Flexible Addressing: DAGs
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Intrinsic Security in XIA

• XIA uses self-certifying identifiers that guarantee 

security properties for communication operation

– Host ID is a hash of its public key – accountability (AIP)

– Content ID is a hash of the content – correctness

– Does not rely on external configurations

• Useful for bootstrapping e-e security solutions

• Intrinsic security is specific to the principal type: 

– Content XID: content is correct

– Service XID: the right service provided content

– Host XID: content was delivered from right host
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Nice, but …

• Can we build it?

• Is it complicated?

• Does it work?

• Is it a real network?

11



XIA Protocol Stack
https://github.com/xia-project/

• First XIA Prototype released in May 2012

• Includes full XIA protocol stack, SID/CID support, utilities

– But not quite perfect … more on this later

• Available as open source on github 12
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But the Network Gets More 

Complicated!
• Not really: per-XID additions are relatively small

• Forwarding engines are 

simple: often based on 

exact match

• Intrinsic security is not 

used during forwarding

• Biggest difference is in 

routing: that is where 

the “smarts” are!
• Good synergy with SDN!
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Internet 101
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Expressive Internet 101
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It is not a Real Network

without Wireshark!

• Originally developed by Michel Machado (BU)

– As part of his XIA implementation in Linux kernel

• Extended and adapted for the CMU XIA 

implementation 

• Supports roughly the (new versions of) the 

protocols shown on previous slide
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Outline

• Overview of XIA

• Some XIA use cases

– Caching

– Mobility

– Incremental deployment

– Network diversity

• Some lessons learned
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More Interesting Uses of XIA
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Service ID:

Nearest Instance

Content ID:

From Anywhere

XIA Content Retrieval
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Mobility is a Key Requirement

• Inter-domain mobility 

remains a challenge in 

today’s Internet

– Active sessions

– New sessions

• Requires separation of 

identifier and locator –
for XIA:

– Identifier = HID

– Locator = DAG
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Maintaining an Active Session

• Mobile host informs peer of 

“change of address”
– Signed using private key associated 

with HID; sent over transport session 

• Example of “rewriting” the DAG
– Also: binding to service instance, in-path services, …
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Finding a Mobile Device

• Rendez-vous service keeps track of 

location of its users

– Based on updates from client device

– Can take many forms: home network, global 

service, hot spot provider, “DNS”, ….

• Rendez-vous point forwards packets to 

mobile device, e.g., SYN

• Mobile device rewrite DAG
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Incremental Deployment of XIA

• 4ID: IPv4 address as an XID

– IPv4 encapsulation between XIA network islands

– Leverages fallback for legacy networks

• No need for statically configured tunnels!

4IDB

HIDBADB

26
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4ID in Action:

Partially Deployed XIA Networks
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XIA Supports Network Diversity

• Core networks:

– NID only

– Same as today

• Eyeball networks

– NID, CID, SID, …
– New service models

• Customer networks:

– NID, HIS, SID, CID, …
– Also customization

28
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Leveraging XIA Features

• Evolvability really is

– Incremental deployment 

of new features

– Dealing with legacy 

infrastructure

– Diversity: “local” custom  
features in edge, core

• Built-in support for 

content and service 

centric networking

– SID: routing, security, …
– CID: file systems, video … 
– Anycast for availability, 

performance, … 
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• Richer functionality in the network

– Multicast, pub-sub, DTN, content variants, …
– In-network processing using SIDs in the DAG (e.g., mobility)

– Platform for FIA networking research



Outline

• Overview of XIA

• Some XIA use cases

• Some lessons learned

– XIDs have different roles

– Engineering a protocol stack
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Overview of XIA IDs

• The set of XIDs can evolve over time and 

domains do not have to support all XID types

– Expectation: rich network edge with a simple core

• Minimum requirement for interoperability is 

that all transit domains must support NIDs

– Same as today: universal reachability of prefixes

• Each edge domain should support at least one 

“end-point” XID type
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XID Support
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Initial XID Types

• Network identifier identifies a network (NID)

– Used for scoping, global connectivity

• Host identifier identifies a host (HID)

– NID → HID equivalent to IP address

• Service identifier identifies a “socket” (SID)
– In addition to or instead of an HID

– Can be ephemeral or well-known SID

• Content identifier identifies static content (CID)

– CID is hash of content
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CIDs are Special

• CID lookup will often fail

– Many domains/routers will not support CIDs

– A lot of content may not appear in any cache

– Many caches are too far “off path”

→ Opportunistic

• CIDs are only used for the request packet

– Data delivery uses address provided by client

– Typically an NID → HID → SID address

→ Discovery packets
34



Content Retrieval based on CIDs
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New Discovery XID Types

XID type depends on the “search criteria”
• “Named” CID: the nCID is derived from the 

name (not the content)

– Can be used for certain types of dynamic content

– Intrinsic security based on signing of content

• Anycast SID: access replicated services

– Forwarding tables controlled by service provider 

based on its internal criteria

• (Pub-sub CID based on bloomfilters)
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Building an Information-centric

XIA-based Network

• Is XIA an ICN architecture - No, sorry

– Networks must do more than retrieving content

– There are many different types of content

– Information retrieval is complex

• But XIA-based networks can be “information-

centric”!
– How do we engineer such a system?

– Does “content” replace “host” as destination, or 
we add it as a first class citizen?
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Original XIA Implementation

• CID-based ICN support tightly integrated into protocol stack

• Semantics: packet sent to CID requests content

– Any node with the content replies with the content
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Design Creates Many Problems

• Protocol stack was large and complex

– Caches are large, and involve a lot of policy

– CID support is mainly relevant at network edge!

• Performance was poor

– Datalink packets are small!

– Downloading a video requires a huge number of 

request, each of which is unreliable

• Why should “content” get preferential 
treatment?
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How CIDs work today:

They Discover Content

• CID request “discovers” nearest copy of content (cache, origin)
• Cache delivers content over reliable stream connection

• Client checks content using CID intrinsic security
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I

Current XIA Implementation

• Separating unicast data transfer from discovery makes 

architecture simpler and more generic

• Transport choice is orthogonal decision
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Conclusion

• Experience with the XIA prototype and 

experiments provided many insights 

– Multiple XID types offers a principled way of 

adding functionality to the network

– Fallbacks allow not only evolvability but also 

opportunistic and custom XID types

– Intrinsic security checks authenticity endpoints

• XIA’s flexibility supports ICN network design 
but not at the detriment of other functions
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• Core stack: XIA, datagram, streaming, sockets

• Support for NID, HID, SID, CID, mobility, FID, 

4ID, nCID, aSID

• Netjoin protocol: host/router joining network

• Bootstrapping an SDN-controlled domain

• Routing, naming, XARP, XCMP, ..

– Relatively basic implementations

• Sample applications, scripts, utilities, …
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