BACnhet & Wireshark for beginners

by looking at packets!

Werner Fischer
Manager Infrastructure | avodaq AG

#sf20v e Online e October 12-16



&

B #whoami o

« Speaker on all EU SharkFests, Asia and today virtual
* Protocol geek for more than two decades right now

 Learning always new things — also on every
SharkFest

« Comparing Bits and Bytes
* Your presenter for the next hour
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(\ Agenda

&

* General

 Data Link Layer

» Objects and Services

« BACnet and Wireshark
 Protocol Basics
 BAChet MS/TP

» Internetworking

 Wra p-up > Czech cartoon hero Little Mole guides with
you during this presentation — each clipart
© by Zdenek Miler
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(N BAChet (N

L 4 4

“Building Automation and Control Networks”
What is it?
BACnet is a registered
trademark of ASHRAE As@ BAcnet
Protocol specification
Data and communication of all devices specified

in ISO-Standard 16-484-5

ASHRAE
(American Society of Heating, Refrigeration and Air-

Conditioning Engineering
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BAChet

« OxBACO — OxBACS
- 1011 1010 1100 0000 - 1011 1010 1100 1001
« 47808 - 4/817

o BACnet
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(N BACnet — used for what? o

« BACnet today provides all the capabilities to
interconnect BACnet devices within a BA system

« Control of

Ventilating
air-conditioning
Lighting

Heating

Access

fire detection systems
and many more things
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(N BACnet — used for what?

"HERMO?T_ATS

i

AHU

= =
SENSORS
VALVES

PUMPS
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(&

Terms and Abbreviations

APDU
BBMD
BDT
BVLC
BVLL
COV
DADR
DLEN
DNET
FDT
LPCI
LPDU

LSAP
LSDU
MAC
NPCI
NPDU
NSAP
NSDU
PFM
SA
SADR
SNET

A
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N\ BACnhet Protocol — search the

& source code

« Learn more about the protocol itself

« - How we can do it together?

S Q 0 a httpsi//gitlab.com/wiresharkfwireshark/-/blob/master/epan/dissectors/packet-bacnet.c 150%

GItLab Projects Groups Snippets Help

A
‘ wirelErk 4 Wireshark Foundation > # wireshark > Repository

LT Project overview master wireshark / epan / dissectors / packet-bacnet.c

B Repository .
wrvva Fix a couple of typos in true false_string entries.

Files Y% Martin Mathieson authored 1 month ago
Commits

B packet-bacnet.csa3kp  [f
Branches

. 1 /* packet-bacnet.c
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(N BACnet - Data Link Layer
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N\ BACnet is using different
&

media — Data Link protocols

Equivalent

08l Layers

=

Data Link

EIA - 485 |EIA - 232 Physical
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(\ BACnet Protocol — di
L4 DL protocols

Projects  Groups  Snippets Help

https://gitlab.com/wireshark/wireshark/-lissues/4168 ARCNET
https://gitlab.com/wireshark/wireshark/-lissues/15530 IPv4
https://gitlab.com/wireshark/wireshark/-lissues/16008 MS/TP
https://gitlab.com/wireshark/wireshark/-lissues/12422 802.3
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https://gitlab.com/wireshark/wireshark/-/issues/15530
https://gitlab.com/wireshark/wireshark/-/issues/16008
https://gitlab.com/wireshark/wireshark/-/issues/12422

(N BACnet Protocol — ARCNET (N

« https://qgitlab.com/wireshark/wireshark/-
/blob/master/epan/dissectors/packet-lic.c

« - Reading the comments inside the code

¥ BACNET -over-ARCNET {5 reolly BACNET -over-F82.2 LIC-over-ARCNET,
* gpparently,
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BACnet Protocol

« Learn more about the protocol itself
« - How we can do it together?
» Let's setup a small BACnet lab

« > Wireshark, BACnet Server
and a BACnet Explorer (YABE)
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« Some software too

S heeded

« et Another Bacnet BExplarer - Yahe

File  Functions  Options  Help

@ X
Devices

Léil Devices
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BACKhet/IP over Udp

Local endpaint | 192.162.0.4

S |

« et Snother Bachnet Explorer - Yabe

File  Functions  Options  Help

@ X

Devices

ié_‘ﬂ Devices
I




» ® J \ @ S
M viveshark Colaring Rules BACMET

Marme Filter

BACHet APDU_Cormplex-ACK bacapp.type ==

BAChet MPDU_|-Arm-Router-to-Metoark
BAChet MPDU Wiho-15-Fouter-to-Metaork

BAChet APDU wyho-Has
BAChet APDU weho-ls
BACHet APDU_I-Am packets..,

W& CHet BWLC _Broadcast-to-MNetwork

BAChet_ APDU_MNACK
BAChet APDU Abort
W2 tunneled

WA Chet APDU Errar
FASTPE Token

bachet.rmesghyp ==
bachet.mesgbyp == (00
bacapp.unconfirmed_service == 7
bacapp.unconfirmed_service ==
bacapp.unconfirmed_service == 0
brelc function == 0:09

bacapp.NAK ==
bacapp.abort_reazon
bachet.rmesghyp == (1
bacapp.type == 1
tistp frarme_type ==

WAY \_J C \_J ULC




e

BACnet & Custom columns

o»

‘ Wireshark - Preferences

¥ Appearance
Calumns

Layout
Capture
Expert
Filter Buttons

» Pratacals
RS54 Keys
¥ Statistics
Stats Tree
Advanced

FALD - |+ UC-REQ-TimeSync | Ms/

Fant and Colars

MMame Resalution

Displayed Title

Source

Destination

Pratacal

Length

Destination Metwark Address
Priarity

Priarity

Frare Type

Abort Reasan

Errar Code

Reject Reason

Destination Metwark Address
Destination MAC Layer Address Length
Destination 150 2802-3 MAC Address
Hap Count

Processldentifier

Source Metwork Address

Source MAC Layer Address Length
SADR

Infa

RIRIRIRIRIRRROOOO0O0O000ORIRIEIE]

Type

Source address
Destination address
Pratacal
Packet length (bytes)
Custom
Custom
Custom
Custam
Custom
Custom
Custam
Custam
Custom
Custom
Custom
Custam
Custom
Custom
Custam
Infarmatian

Fields

bacnet.dnet
hacnet.cantral_pria_|
hacnet.cantral_pria_|
mstp frame_type

Protocal Length  Destination

5 BACnet-APDU 67

5 BACnet-APDU 67

5 BACnet-APDU 67

hacapp.abart_reasar
bacapp.errar_cade
bacapp.reject_reasal
hacnet.dnet
bacnet.dlen
bacnet.dadr_sth
hacnethope
hacapp.pracessld
bacnetsnet
bacnetslen
bacnetsadr_mstp

Align Left
Align Center
Align Right

Calumn Preferences...
Edit Calumn

Resize to Contents

Resize Column to Width...

Resalve Names

Na.

Time

Delta Time

Saurce

Destination

Pratacal

Length

Destinatian MNetwark Address
Priarity

Priarity

Frame Type

Abart Reasan

Error Cade

Reject Reasan

Destination MNetwork Acldress
Destinatian MAC Layer Address Length
Destination 150 8802-3 MAC Address
Hop Caunt

Processldentifier

Saurce MNetwark Address

Saurce MAC Layer Address Length
SADR

Infa

Remave this Column

Mumber

Time (format as specified)
frame time_delta_displayed
Saurce address
Destination address
Pratocol

Packet length (bytes)
bacnet.dnet
bacnet.contral_prio_high
bacnet.cantral_prio_low
mstp frame_type
bacapp.abort_reason
bacapp.errer_cade
bacapp.reject_reasan
bacnet.dnet

bacnet.dlen
bacnet.dadr_eth
bacnet.hape
bacapp.processld
bacnet.snet

bacnet.slen
bacnet.sadr_mstp

Information

t

‘A LA

A
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BACnet useful filters N\

&»

 BACnhet Abort
« bacapp.abort_reason

« Reply for PFM
« mstp.frame_type ==
« all BACnet packets
* Dbvlc || bacnet || bacapp
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‘ Wireshark « Packets sorted by Service « Sdapter for loopback traffic capture (udp port 47808 or ipb rmulticast) — O .
Tapic { ltemn - Count &verage  Minwal baxwal Rate (ms) Percent Burstrate  Burst start
v BAChet Packets by Service 21 Q.0000 10054 0.0600 049,427

> avho-ls (Unconfirmed Service Request) 3 Q.0000 142 00100 634, 7o
> utcTimeSynchronization (Unconfirmed Service Request) 1 0.0000 4.76%  0.0100 £51.196
> readProperty (Confirmed Service Request) 3 0.0000 14,294 0.0300 649427
» readProperty (Complexfck) 2 0.0000 052%  0.0200 £49.429
> =B (Unconfirmed Service Request) 11 Q.0000 S¢.38%  0.000 107,193
» ERROR: readProperty 1 Q.0000 4.76%  0.0000 049,427

7R

(I o]
1]

P
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BAChet & Random packet
A (@

generator (Randpkt

C:\Program Files\Wireshark>randpkt.exe
Usage: randpkt [-b maxbytes] [-c count] [-t type] [-r] filename
Default max bytes (per packet) is 5600

Default count is 1000. DEVELOPMENT VERSION
-r: random packet type selection WIRESHARK
Types:
| arp Address Resolution Protocol

bgp Border Gateway Protocol

bvlc BACnet Virtual Link Control |

dns Domain Name Service
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BACnhet & Random packet

M Wireshark 3.2.7 64-bit Setup —

Choose Components
Choose which Features of Wireshark 3.2, 7 64-hit vou want to install,

s

The following components are available For installation,

Select components to install: . [#] MMDEResalve

[ andraoiddurnp

|:| Sshdump and Ciscodump
- UDPdump

; Randpkkdump
Documentation

Description
Space required; 193.9 ME Position your mouse over a component to see its

description,

Wiresharki® Installer

‘ Weireshark « Interface Options: Random packet generator

Ciefault Ciebug

Max bytes in a packet |5E|DE|

Mumber of packets |1IZIDIZI

Packet delay {ms) |EI

] random bype
(] all random packets

Type of packet Address Resolution Protocol

Address Resolution Probocol

[] save parameteris) o

LI =] |
Restare Defaulk Ethernet
Fiber Distributed Data Interface

General Inter-ORE Protocal
Internet Control Message Protocol

'ZE' Random packet generator

Extcap interface:
randpktdurmp.exe
Mo capture filker

IEEE 202,154
—_ Internet Prokocol
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BACnet & Packet diagram

M Wireshark - Preferences

¥ Appearance
Calumns

Fant and Calars

Layaout
Capture
Expert
Filter Buttons
Mame Resalution
» Protacols
RESA Keys
» Statistics
Advanced

() Packet Details
() Packet Bytes
() Packet Diagram

l[:} Mone

(®) Packet Details
() Packet Bytes
() Packet Diagram

l[:} Mone

1 1|2 1
2 3
3 3 2
Pane 1: Pane 2: Pane 3:
(®) Packet Lisk () Packet Lisk () Packet Lisk

() Packet Details
() Packet Bvtes

o»

DE".I’ELDF‘I'."'lF*JT VERSION

WIRESHARK
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BACnet & Packet diagram (.\

SO N N R N O T O T . I T T T T Y B B B
Type Function BVLC-Length
DEVELOPMENT VERSION
Building Automation and Control Network NPDU WIRESHARK
IS N N N N N N LT T T T T T N Y Y B .
Version Control Destination Network Address
Destination MAC Layer... Hop Count _. Show Field Values
Save Diagram As...
Building Automation and Control Network APDU - ':‘:"3" a: ““I“"'I““g“l
A T YT T N T Y N e e Y Y N Y N T O A s o 3 '
APDU Type Unconfirmed Service C...
|| Packets: 5 * Displayed: @ (100.0%) || profile: BACHET (diagramv)
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N\ BACnet protocol basics -
&

Devices

« The BACnet standard defines a service
that allows devices to advertise |
themselves in the network

« The service is called “I-Am”

« “I-Am” messages contain information

that univocally identify BACnet devices
the BACnet MAC address and
the device ID
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(N BACnet protocol basics ([N

&

» Very basic service is Who-Is request

FHeER IS N s
T

» Followed by I- Iies:
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BACnet protocol basics — \
&

who-Is

* Building Autemation and Control MNetwerk NPOU
Yersion: @x@1 (ASHRAE 135-1995)
» Control: @x2@, Destination Specifier
Lestination Network Address: 65535
Cestination MAC Layer Address Length: @ indicates Broadcast on Destination Netweork
Hop Counmt: 255
* Building Autemation and Control MNetwerk APCU
@@l .... = APDU Type: Unconfirmed-REQ (1)
Unconfirmed Service Choice: who-Is (&)

% Building Automation and Control Network APDU
@@l .... = APOU Type: Unconfirmed-REQ (1)
Unconfirmed Zervice Cholice: who-Is (8)

¥ Device Instance Range Low Limit: 2598
» Context Tag: @, Length/valuefType: 2
* Device Instance Range High Limit: 251@
» Context Tag: 1, Length/valuefType: 2
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BACnet protocol basics
— |-Am

% Building Autecmation and Contrel Network ARPDU
@ee1 .... = APDU Type: Unconfirmed-REQ (1)
Unconfirmed Service Choice: i-&m (@)
¥ ObjectIdentifier: device, 2628281
¥ fpplication Tag: BACnetObjectIdentifier, Length/value/Type: 4

. B... = Tag Class: Application Tag
1182 .... = Application Tag Number: BACnetObjectIdentifier (12)
Length Yalue Type: 4
Qeee eel1e @a.. .... . « «-... = Object Type: dewice (8)

..28 2211 1111 2111 1@1@ @221 = Instance Humber: 268221

e
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BACnet - Objects and N\
Serviﬁces et
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BACnet objects

* The BACnet protocol makes the
information available as objects

* Each object contains several
properties

* Object describe its current state,
allow it to be controlled, and can
indicate alarm states

* There is always at least one object
in a device — it is used to represent
the device itself
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* Analog Input

* Analog Output

* Binary Input

* Binary Output

* Device

* Program

* Trend Log Multiple
e ...and many more

GitLab

M wWireshark . Display Filter Expression ? =
Field Marne Relation
~ BACapp - Building Autormation and Co.. | | is present .A

bacapp.object_narme  Object Mame ==
bacapp.objectType - Ohject Type I=

Yalue (Unsigned integer, 4 bytes)

o

Predefined Yalues

analog-input ”
analog-output

https://bugs.wireshark.org/bugzilla/attachment.cqi?id=14582
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https://bugs.wireshark.org/bugzilla/attachment.cgi?id=14582

BACnet services

* To exchange information, BACnet
devices use services

* BACnet services are functions for
obtaining and defining information in

devices:

* Alarm & Event Services

Change of Value (COV) reporting
Subscribe COV

Atomic Write File

Create Object

Delete Object
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BACnet services

° SeI’VICGS — M vireshark - Display Filter Expression
Capabilities Flekd Narme
¢ Some are ¥ BACapp . Buillding Automation and Caontrol NMetwork &P,
COI’lfII‘mEd, bacapp.type . APDU Type
some are not Predefined Yalues
H Canfirmed-REC
Conﬁrmed Uncanfirmed-REQ
simple-ACK
Complex-ACK
segrment-ACK
| I s o Errar
30D fype - ‘. Reject
Mo, Time Abart
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BACnhet and time

* Time Synchronization
« UTC Time Synchronization

* Building Automation and Control Network APDU

@@al .... = APDU Type: Unconfirmed-REQ (1)
Unceonfirmed Service Cheoice: uteTimeSynchronization (9)
¥ UTC-Time:

¥ Date: Octeober 31, 2019, (Day of Week = Thursday)
v Application Tag: Date, Length/Yalue/Type: 4
. @... = Tag Class: Application Tag
1@1@ .... = Application Tag MNumber: Date (18@)
Length Yalue Type: 4
% Time: 5:54:51.51 P.M. = 17:54:51.51
v Applicatien Tag: Time, LengthfYalue/Type: 4
. B... = Tag Class: Application Tag
1811 .... = Application Tag Humber: Time (11}
Length wYalue Type: 4
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* BACnet messages that don't fit in a single packet use
segmentation

* Segmented messaging in BACnet is optional, which
means that client devices must support methods to
read data when a device APDU is small

¥ Building Automation and Contrel Netweork APDU
@@l .... = APDU Type: Unconfirmed-REQ (1)
Unconfirmed Service Cheoice: i-Am (@)
ObjectIdentifier: device, 110

Maximum ADPU Length Accepted: (Unsigned) 1475
Segmentation Supported: segmented-both
vendor ID: Fr. Sauter &3 (8@)
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BACnhet max. APDU

bacapp.max_adpu_size . Size of Maximum ADPU accepted Up to Minimurmbdessagesize (30 octets) ﬁ
bacapp.more_segments « Maore Segments Up to 128 octets

bacapp,MAK . MAK Up to 206 octets (fits in a LonTalk frame)

bacapp.narned_tag - Mamed Tag Up to 480 octets (fits in an SARCMNET frame)

bacapp.notify_type - Notify Type Up to 1024 octets

bacapp.object_narme . Object Mame Up to 1476 octets (fits in an [50 8802-3 frame)

bacapp.objectType « Object Type reserved by ASHRAE

bacapp.pduflags . PDU Flags reserved by ASHRAE

bacapp.Port - Port reserved by ASHRAE

bacapp.present_value. bit_string « Present Value (bit string) reserved by ASHRAE

bacapp.present_value.boolean . Present Walue (hool) reserved by ASHRAE

bacapp.present_value.char_string . Present Value (char st... reserved by ASHRAE -
bacapp.present_value.enum_index - Present Walue (enu... S
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BACnet MS/TP

M (Master) S (Slave) TP (Token Passing)
0-127 addresses are for master devices
128-254 addresses are reserved for slave
devices

Only master devices can initiate requests
and are part of the token passing

Slave devices cannot initiate requests for
data, they only reply to messages from
other master devices and are not part of
the token passing
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BACnet MS/TP PFM N\

&
 Address 255 used as broadcast

« It is better to cluster all the devices at adjacent

addresses to minimize unwanted Poll From
Master (PFM)

« Slaves conserve bandwidth, Masters burn
bandwidth
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N How-to capture RS-485 N

L 4 4

USB Cable
.l USBto l
RS485
Converter
BACnet Router
m- Computer with
Wireshark
T T ceeoee . .‘
. - . ‘. '
\.c
+ - + |- +
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Capture

...using this Filker: [I |Enter a capkure Filker ...

Resktore Defaulks

QMRCARD ~
@  BAChet MS/TP on COM3 -
= USBPcap
@ UsBPcap M iviveshark . Interface Options: BAChet MSTP on COM3 ? X
Learn
Baud Rate 75500 o
500
19200 B
|:| Sawve parameters on capture skark 38400
S76E00

115200 |

‘ Sbout Wireshark

Extcap path

C:hProgrs

Wireshark. Authors Falders

Marne

(5] rstprapexe

% ThisPC » Local Disk {C) * Program Files s Wireshark » extcap

o

|FiII:er by path

https://sourceforge.net/projects/bacnet/files/bacnet-tools/bacnet-tools-0.8.6/bacnet-tools-0.8.6.zip
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BACnet/IP Network |




L 4 4

(N BACnet network N\

« “A set of two or more networks interconnected
by routers. In a BACnet internetwork, there
exists exactly one message path between any
two nodes.”
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BACnet network with more
A D

& than one subnet

« To discover devices on
a foreign subnet you
can configure the
router to forward
broadcasts or you can
use BBMD
(BACnet Broadcast
Management Device)
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BBMD

« BBMD - BACnet/IP Broadcast
Management Device

« Different networks
One-Hop and Two-Hop

IP Subnet A BBMD A | BBMD B IP Subnet B

IP Router

D1 D2 D3 D4
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A2

Subnet: 255.255.255.0 Subnet: 255.255.0.0

(LT PR

192.168.1.1 10311

192.168.1.7§
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BBMD function

f-‘-.u:lapterl Settings BEMD |Diagnn:|3i3|

—BAChet Broadcast Management Device Setting: — —Registration as Foreign Device
Enable BEMD [+ Enable Remate Registration [~ Enable
BD Table Size = Femate BEMDIP | 0 . 0 . 0 0
Foreign device registraion v Allow LIDP Part W
FD Table Size = Time toLive sec) | B0

—BBMD Table Configuratian
Initial EDT | Orline: EDT | Online FOT |

Entry Mr | Cigtnbution E ntoy
' - [10.3.1.8;255.255. 255, 255.:47003)
ipdddr 10.3.1.8
mask 255.255.255.255
udpPaort 47308
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BBMD / Foreign Device
(O\ Registration (0\
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IP Subnet C

IP Subnet D

IP Subnet A

Foreign Device

IP Subnet E

IP Subnet B

BBMD E
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BACnet/IP Broadcast Message Forwarding

BBMD E IP Subnet C
IP Subnet F "
IP Subnet D MDD

Foreign Device

IP Subnet B

IP Subnet A | BBMD A |L

BBMD E
IP Subnet E

#sf20v e Online ¢ October 12-16



[ BACnet ]
BBMD/Router IP Router
with NAT
Private IP Network A 03 b4
[ BACnet J
BBMD/Router IP Router
Private IP Network B with NAT
D1 D2
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BACnhet Secure
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BACnhet Secure Connect -
A D

BACnhet/SC

Secure Version of BACnet/IP

No security mechanism in BACnet/IP
Websockets and TLS 1.2

No UDP Broadcasts and BBMD
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BACnet IPv6
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BACnet IPv6

‘ IPwvB-start-Browserpcapng

File  Edit  View Goo Capture  Analyze  Statistics Telephony  Wireless  Tools  Help

AE 2@ [ DNREB Re=2=2F &4 5

[i |.ﬂ.|:||:||~;.-' a displaw Filker ... <Ckrl-f=
Mo, Time Delta time Source Destination Pratocal Length  Info
i 1 0.002222 @.002020208 feld@: cc2l:9026:4024 :436h ffRe: thac® BWLC 72 BACnet Wirtuwal Link Control

Hard to find samle captures ®
« ffOx::bacO

« BACnet Virtual MAC Layer (VMAC)

#sf20v ¢ Online ¢ October 12-16



BACnet BVLC

Field Mame

Relation

» BWLC . BAChet Virtual Link Contraol

Predefined Yalues

brlefunction - Function
bevlc.function_ipwe - Function

BWLC-Result
Werite-Broadcast-Distribution-Table
Read-Broadeast-Distribution-Table
Read-Broadcast-Distribution-Table-Ack
Forwarded-MPOU
Register-Fareign-Device
Read-Fareigh-Dewvice-Table
Read-Faoreign-Dewvice-Table-fck
Celete-Foreign-Device-Tahle-Entry
Distribute-Broadcast-To-Metwork
Qriginal-Unicast-HPDU
Original-Broadcast-MPDL
Secured-BYWLL

is presemnt

Predefined Yalues

BWLC-Result
Driginal-Unicast-MPDU
Original-Broadcast-MPDU
Address-Resolution
Forwarded-2ddress-Resolution
Address-Resolution-ACK
Yirtual-Address-Resolution

Formarded-MPDL
Register-Foreign-Dewvice

YWirtual-Address-Resalution-ACE I

V6

Delete-Foreign-Device-Table-Entry
Secure-BYLL
Distribute-Broadcoast-To-Mebaark
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DAL DV

BVLC Message

Address-Resolution This message is usedto lookup the B/IPv6 address of known VMAC
address. This messageis sent via multicast

Forwarded-Address-Resolution This message is used by BBMDs to forward an Address-Resolution
message to nodes in its broadcastdistribution and foreigndevice tables.
This message is sent via unicast

Address-Resolution-Ack This message is sentin responseto an Address-Resolution message.
This message is sent via unicast and is directed to the node which
originally sent the Address-Resolution message

Virtual-Address-Resolution This message is used by B/IPv6 nodes to lookup the virtual address of
known B/IPv6 addresses. This messageis sent via unicast.

Virtual-Address-Resolution-Ack This message is sentin response a Virtual-Address-Resolution
message. This message is sent via unicast to the node which originally
sent the Virtual-Address-Resolutionmessage.
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BACnhet VMAC

Frame 1: 72 bytes on wire (576 bits), 72 bytes captured (575 bits) on interface @

Ethernet II, Src: IntelCor 99:be:57 (ac:7b:al:99:be:57), Dst: IPwemcast ba:c@ (33:33:00:02:ba:cd)
Internet Protocol Wersion 6, Src: fef@::cc2l:9926:4824:4a6b, Dst: ff@e::bacd

User Datagram Protocol, Src Port: 588928, Dst Port: 47508

EACnet Wirtual Link Centrel

Type: BACnet/IPYE (Annex U) [@x82)

Function: Address-Resclution [ @2x@3)

BvWLC-Length: 1@ of 1@ bytes BACnet packet length

BYLC-Yirtual-Source: 4382978 (@x31a882)
BYLC-Yirtual-Destination: 4302978 |(@x41a882)

« virtual MACs using new IPv6 BACnet Virtual
Link Layer (BVLL)
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N BACnet wrap-up

&

« Take away:

- With Wireshark I
learned more about
BACnet, new Wireshark
features itself and real
captures helps a lot.
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