USB Analysis 101

Using Wireshark to analyze USB traffic
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USB

Host Requester, DHCP server
Device Responder

Port Physical port connector
Hub Switch, Hub

Address Local IP address
Endpoint  Buffer, TCP/UDP Port
Class Communication Protocol
Descriptor Datasheet

VID Oul

PID Product code
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(.\ USB connectors

Pin Mini/Micro Pin Name USB 1 1 _ 2 0 USB 3 0
1 1 VBUS '
2 2 b- I::::I D0 ooo
3 3 D+ ——— -
N/A 4 ID A B A
4 5 GND
e
As there is just a single differential pair in T R
USB 2.0, only Half-Duplex communication o o
is possible Mini-A Mini-B
5 6 SSTx- B
6 7 SSTx+ s, | Y
— — FH, (T N\
8 9 SSRx- Micro-A Micro-B Micro-B
9 10 SSRx+

USB 3.0 is dual-simplex
Image from Wikipedia licensed under CC BY-SA 3.0.
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USB speeds

USB 2.0 features three transmission speeds:

® Low speed (1.5 Mbps)

® Full speed (12 Mbps)

® High speed (480 Mbps)

USB 3.x is a bit more complex:

® SuperSpeed 3.2 Gen 1x1 (5 Gbps) (formerly USB 3.0)

® SuperSpeed+ 3.2 Gen 2x1 (10 Gbps; 1 lane) (formerly USB 3.1)
® SuperSpeed+ 3.2 Gen 1x2 (10 Gbps; 2 lanes) (USB-C required)
® SuperSpeed+ 3.2 Gen 2x2 (20 Gbps; 2 lanes) (USB-C required)
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USB Type C connector

Al A2 A3 A4 A5 A6 A7 A8 A9 Al10 All Al2

GND | | TX1+| [TX1-| [VBUS| | CC1 D+ D- | |SBUL| [VBUS| |[RX2-| |RX2+| [ GND

GND | |[RX1+| |[RX1-| |VBUS| |SBU2 D- D+ CC2 | |[VBUS| [TX2-| | TX2+| | GND

B12 Bll B10 B9 B8 B7 B6 B5S B4 B3 B2 Bl

Image from Wikipedia licensed under CC BY-SA 4.0.



https://commons.wikimedia.org/wiki/File:USB_Type-C_Receptacle_Pinout.svg
http://creativecommons.org/licenses/by-sa/4.0/

Speed detection

* Low speed devices feature 1.5 kQ pull-up resistor on D-
* Full speed devices feature 1.5 kQ pull-up resistor on D+

* High speed devices starts as Full speed, and switch to High speed
after chirping sequence (D+ pull-up is disabled after chirp to
balance the lines)

®* USB 3.x link negotiation is much more complex, utilizing side band
communication called Low Frequency Periodic Signaling (LFPS)
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(.\ Why USB 2.0 is still relevant? (.\

®* USB 3.x and USB 4.0 are not replacing USB 2.0
Backwards compatibility is achieved by dual bus
The upper layers are pretty much the same

* Every USB 3.x hub contains both USB 2.0 and USB 3.x hub inside

®* USB 3.x and USB-C connectors contain dedicated USB 2.0 D+/D-
All USB 2.0 rules apply on D+/D- signals

®* There's a lot of devices that are fine with USB 2.0 speeds:

* Keyboard
* Mouse
* Controllers
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(.\ USB Transfer Types (.\

USB generalizes all possible transfers into 4 types:

® Control

Used for handling commands, e.g. GET DESCRIPTOR
Class and vendor commands possible, e.g. volume adjustment

¢ Interrupt
Periodic, guaranteed latency, retry on errors, e.g.: keyboard, mouse

¢ Isochronous
Periodic, guaranteed bandwidth, no retry or guarantee of delivery, e.g.: audio

¢ Bulk
Transfer large data, retry on errors, e.g.: mass storage
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(.\ USB Classes (.\

the communication protocols

USB specific classes, e.g.:

® Hub

® Human Interface Device (HID)
Protocol wrappers, e.g.:

® Mass Storage Class (MSC)

® Communications Device Class (CDC)
®  Printer

Vendor specific:

® Quiteafew ©
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libusb — a cross-platform library
(& (&

to access USB devices

® Works out-of-the-box on Linux, on Windows needs generic USB driver

B Zadyg = *
Deace Optiors Help

e at

Draver | a0, T

|*|'-'.'nusum:- 1700, 16305 |-_:— Pawe Irboreration

——— WIRASE (b
LEBIDI Tek o] ||u:m.: |5 | - - Easb-wn 32
liT“— Poplacs Divar |" [ 5150
wenl[X] WLEE (Mrogat]
1% devices Foumel I

® Automated WinUSB installation is possible if device implements WCID
®  String descriptor OXEE with “MSFT100” + Vendor Code (1 byte) + Padding (0x00)
®  Two vendor feature descriptors: Microsoft Compatible ID and Microsoft Extended Properties
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USB traffic can be captured in software:

® On Linux using usbmon module

® On Windows using USBPcap

There are Open Source hardware USB 2.0 sniffers available:

® OpenVizsla

¢ LambdaConcept USB2Sniffer

Sigrok can decode Low and Full speed signaling (capture with logic analyzer)
To my best knowledge, there are no Open Source USB 3.x hardware sniffers.
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OpenVizsla PCBA photo from sysmocom webshop.
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http://shop.sysmocom.de/products/openvizsla-v3-dot-2-usb-protocol-analyzer-pcba

USB ,,Packets”

Wireshark shows what the capture engine provided, e.qg.:

® libpcap (usbmon) provides "USB packets with Linux header and padding"
® USBPcap provides "USB packets with USBPcap header"

® OpenVizsla provides "USB 2.0/1.1/1.0 packets"

The "USB 2.0/1.1/1.0 packets" are described in USB 2.0 Specification, Chapter 8.
Software sniffers capture USB Request Blocks submitted to the host controller driver.
The "Linux header" and "USBPcap header" contain OS specific URB information.
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Device Descriptor

Request

F - n} =
Fle Eot Wew Do Lapoure Gahue Zasics Tdephory Mickss Joos  Help
Am 8 SRB ‘t--*-:Ei'_E_._.—I.ﬁﬂ!!

I"é- dga a ilay Bis S EI L]
P, Tore Bearpe  Desfirebion - Fromod  Length  [nfo Lk
- LB, BEE et 3,13.8 5B 36 GET DESCATATON Request DEVICE | B

1 B, BETIL 313,80 host U5E 46 FET DESCATPTOR Respise DEVICE
1 B.ERRITIN hant 3.13.& LUsE 38 BIT DELLAIPTOA qul.lt [ TOURATCON
48,8255 3138 host ir5B 37 GET DESCRIPTON Aesponse CORFTGALT 0N
5 8,830138 hast 3,158  USE 36 GET DESCATATON Asquest COHF [EURATION
4 B BIRTLE 3.11.@ hoat {121 08 &IT OIS[AIPFTOR Aesponaa CONFIOLRATIINR
7 B EAGISE tast 3,13.8 Sk 36 GET DESRIPTON Aequest STRING
3 B.B48155 3138 host 5B 38 GET DESCAIPTOA Aesponse STRIMGIMMLTorssd Packer]
7 N a3 he=nt 5.10.& {1-1.] 38 BET DESLAIPTOA Aequesk STRIKA
10 B, B30 3138 host 5B 32 65T DES(RIPTON Aesponse STAING
1L pd il %, 1 SR RN - N — .::_.r.-.'r.mm ETET NG il
¢ Frame 1) 35 hytes on wire (D38 Dits), 36 bywes coptured (398 bits) o Inter]| 1097 1c @@ 0 Ba bs 20 5 bd 4 ©F 00 00 D2 &% gb 20
\ R AR Bile B 93 00 B B3 98 B B B0 6 00 00 DIl . - - |
v Ewtip it eope  TENTINREES - - |
W bRl st Tapel Ml
Live ovar = Direction; Device-to-host
BB, ... = Typa: Stande-d [Bub)
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Languaps Td1 no langusge speclfied [Owdesg)
wimngth: 13

| < BN 3 * = =l ]

BT Tewt e (ed), Bhess || Frebnim 451 < Dsplewedh 452 {400.0%) | Prale; Defsi
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Device Descriptor

Response

il Vet - o -
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dm i@ (BB R +=ETEEEaaan
II-I.'“,.u A fiplsy Bis oo ='_'-'I L]
P, Tere: e Deanskn Profood  Length Infe

L 0, aEH hast 3038 i5E 36 GET DESCAIPTOR Aequest DEVICE

[ 2B maarad 138 hast 5B 45 6T DESCAIPTOR Respanse DEVIOE
1 B BEIAIID haxt I.15.8 LEE AE OfT DESCAIPTGH Arquamt [OWF IEURATLOW
4 8, 825538 313,48 host T 37 GET DES{RIPTOR Aespanse CORFIGUAST I
5 B, 630136 hast 3136 UGB I GET DESCAIPTOR Amquest COUFTHURATION
a4 B.EIRITLE 5190 homk .11 a5 0T DESCAIPTCA Amsponas CORFIGIAATION

- S L PP P Ty AL DT e T TERTOL P = 15 TP
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Configuration Descriptor

Request

Ml Vet - O o
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"L!-I.'“,h A fiplsy Bis oo =_'-'I &
s Tere T [
L B, e bast R AE USE 36 GET DESCATPTOR Aequest DEVICE L
| 2 B BT 3,138 hast U5 45 GET DESCRIPTOR Respanss DEWICE
BN NI ELT] hort” W18 110 5g [BET DESCAIPTON Arquans COWE ]
48, BI58IE 3,13.48  hast 5B 37 GET DESCRIPTOR Aesponse COWFIGUASTION
[ 5 B, 630136 hast 3138 iGEE 36 GET DESCAIPTOR Amqusst CRUFTGIRATION
a4 B.EIRITLE 5190 homk 1.1 a8 HIT DESCRIPTOA Hllpﬂnu CORFIZAATION w
s & Ty Bl s = o Al I DNl e —
¢ Framm %: 98 bytew on wiew [JAE hifa), 36 bytws ceptured (240 bitad on bnd| coee Lo @l T am ed 19 B3 9d T TT TR AR AR B MR - 0
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* bmRsguestType: GdD
Loow ovar = DEPECEion | Dewice-to-hast
.BB. i.i. o= Typa: Sktandecd [ Eab)
@ D20 = Recipiont: Dewdce (@wi@]
bAcquecti GET DESCRIPTOR (5)
Descriptor Indes: fsid )
biwacriptor Type: CONFICUAATION [BDE)
Languaps Td) reo language specitlied [usisia)
wiengthr 3
L E
@ F Tt e et S || Fradoets 4532 - Ceplewed 452 {300,0%) || Prafe Dafeu

#sf20v e Online ¢ October 12-16



Configuration Descriptor

Response
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2 BolanL 3,138 hast e 46 6T DESCAIPTOR Aespanss DEVICE
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Configuration Descriptor
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Configuration Descriptor
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Configuration Descriptor

Response
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String Descriptor
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String Descriptor 0

Response
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13 B.B4ATED 138  host 1.1} 38 BT DESCAIPTOA Aespanss STAIMD
13 Bfdapan hast 3138 ] 36 GET DESCRIPTOR Aequest STRING
14 B B4STTZ 1.8 hosk LEEE 76 BT DESCAIPTOA Aespenas STHIND
15 O BeE3aE hoat 3.1 {11 38 =T CORFLOURATIOH thl.l.t
15 B, 87722 3,138 hasg {17 AR SET {ONFLGUIRATION Response
17 0. BTETR hant 3.13.8 LS 36 SET INTERAFALE Raguest x|
Frame Bi 38 Bytes o0 wire (238 DiTs), 38 bytes <optured (248 DiTs) on Literfece wl|| #o00 lc BB flasad 1301 9d FF fi oM oo oo BB o0
U=a 1\E Ele 01 83 B od 90 B 22 9 9 0 (2 )
~ STAING DESCRIFTOR
bienagthn &
bles - iptor £ @@ [ STRIHGE)
w [ewpert Tnfo (ErroriMalforeed)) Malforeed Packet (Exceptlon ooosred)]
[Malformed Peclat [ Excaption cocurred} ]
[Seueriny Lewelr Erroge]
[Graupr Falformad)]
= | IET ¥ *
@ F Tewt e (et 2hvies || Pedeis 452 - Deplveds 452 {300,0%) || Profe) Dafpi

#sf20v e Online ¢ October 12-16



String Descriptor 0

Request (4 bytes

) - o =
Bk B Wew Go Copmre  Seakie  Tatsiks  depharg Whiekss Toos  Help
i m .'?._ﬁ_g R-ofe o BT T__E_; = & a8 o
.- T ] T =&
I‘I'I-l.i.-l.l'lll ”L LI - E‘_
() Tare Bourps  Desinsien  Promoool  Lesgeh  Dnfio o
7 0, BIGT5E tasT 3138 13 36 GET DESCAIPTOR Request STRING
0 b.B4R13E 5.19.8 hoe 3.1 3 BT DESCRIPTOA Amspanns STAIHO{Falfo-sed Peckat]
T p.paREIE hoet’ A1z IES e [BET DESCAIATON Aequant STRCHE ]
18 8, Bd4330 3138 Mk 5E 32 BET DESCRIPTOR Aespanss STALNG
1L B.B41E41 hoat 310 LESE JE HEIT DEESLAIPTOR FIIqI.ll: STRLHI
12 B.B43TER 5.13.8  has® LEB 38 OBET DESCAIPTCA Asepanaa STAIND
13§, Bdapas tast ERER usE 36 GET DESCAIPTON Aequest STRING
14 6. 84577 5198 haak LEEH TE GET DESCATPTCA Awsponne STHIND
15 O BeE3aE hoat 3.1 {11 38 =T CORFLOURATIOH thl.l.t
15 8, 87722 3138 hast U5k 2B EET CONFLEMRATION Response
17 0. BTETR hant 3.13.8 LS 36 SET INTERAFALE Raguest x|
Frawe 91 36 bytes o0 wire (D36 DATs), 36 bytes <optured (3B DiTs) on Laterfece wi| soo0 Lc BO 90 as ad 13 @1 3d +F +F 00 20 00 20 oo o0
uza 1mE B30 G0 B3 B ad 08 B3 82 98 o3 08 o o) EEIINGIEE
v Setup Dama — e FECNTET 2111]
w baRsgquestType] SR
a R = Oireaction: Davice-to-hoat
L Lo Typel Standand [eeB)
coa@ BB = Beclplent: Device JOwbd)
bArguast: OET DESCEIFTGR (4]
Descrlptor Tndes| o
blesordpdorType: STRIMNG [BeB3)
Larguaps 1d: ro langusge specified [2:2008)
mlengthy 4
| < P | #|| %3 = 5 *
@ F Tt e (et S b || Pedeis 452 - Deplveds 452 {300,0%) || ProBe) Dafpk
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String Descriptor 0

Response (4 bytes

Ml vareshak o w0
Bk B Wew Go Copmre  Seakie  Tatsiks  depharg Whiekss Toos  Help
4@ BB sr==TsEEaaan
| [ ke Wi e [= B3k ]
i, Tore Boarpe  [esdnabon  Poboodl  Lengeh Info o
7 0, BIGT5E tasT 3138 13 36 GET DESCAIPTOR Request STRING
U b.B4R13E 5.19.8 hoee 3.1 3 BT DESCRIPTOA Amspanns STAIHO{Falfo-sed Peckat]
? I.BIQHEE hal.'t : .18 I.Eﬂ 38 OfT IEE-DL'D'-‘TI_]H qu.lt I.TFEI:_H
18 B, 84138 ERER RN e 32 GET DESCRIPTOR Aespanse STALNG |
1L B.B41E41 neat 310 LESE A8 BT DESLAIPTCAR qu.ll: STHIKE
12 B.E43TER 5.13.8  ham® LEB 38 OBET DESCAIPTCA Asepanas STAIND
13§, Bdapas tast ERER usE 36 GET DESCAIPTON Aequest STRING
14 6. 84577 5198 haak LEEH TE GET DESCATPTCA Awsponne STHIND
15 O BeE3aE hoat 3.1 {11 38 =T CORFLOURATIOH thl.l.t
15 8, 87722 3138 hast U5k 2B EET CONFLEMRATION Response
17 6. BTEE haxt 3150 ] 36 ST INTERFALE Reguest i
Frame 18] 3 bytes an wire (055 bLts], 30 hytes captured (056 BLRS) an Incesface w| Soo0 Lo BB 90 am ad 19 @3 9d FF +f 5o o2 2o 20 o3 oo
uza 1B BHE 91 63 B 9d 08 B9 B A6 S 98 B3 83
* STHIWG DESCRIFTOR
bLeagthl &
Eeucripbor- Type: Qe [ STRIMG)
WLERGIDY English [United Stabes) |Baldas)
| = P *||&E 3 ¥
@ F Tt e (et S bies || Pedeis 452 - Deplveds 452 {300,0%) || ProBe) Dafpk
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String Descriptor 3 (iSerialNumber)

Request L4

Ml Ve = o -
Bl Edi Mes G Dipre  Snakme  Tastics Hqur-un;.: Wress  Toos  Hep

II.'E"‘ﬂ!; 'i-Jﬂ:Ei'_E_._. lﬁ.ﬂ!l
"LI-I.'“,J; A fiplsy Bis oo ='; L]
Py, Tore Boarpe Destretion - Frelod  Length Efio
7 0BT tast 1,13.8 5B 16 65T [ESCAIRTON Aequash STRIMG gl
3 B/B48155 313,80 host 5B 38 55T DESCATPTOR Aesponse STRTMGMalformed Pecket]
9 B.BRZIE hant 5.19.&@ LEE 38 BIT DELLAIPTOA Amquast STEIRE
18 B, B33 3,13.8  host 5B 32 65T DESCAIPTON Aespanse STATHE
| ik Bopdiesl st 3ARE EE 36 GET DES(ATATOR Aequest STROAG |
12 O.B43TaZ z.13.8 hont LEE 18 HET DESLAIPTOR Assponna STATHA
13 8, Bdapas st EPEE T 36 65T DESLRIPTOA Anqutst STRIAG
14 9, 845772 3138 host R 78 BET DESCATPTON Aesponse STAIME
15 O BeE3as hoat 3.13.& 1.4.] 38 SET [OAFTEURATIOH Hnlqlll-‘t
15 8, 87722 3138 host 5B 1B SET OOWFLEURATICH Respanse
Gl B o e ] TS RS A T— R AR FET _TRIFAFLTE Esmmisct st

+ Frame 111 36 tytes on whre (R bLTs), B5 Uytes captured (IBE bETs) on dntel| 1990 1c @2 FO we ed 10 O5
. pale 93 90 a1 B9 90 B2

 Satup Dats soze NN =
* bekeguestTipEs) Eﬂﬁ
Lice cvar = Direction: Device-mo-host
BB, ... = Typa: Standecd [BeD)
coofl BeRER) = RBechplent | Device (dwist)
bAmjuect) GET DESCRIPTOR (5]
Daacripter Index: DeBd
Eescriptor Ty STAING [(Bxf3)
Languaps Idi Ergllsh (Uinkoed States) {dwidls)
wimngth: I

& B e = L
@ F Tt e et S || Frdoets 452 - Ceplewedh 452 {300,0%) | Prafe DafsE
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String Descriptor 3 (iSerialNumber)

Response &

Ml Ve = o -
Bl Edi Mes G Dipre  Snakme  Tastics Hqur-un;.: Wress  Toos  Hep

II.'E"‘ﬂ!; 'i-Jﬂ:Ei'_E_._. l.ﬁﬂ!l
"LI-I.'“,J; A fiplsy Bis oo ='; L]
Py, Tore Boarpe Destretion - Frelod  Length Efio
7 0BT tast 1,13.8 5B 16 65T [ESCAIRTON Aequash STRIMG gl
3 B/B48155 313,80 host 5B 38 55T DESCATPTOR Aesponse STRTMGMalformed Pecket]
9 B.BRZIE hant 5.19.&@ LEE 38 BIT DELLAIPTOA Amquast STEIRE
18 B, B30 3,13.8  host 5B 32 65T DESCAIPTON Aespanse STATHE
1L 8, BdiBsl st 3,158 USE 36 65T DESCAIPTON Anquest STRIAG
12 B.B43TE2 5338 host . imB 38 BET OESCAIFTOR Assponaa STRING
13 B, B tast 3,138 isE 36 65T DESCRIPTOA Anqutst STRIAG
14 9, 845772 3138 host R 78 BET DESCATPTON Aesponse STAIME
15 O BeE3as hoat 3.13.& 1.4.] 38 SET [OAFTEURATIOH qulll-‘t
15 8, 87722 3138 host 5B 1B SET OOWFLEURATICH Respanse
Gl B o e ] TS RS A T— R AR FET _TRIFAFLTE Esmmisct st

F 20 D2 o0 20 20

™ FF FF om
i o o o0 o2 o

¢ Frame 131 3B bytes on wire (248 bLES), 3 bytes captured (2d8 bITs) on iared| 990 1 @ o s ed 10 D3
. i An ROlG L 93 90 BY 09 98 B3

= STAIMG DESCRETFTOR
bLegthy 52

blesoriptor Type: 8@ [STEIMG)
EString:

= } e = L
@ F Tt e ety Thvies || Frdoets 452 - Ceplewedh 452 {300,0%) | Prafe DafsE
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String Descriptor 3 (iSerialNumber)

Request

4

Ml et u| -
Bl Edit Mew Go Dapture  Bnahwe  Soaisiics  Tephorg  Wrelss  Toos  Hep
dm i@ iSEBB s+=ETiE S 0aan
"LI-I.'“,J; A fiplsy Bis oo ='; L]
P, Torg Eourps Destirgkipn < Protogdl  Length  [nfo o
R E T k33T 1,13.8 (1:1:] I 62T DES(ATATOA Aljusst STRIRG
3 Bop4al1ss 3,130 host ] 38 55T DESOATPTOA Aespodise STATHG]Malfermsd Pechet]
3 B.BIRZIE hant .18 IEE 38 BET DESCAIPTOA Amquast STRIRE
18 B, Bad330 3, 13.4 host LB 32 HET DESCATPTOA Apspeanise STATHG
1L B Bdina] hast 3138 {1:1] M 0ET DES(AIPTOA Amjusst STRIAG
13 B.B4ITAZ 5198 host e 38 =T DESCRIFTOR Asiporiss STAIH
BERCHTETET] mst 3438 SR 36 BET DES(AIFTCA Asquest STRING
14 B 845777 13,8 host {11 7B BET DESCATPTOA Aetpaadise STALMG
15 O BeE3as hoat 3.13.& 1.4.] 38 SET [OAFTEURATIOH qul.l-‘t
15 B, 87722 3,134 host Li5R 28 SET [ONFLGURATION Respante
Gl B o e ] TS RS A T— R ..IE_E.E.'I'_'I.I._II.I'EFI.I'.F_H.:I.IHL. st
» Frame 13| 36 bytes on wire (2B birs), 5 bytes captured (2BE biTsd on fnted | 0990 1c @@ fo = sd 10 D5 B FF £f 90 20 D2 DR Qb 20
. s LAB Bile B3 83 90 B B3 3R B2 8 Bh e oe on SRR - - - |
 Satup Dats _ A a0 el ==
* bekeagoestType) ol
Lisi wvar = Direction; Device-mo-hast
BB, ... = Typa: Stundwed [BuB)
coof BRE = Beclplent | Device (AwEa)
bAsquest) GET DESCRIRTOR (5]
D“.-:rl.Fh:r Inde=: BE=lZT
Efesoriptor Tyl STAIMNG (BxB3)
Languaps Idi Ergllsh (Uinkoed States) {dwidls)
wimnpgth: =2
< [ 2 > = )
@ T Tewt e B b || Frdoets 452 - Ceplewedh 452 {300,0%) | Prals Dafir
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String Descriptor 3 (iSerialNumber)

Response

Ml et u| -
Bl Edt Mew Go Lapware  Bnahue  Suiniics H-apr-un;.: Wislsr  Toods  Hep
i g "ﬁli '.'-"'-Eif__._ !.ﬁﬂ!!
'J:l I.'“,.u A fiplsy Bis oo ='; L]
P, Torg Eourps Destirgkipn < Protogdl  Length  [nfo i
R E T k33T 1,13.8 (1:1:] I 62T DES(ATATOA Aljusst STRIRG
3 Bop4al1ss 3,130 host ] 38 55T DESOATPTOA Aespodise STATHG]Malfermsd Pechet]
3 B.BIRZIE hant .18 IEE 38 BET DESCAIPTOA Amquast STRIRE
18 B, Bad330 3, 13.4 host LB 32 HET DESCATPTOA Apspeanise STATHG
1L B Bdina] hast 3138 {1:1] M 0ET DES(AIPTOA Amjusst STRIAG
13 B.B4aTAR 19,8 hot e 38 BET DESCRIFTOR Asiporias STALHD
13 B, fdapan Fast 3,138 1) A6 85T DES(ATPTOA Aequs st E_‘TH[FE
14 B045TIE 138 host AGE 78 BET DESCATATOR Aesponse STATNG
13 0. B4ADE hont LT T 18 52T CONFTEURATION Raquast
15 B, 67722 3,134 host Li5R 28 SET CONFLEHRATION qup-:lnst
AT AREIGIR  hact . 3 4% IKR AR FET_TRIFAFACE b ¥

¢SSR IRE
= STAIMG DESCRETFTOR

v Frame 14) 7B tytes on whre (624 bLEs), 78 bytes captured (624 bitsy of | sans

Lo oG fa
@1 B3

Bin
]

bLegthy 52

blesoriptorType: S@3 [STELMG)

bSEring: BRI R ER B O BT

Ln |

B30
fEan

<
[

Twt s (ready, B0 b

|i st 453 - Despleveech 453 {300 4 %)

| Profe; Defir

#sf20v e Online ¢ October 12-16
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Set Configuration

Request

il USBMC-USEPCap posang - u} Ed
Ble Edit Mew Go Lapware  Bnahue  Sudiniics H-apr-un;.: Wislsr  Toods  Hep
dm i@ iSEBB s+=ETiE S 0aan
II-I.'“,.u A fiplsy Bis oo ='_'-'I &
Py, Tee Biprps Deptratgn - Profood  Length © [nfi o
13 B, Ra4Rdb k33T 1,13.8 (1:1:] 16 62T DES(ATATOA Aljusst STRIRG
14 B RASTIE 3,138 host U5E 78 GET DESOATPTOA Respanss STATHG
‘1% D.BIEAD haet .'E,JS..-I ASE AE SET CONFIGURATION Paguast |
] 1% 8, 857722 3, 13.4 host LSE 28 SET OOWFIGURATION Raspoinse
17 B, 657578 hast 3138 {1:1] 36 SET IMTEAFALE Refuiest
18 B 19,8 hot e 28 LET INTEAFALE Fasponas
13 B, @azaz Fast 3,138 LSBES A5 BET MAX LU REguest
0 B dRle 3,138 host LISEEE 28 BET MAX LN Respinse
1 0. EAEE hont 3.11.2 e S8 .SCST: Cnquiry LUM: Qi
21 B, EdEn 3,13, host L5R 27 AB BULE put
T R rRARE [ PE 3431 T 37 aBE Bk im bl
¢ Frame 15] 36 betss on whre (363 bEts), 38 bytes captured (2BE bits) of| e Lo Do 2 am md 19 07 9d  FF FF Do D0 o0 00 00 B
s B UAE BiE B8 B3 B3 ad o8 B3 B2 9e 6 o0 00 o0 DNCEICINEE .- |
v Satup Dats CEl 0 o i il ==
* bekeguestTipEs) Eﬂﬁ
Bioe ovar = Direction: Hest-to-device
B8, ... = Typa: Stande-d [Bed)
coof R = Reckplent | Device (Awes)
bRAequsst) SET COMFTHERATION (4]
boonfiparaticodalue: 1
il rditn | @ [EeEs2E )
wilenigthy &
L= :n|
@ F Tt e et S e || Pradets 452 - Ceplewedh 452 {300.0%) || Prafe Dafeur

#sf20v e Online ¢ October 12-16



Set Configuration

Response

oMl vtk - o =

Ele Edi Wes G Copre  Soahme  Fansics Teghorg  Miess  Toos  Hep

dm @ PEB Re==TifEaaan

I‘I-I.'..,u.. A fiplsy Wi cOoi 'L
eI R, st (SE 26 SET CORFLAMATIN Response | ®
17 B.BET7ETD r=nt 1.8 HA. 3B ST INTEAFALE Ragumek

13 B.F5RSE 3.19.48 ho=k LB 2B ZET INTEAFALZ Rasponsm

L}
+ Frame 181 2B bymes on whre (224 bLTs), 3 byTes captured (228 blusy on | | eea F B
e e U e R e PR L b e M e

[Seurze: 3.13.8]
[Cesitlrationr Fast]
LS Pcap pasudchmedes Dangth: 38
L[AF 10 BxFHfadaildedants
[AP USED_STATISE USAD_STATUS_SUCCESS | S
LRE Function: UAH_PUSKCTION SEiFCT COMPIOURATION oS}
% AP information: @&@l, Girection: POO -» MO0
e R, = Ressrued) R
weas sead = Dirwction: POO -3 FOO [Bxl)
LAE bun id: 1
Cevlce mddeesss 13
W Endpoink: @u8, Direction: OUT
B... i.:. = Dbrection: OUT [0}
voao BB = Endpodnt rosbes) @
LAE trenafer fype: URS_CONTROL [Baiz)
Packet Data Lergth: B
[Heguect §n) 151
[Tiew from reguest: B.01938I008 sacond|
Contrel transfes atage: Complats [3)

o T L S o e AT 3 ¥

FrERE || Peoeis 452 - Deplveds 452 {300,0%) || Profe Defe
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Set Interface

Request

) - o =
Fle  Edi  Wiew Go Capure  Bnakes  Joabictice 'H-tph-un:.: Wiredss Tools Hep
d m @ "ﬁﬁ ‘t:"'l:ET_E_ =5a8D
I‘I-I.'..,u.. A fiplsy Wi cOoi E‘II‘
Tire Bource  Dwswabn  Pomod  Length [nfo —
16 B, BSTTIR 3,138 hasE U5 28 SET CORFIGURATION Response
| 17 BMTER hoet:  m.13.E AR 38 SET INTEAFACE lﬁuql |
13 B.EIIESE 3.19.8  hoxk SE 36 SET INTEAFACE Responam
[ 19 B, 64232 hast 3,138 LS EHE A6 BET MM LW Asgusst
= DL EIAELE 1138 hom® 12103 20 HIT SN LN Amaponas
IL B BAEmE et 13,7 1.1, 11 S5 SCST: Imgqoiry LIM: @udd
il B, 4506 3:13. 1 Mzt ] A7 \RB_BULE Ut
LR P bt n.1%.1 111 ] 2T IME_BULE in
4 0. Tanand %.11.1 haek LES B A% SCSI: Owks In LUM: @wBd (Ingulry Amsponss Data] [SC50 trenafer lisited dus tc allocatbon -
&5 B, 5117 hast 2,131 5B AT RE_RuLE in
e LREE! %111 haue PP &f_SCAT: Aesnanae DU R Tnoadsed Onodi i
llr_:I.?-!-Eh_rhlnﬂIirl{:-h:H'] 32 byten captursd {386 bigsY on | FEE0 ¢ 88 fo py ed 10003 S FF FF 90 0 B3 30 31 B
58 ME BELO R OO3 B Dd 0f 0O 00 OF B oR 20 o INETRaRe o sc 4]
“ Swtup Data i ==
% bebaquestType: Gxld
Biii wvae = DEPSction | Hast-mo-devics
BB, ... o= Type: Standecd [BeD)
.0 B0e = Raclplont: Dovice (w8
bRt SET INTERSACE [11])
A lternateSeting: @
nlnterface: @
wLenigthy A
| < P g ¥
@ F Tt e, b || Peoeis 452 - Deplveds 452 {300,0%) || Profe Defe
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Set Interface

Response

Bl Edil Wew Qo Capune  Enphue  Fratistics H_-tglr_ic!_r!:c_ Wrelss  Tooks  Hep
dm i@ | REE R ===TiEFEnaan

I‘I-I.'..,u.. A fiplsy Wi cOoi EI &
= - -
R

Py, Tiee Bigros D=ringon  Probool  Length  [nfio L:
14009365 30,8 test  Us 26 (55T INTERFALE Responze ]
19 O.FI43237 hent T.1%.8 AP P 5B OET AAH LN Aoguesk W

I _PAY MM (1M _flen=m

S EE— LT TS B E N ES
T Froes 187 ]H I:rh- en akre ﬂ.‘l-l. El.l:l'l. = I:rtn :lFturI.d t.l]-t I:El.'l‘ﬁ an i
~ SR RE o= =5 P
[54:-.|r'-:h !l LI El]
[oestination: heet]
LA cap pesisddempder Dergthi 1B
AP T dwffiadealdedssfh
LAP USED STATUS: USAD STATUS SUCCESS | SxOnooased |
URE Function) UAE_FUMCTION SSLECT_TMTERFSLE o fhleail ]
W [AP informatioe: B@l, Mrection: POO -3 FOO
D 0. = Fapareed: @l
viar wrod w DErectlong PR -3 FNN (Boad )
LAR bz id: 3
Dwvicm sdd-wnn: 11
= Endpoloir Swdl, Dlrectlos | QUT
Boor iese = Directions UT [B)
ve. DO = Endpolng rusber: @
LUARE tramsfer typer UREB_OMTROL [BwBl)
Facket Data Lergth: 8

[Bequast dn: 17]
[Time from megesst) B.ETSEA TSR ceconds]
Centrel tramfes atage: Cocplate [3)

'y 3 ¥

FrERE || Peoeis 452 - Deplveds 452 {300,0%) || Profe Defe
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MSC Class GET MAX LUN

Request

Ml vareshak - o w0
Bl Edil Wew Qo Captune  Snphue  Fatistics  Tephony  Wiekss  Tools  Hep

dmi® IBBRBRe==TsEEaaan
| [ ke Wi e [= B3k ]
P, Tore T o L I —y
19 B, #93655 3,138 hast i5g 28 SET INTEAFACE Response
19 DAY TT T SRS 35 mET AN LN Amguenk |
I B.EFMELR 3.19.8 13 LB 20 OIT S4N LUN Amsponaa
# 8, #adEE hast 313E ISHS 5B SCST1 Irqubry LU dwisd
I3 b EARIE 5.13.% hewk LESE 7 I.HE_HJI.I - TES
I3 P.oEgnEn et %.13.1 LEE 27 A BULE in
24 B, #I5EaL 3:13,1 mast USEFS 53 S(5[1 Dete In LM 8wed (Inqulry Aesponse [ats] [SCS[ transfer 1lslted des to allocatlon .
T 6.oFa%I1LT et 3.1%.1 1. AT 1MB BLE in -
+ Frame 191 36 byres on slre (263 bEs], 35 hytes captured (2BB blesy on 1| o9 Tc 0B 90 Ba 5d 1d 03 °d #F Ff o0 6O B2 00 Ib o2 1
| mA EE Goln o @3 63 Bd B0 30 2 e on o o0 DG - - - -]
 Setup baka seon EETITNET |
w peREquesTType Bwal
1 vee. = Diraction: Device-to- koot
WL a. w Typed Class (Bwl]
o BBL = Reclpient) Interface (@01}
¥ LSE Masn Storsmae
bAEquesTi GET MaX Lk (ife)
wRLUE . A
wirdex: @
mlengths 1
_‘I g - § ¥
@ F Tt e (et S b || Peoeis 452 - Deplveds 452 {300,0%) || ProBe) Dafpk
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MSC Class GET MAX LUN

Response

) - o =
File Edi Mew Go Lapmre  Snalme  Josdsiics H_-t!lr_iq!'!:t_ Wirekss  Tooks  Hdp
dm @ PEB Re==TifEaaan

| [ ke Wi e [= B3k ]
() Tare Bourps  Desinsien  Promoool  Lesgeh  Dnfio o
[ 19 8, ¥93656 313,48 st i5g 3B SET INTERFALE Besponse
[- 19 b.FI4353 r=nt 1.8 LI 3B EET MAN LN Asgumnk
I OBAGMELE 30180 - howk L1 8 0 BT MAN LL-Amspomne |
7l 8, #9dEE mast 113E LSS 5B SCSL1 Irqubry LU awesd
23 b.oFEERIE 3.13.3  h=wk LESE 27 I.HE_HJI.I ouf
I3 P.oEgnEn et %.13.1 LEE 27 A BULE in
24 B, #I5EaL 3:13,1 mast USEFS 53 S(5[1 Dete In LM 8wed (Inqulry Aesponse [ats] [SCS[ transfer 1lslted des to allocatlon .
T 6.oFa%I1LT et 3.1%.1 1. 4T 1MB BURLE in -
v Frame B9 28 byres on whre (232 bETs], I3 Dytes captured (23 bltsy on 4] | o Ic 00 0 Ba 5d 1d 03 @ FF FF 00 DO D2 o0 06 o0 1
A R GBln @l 83 B3 Bd B0 3067 91 63 ea gb 63 - ]
= U5 fass SRoeege
Han LM B
| < P g ¥
@ ¥ UEEMass Sirage kestes], 1bte || Peoeis 452 - Deplveds 452 {300,0%) || ProBe) Dafpk
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SCSI command

on Bulk OUT endpoint

) - o =
File Edi Mew Go Lapmre  Snalme  Josdsiics H_-t!lr_iq!'!:t_ Wirekss  Tooks  Hdp
dm @ PEB Re==TifEaaan

I‘I-I.'..,u.. A fiplsy Wi cOoi E‘ &
i, Tere Eourpe  Devren  Protool  Length Def |
[ mis e aesea WSt RANE SBMS . SBOSCST{ Read{18) LU S0 (LBA) SwiBeEIB, Lo 16) |
P X1 B.OE2DILE %.15.2 hek 1] a7 IMB_BALE cuk =
1 17 B.32913E hant 3.1%.1 1.1 27 LRD RLEK in

714 8, 32068 313:1 hast UGBS azLe 5CST) Date In LM Gwisd (REBdC18) Aesponse Dwtw) -
+ Frame 715 59 bytes on wire [£34 bits), 50 bytes cegtuced (904 bita] on || Coul Lb 90 69 Zs ad 2B B3 S HHHHHHB'E_E;} T g tal b |

Ush. IRE [ HE Eﬂ&!HNHHHH HEII-EB .
~ USE Mazs Storage i 3 .

Signature: DedlATIESE
Tag: Swlludiabd
CutaTrans feriengthi B13E
Flags: Subd
B ... = Terget: B2 (B}
wooe BEENY w LUK
-..@ LEEQ = COE Langth: @:dw
W SreT COA. Ammdd LBY
[Liiy) Bredéadd ]
[Commared Sat:Direck Access Devize |S<B] |
[Bespones in: 330]
Opogde | Aesd(18) [(Fa22)
Vol Qb
Logical Block Addresn [LBA): IB4E
ool BEENY w GrCeip) G0l
Trumafer- Langth: 1B

v Cantrol: s}
£ _I-_:l:_.'::-l."'.'-\.'-':l.'.'.'- = ¥
@ ¥ UEEMas Srage st 31 beies || Peoeis 452 - Deplveds 452 {300,0%) || ProBe) Dafpk
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SCSI command

on Bulk OUT endpoint

Ml o - u| -
Bl Edit Mew Go Dapture  Bnahwe  Soaisiics  Tephorg  Wrelss oo Hep

dm i@ 2RB Re=ETiEEnaan
I,I:ll..“'“ A fiplsy Bis oo ='; L]
Py, Tore Equrpe Destirabion - Protood  Lergth [nfp | -
b RIS B, 309Ed3 hosT 3,133 5B 58 ECSL0 AesdflE) LW G0 (LAAT SwiBsednd, iemi 16) i
| 216@ 3018 313.F  host s 27 \RB_BULK ik 1
H 17 B.53291316 hoxt 3.13.L LSE 27 1AE_BLILE in

F19 8, 329602 313.1  host ISBRE 8200 S0SDi Dats Ie LUMI 883 (Read(18] Responce Data) w

+ Frome Iifi I7 bytes on wire (ZL6 Bits), 27 bytes coptured (216 bits)
~ usa mE
[Seurce: 3.13.32]
[Cestinationt hast]
LEPcap pasudohasder Langth: 27
AP 10 BxFiffadnieedzesn
[AF UBED_STATUSE USAD_STATUS_SUCCESS | Awiedaiinid)
LAE Function: UAE PFUNCTION BULE OR TNTERALST TRAMSFER |B=0820)
% AP information: hd?l, Oirection: POO -3 FOO
e B, = Reserved) Gwd
vvee aeak o= Diraction: FOO -3 FOO [B=1}
LS bun kd- 3
Cwylie sddresss 13
! Endpoknt: @@2, Directlon: OUT
LAE tremnfer Sype: URS_BULE (@)
Packet Data Lergthi @
[Reguest doi 2331
[Tiew from regeest: O.9000IEORE saconds |
[bInverfacel o) Mass Storage [SwBs)]

Ll - :.II
@ 7 s, T bies || Fredoets 452 - Dosplowedh 452 {300.0%) | PraBe) Defpi
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( N What software sniffers show? (.\

&

Device driver submits URB, HCD handles URB and reports back to Device driver.
All software sniffer “packets” contain OS specific metadata (URB ID, endpoint, ...)

OUT (send to device) IN (receive from device)

Host—Device Device—Host Host—Device Device—Host
SETUP Data (8 bytes) + SETUP Data .
Control Payload (if wl_(eng{a >)0) (8 bytes) Payload (if wLength > 0)*
Indicates that URB
Interrupt Payload handling is done Indicates that Payload*
(result code is OS device driver
Bulk Payload specific) requested host to Payload*
start read
Isochronous Payload attempts Payload*

* Metadata only if the URB has failed/was cancelled, e.g. device was disconnected, STALL occurred, ...
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SCSI response

on Bulk IN endpoint

Ml Ve - o -
Bl Edi Mes Go Dipre  Snakme  Tabstics  Tephang  Wielss Toois  Hep

dm i@ imEBB fs+=ETiE S 00D
I,I:ll..“'“ A fiplsy Bis oo ='_'-'I L]
Py, Tee Biprps Deptratgn - Profood  Length © [nfi | La)
215 B, X2%Rd 2 k33T 1,13.2 LSRG 58 SCEL Aesdrle) L) Sedd (LEA; dwouiaecie, Leni L6
=15 B, 329118 3,138 host ] 27 1AE_BUILE ok —
S P17 B.W913E haet 1111 ASE J3FME BNE in' - |
P 14 8.32968% ,13.1  host USES . @210 SCSTH Dats Ie LUMI Gw8d [Resd(18] Response Deta) o
v Frame 27 Z7 bytes on wire (ZEG Bits), 27 bytes ceptuced (215 bits) {| %908 Ih D0 £2 2m ad I B 9d FF £ 2D D0 0R 0D W R iC
w oA HE SLF BB B: M ad B8 BL B BB B 00 B8R
[Source: hawt]

[Cesrination: ¥,13.1]
LEPcap pawudchande Langth: 27
[RF 10: ExFiffadnistedamsn
[AF USED_STATUS: USAD_STATUS_SUCCESS (| dwiiedeiiaind]
LAE Functicn: UAE PUNCTION BULE OR CNTSRALST TRANSTER |B=u2o)
% AP information: a8, ODireckion: FOO -3 POO
a6 B8, = Resaryed) wdd
veee 2. = Diraction: FOO -3 POO [BxB)
LAs bun bd: 3
Cerilioe mddeesss 13
! Endpoknt: @x31, Direcklan: IN
LAE tremafer Sype: URS_BULKE [2w23)
Packer Dora Lengthi @
[Aeapgnes {n: 2I01

[EInterfaceClose: Mavs Stormge [Bwis))]

= = 3|
B F s g || Frsmim 452 - Dplved 452{400.0%) [| Prame DassE
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SCSI response

on Bulk IN endpoint

| B3 820008 3,131 hazk USBHS” 90 SCET( Dste I LUNI Sl (REBd18) Recpinie Date)

Ml Vot 0 s
Fike Edi Wew Go Capoare  Bnakee  Tastics  Tephary  Wielss Tools  Hep
dn i@ I2EBB8 s=ET 3 S naan
R I.qr_J.. ey B cCh | i | l! &
iy, Tere Bowge  Desabn  Fooboool  Length  Info o
P RIS BI29RE hast - BARE USHEE 56 SCSTY Aead(18) LUWI Bwid (LBAI SwdSeaBl, Len) 16)

I1a B.T291LB 3.11.3  hownR 110 47 A BAE suk )
b T17 B.32913E hant 3.13.1 LB 27 AB BULE din

' Frawe Zif: G219 hytes oo wire (85752 bitsl, 8219 bytes captured (85752 | G010 BL B3 06 Bd B9 31 @3 0 08 B9 G
usa LAE . TR B
U5 Mags Storage ) E
~ SCST Pwyloed (Aead{i0) Amspore Dats)
[Lisi: pocasas ) e
[Commard SeriDirect Sccess Davice (B ] ars W
[58c Cpeode: Rmad[18] [Bxza)] eaim
[Asqumnt dn: F15] B
[Apspante Lol F287] i

I|
% ¥l

-._"F SCEL fce], B 190 boies || Pedeis 452 - Deplveds 452 {300,0%)
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(.\ What about Max Packet Size? (.\

* Endpoint 1 wMaxPacketSize is 512 bytes
® SCSI Reponse in ,,USBPcap packet” was 8192 bytes

* Software USB sniffers capture USB Request Blocks (URBs)
* USB host converts URBs into USB packets

* To see USB packets we have to use hardware sniffer
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.\ URB ,,packets” and USB packets

4

il USBMEC-USBLL-RRsrad poap = u} e
Bl Edi Mew Do Dipre  Snakme  Tabstics  Tephany  Wielss Toois  Hep
dm i@ [(“BB s +=Z=ETeEEaaan
LI-I.'“,J; 5 figlsy WS cCh c "! =&
P, Tore Eoure Dhestirgy e Fromad  Lengh [ [ =
GEd 2.EIS143383  host 13,3 wEiL. [ 3l —_—
563 2, 235144217 USELL 34 [T -+
LA 3. 2514t LEELL L KCE ™
© Frase 58: 3 bytes on wire (24 bits), 3 bytes captured (24 bits) | e Hlmom |
= USE Facket
PID: OUT (Rwal)
[Source: hawt] Lairespon dhing W BFCep capiwe date
[Cestination: 13,2] ile Ih BB BBl DT D B3 90 T T 80 B3 8 ua m o
ciae mes. D@ 1101 = Addrasa: 19 10 o8 2383 dd 28 B2 03 1§ AR
ceen WDBOL B, ,... = Erdpodntr 3 :g: :
BEE Boos vuos wors m CRCSDEnll [ooerect]

L Sy o]

* Frawe S93: 4 bytes on wirm [373 Bita), 34 byees coptueed (273 bdf | e C3 O i o g W 0B B i __
= e Packet Pl E o o P ] 30 5 30 [ BF 30

PLD; D&TAD (Bwcd) R G

CACE @weals [correct]
[cRc Status: Good]

FETT e | Padbeini 1512 Dipbypad) 1547 [000%5 | Prala [efsir
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SCSI Response

over multiple packets

il USBMEC-USBLL-FRsrad poap - u} e
Bl Edi Mew Do Dipre  Snakme  Tabstics  Tephany  Wielss Toois  Hep
dn i@ (inEBB S+==T 85

II I.“Ja s iiglap B cCH [ =
T, Tore: Eoure Diestirgy i -

565 1, 2I5ELBE17 hast 13.% USELL 1

56§ F, 235401233 ABELL 515 ATAA I

LET 3. 23%40pE2ET LEELL L RCE

564 1. 2I5821467  hast FEN SELL 1 Th

5§ I 235427LET USBLL 515 [WTam -4

LTE I ZiT4517nE LEELE L KCE <

571 235831550 host 13.1 USELL R

L33 I, 735831367 USELL 515 [WTad

573 I EITE LSELL 1 &K

574 7 pASEATAE3 hosT 13t USELL 1

575 1, 235843033 USELL 515 [ATan

LTE . ZI545F2E3 LEELE L ACE

577 Lo2I5e5E3 mast 13.4 LSELL ER

574, &, FI5E5E00 USBLL 515 [WTai

LT9 . FI%LANING LEELL L ACE

5B 1735834917 fost 13.t USELL 1 1h 3

¢ Frame 5861 GLE DyRer on wiee (310 BiTs], 515 bytes caprured . (21 Dy [
= | Packet -l
FID: DATAL (@wdh] ﬂ
1 e TR e | T oy
CRAL: BTM? [correct] w353
[CFC Skakus: Bood] r—
BT ¥
Ipa ] ) B3
. I L CRE B | -
@ F Do sl daia), 512 bates || Padeisi 1512 ' Displypad! 3533 (L0003 | Prols) Defmi
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USB is a polled bus

so there are NAKSs

Ml USBREC-USBLLpcap - ] 4
Bl Edil Wew Qo Capume  Enphue  Fratistics 'H_'tﬂhl'!:t_ Blrekss  Toods  Hep
dm & -'?-_ﬁ_g Ros=m T__IE_;_:.::

| [t ke Wi e

i, Tore Eoure [hsirgy i Fromo
19353 2, pEADESHES  hOsT 13,2 USELL
19555 3, FEATEEA0 USELEL
19%%s I EEasEerra LSELL
19354 I, 258236783 SELL
19587 F 3 rata heat 13.L LSELL
195y I AT ELEA LEELE
19359 2, pEAITET  host 13.1 USELL
19380 3. AT LAED LEELL
19%EL X, N0 EY LSELL
19362 . pEALAELES  hosT 13t USELL
19387 3. 040 E4ET LSELL
10364 2. 26BEITOET  hant 13.1 LEELL
19365 2, 26AEITAB USELL
19588 3. HEO44EaEd rent 13.L LEELL
19567 2. MaeiEsal EELL
19364 I, 2EALGSIET  host 13t SELL
19583 =, 30 Ang LSELL

T Bt Al ARl

FoFrame 195540 34 pymes pnowbre (272 hits), 34 bytes captured {372 BlEs)
= S8 Packet

PTin OD&Thb {dwod |

CAL: Bxcal [cocract]

[CRD Suatisi o]

@ ¥ oie sl 3 vies || Pacerts; T80  Deplypsch 1311925 {300.0%) || Profe Defml
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USB is a polled bus

so there are NAKSs

Ml USBREC-USBLLpcap - ] 4
E-u Em Wew G0 Dapure Babue Jaintks Rhghony Mk Toos  bep
L "‘ﬁﬁ 't-H'-Ei_E__. B e L

I‘I I ol 8 gl lw- B 1) a ==
P, Tiee Binros DwscEireyion Protocd  Lengih - [Infi Y
19374 2, 258530715 EELL 3 Lo o

19%Tq 3. MEELIFLED rent 13.L LEELL 1IR0

19378 3. PAmSIIA1E IEELL 213 paTAL | ;
19377 &, 268511465 IBELL L &K

19578 2.8 neat 11.L LIELL 1R

1979 I DEET4NIEA LEELE %1% DATAR

9% I, DeE55 433 SEELL L &K

19%EL . M7 et 13.1 LEELL 1 I8

193E3 3. 5O N LSBLL 219 DATAI

192R3 I, eansrL1s LEELL L&l

19368 3. HaETa 414 hext 13.1 LEELL 11IR

10EES 2. MEEREXT33 IEBLL 1 Hak

19365 2, DAA55LA6S hasT 13.1 S ELL ER L

19%ET I HEE%E441d LEELL Z19 DATAR

19388 3. pa35) 3462 SELL L ACE

193F9 1, 2685758658 hast FE LBBLL i11n

195 . EETYRIE] LIELL 2135 DATAZ

f—dran., I—wu—li-\" 1t h J i =

= ULl Facket
PIin DaTAl (dudb]
Datay ﬂ?mm
CAL: @=7Fc? [::n.'r.l:t]
[CRC Status: Good]

ol > e ] R,
0 ¥ Cemmjusladat), 512 bvoes | Paderis; ZLL6ES - Daplywsch 133925 {300.0%) | Profiles) [efpl
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Summary

® USB 2.0 is still relevant today
® USB 3.x backwards compatibility with USB 2.0 is achieved by dual bus

® Host initiates all communication
®* IN and OUT is always from Host perspective
® Device cannot send data unless host asks for it (driver submits “"IN” URB)

¢ Software sniffers capture URBs

® Every URB is captured as 2 “URB packets”
® Driver to HCI includes data payload from host to device (if any)
®* HCI to driver includes data payload from device to host (if any)

® URB level capture is sufficient for general use
* Understanding USB at packet level helps make sense out of the "URB packets”
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