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Hello!

/ am Uli Heilmeier

| am here because | love Wireshark.

You can find me at
@pizza_4u
@uhei@chaos.social @
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Everyone can
contribute

WS is open source and programmed by hundrets of volunteers.

When you want to give back to the community or improve WS this session is for
you.

But you don’t have to be a programmer to contribute

There is more than C, C++ and Python




You can contribute too!
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Wireshark/tshark application

Community

Topics we will cover
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Use Wireshark / TShark

Wiki: like Wikipedia
Knowledge base for using Wireshark, building Wireshark and Protocols/Dissectors
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Home
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This is the wiki site for the Wireshark network protocol analyzer. If you would Bke permission 10 edit this wiki, ploase see the edting
PEIrUCctons page (Hdr: send us 3 note with your GItLab account name Of request ACCess 1o the Wikl Edtor group using the Gitlad feature)

General

¢ HowToEdn: infarmation about how %o edit the Wireshark wiki

o SampleCeptures. Sample capture files for your eGHicason and amusement
o NotworkTrou R shootng: Information about tracking down setwerk problms
Prepare Wireshark | TShark
« BuldngAsdnstalling: Bullding and Instaling Wireshark (Developer’s Guide) (archived BulldngAndinstaling)
o CoptureSetup: How 10 setup your network 1o successiully captre pachets
. " tharrnt: Dicusses capturing on switched Etherne! networks

o CoptureSetup/WLAN: Frequently asked WLAN capture setup nfo

<l wireshark o Home L ( £ %8 09®

SharkFest’22 US
Kansas City, MO
July 9-14

#sf22us

URLs: wiki.wireshark.org and gitlab.com/wireshark/wireshark/wiki
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& Colapse sidebar

Edits happen in an own repo “editor-wiki”
To edit you have to be a member of the group “Wiki Editors”

=> You have to have a Gitlab account: register direct or use a federation Id like
Google etc

Request access to group with “Request Access” link or by writing a mail containig
your Gitlab username to the wireshark-dev maililng list
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404

Page Not Found

Editor-wiki is only accessable for group members
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view All Pages

When you have the access, just click the “Edit” button and edit a page.

Add a short commit comment and save
—> There is now approval process

Changes are synced automatically to wiki.wireshark.org and

gitlab.com/wireshark/wireshark
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® wiki.wireshark.org or gitlab.com/wireshark/wireshark/-
Iwikis
® To edit
create/use a GitLab account
request access via ,,Wiki Editors“ group:
gitlab.com/wireshark/wiki-editors
Edit via gitlab.com/wireshark/editor-wiki/-/wikis/home
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Bugs, Bugs, Bugs
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Issues (Bugs, Feature Requests) are tracked a gitlab.com/wireshark/wireshark/-
lissues

When you have an issue please lookup if your issue has already been reported
To search the issues you have to be loged in into Gitlab (no further rights required)
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For reporting a new bug, please use the Bug template (default) and fill out every
section!
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Having a sample capture is important for dissector bugs!

If pcap contains sensitive data use tracewrangler.com to sanitize or if there is no
other way mark the issue as private.

Screenshots for Ul issues.

Just copy and paste the WS version information.

Use the prepared Markdown syntax for better readability
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Add comments to existing bugs when they are helpful.
Please answer questions from others about your reported issue.
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Every commit/PR is triggering some CI/CD pipelines with jobs.

Build jobs have artifacts
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Every commit/PR is triggering some CI/CD pipelines with jobs.

Build jobs have artifacts
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‘ Issues - Bugs #sf22us

@® gitlab.com/wireshark/wireshark/-/issues
@® Search existing issues first
@® Add helping infos to existing issues
@® Use the template for Bugs
@ Provide pcap if possible
See sanitization talks and use TraceWrangler

@® Can be marked as private
only core devs can see it
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‘ Issues - Feature Requests

#sf22us

@® gitlab.com/wireshark/wireshark/-/issues
@® Search existing issues first

@® Add helping infos to existing issues

@® Use the template for Feature Requests

@ Provide pcap if possible

@® Provide or link to specs
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‘ Automated builds

#sf22us

® wireshark.org/download/automated
o macOS (Intel, ARM)
> Windows
. Source tar.xz

@ CI/CD pipeline artifacts (The jobs with three stages => build)
Debian/Ubuntu deb packages
Fedora/Rocky Linux/openSUSE rpm packages
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Wireshark User Guide => the manual how to use WS
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Wireshark User's Guide

Version 3.7.0

Richard Sharpe, Ed Warnicke, UIf Lamping

Table of Contents

Preface
1 Foreword
2. Who should read this doecument?
3. Acknowledgements
4. About this document
5. Where to get the latest copy of this document?
6, Providing feedback about this document
7. ypographic Conventions
7.0 Admonitions

2. Shell Prompt and Source Code Examples

1 Introduction
L1 What is Wireshark?
L0, Some intended purposes

LL2 Features

: I om

SharkFest’22 US
Kansas City, MO
July 9-14

#sf22us

Located at www.wireshark.org/docs
Available as HTML, PDF etc
The online version is for the development build at the moment
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« Collapse sdodar

Source of WSUG is written in Asciidoc and is part of the source code repo.
You can edit the source by using the WebUI.
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Mistery  Permalink
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Oeiete & B &

Ararvaigs_ ey 16443050

To edit with the Gitlab WebUI you have to clone/fork the repo
This is only necessary for the first time

into your own account
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‘ wireshark v & wosmhark + Forking in pregress

O Project informaton #sf22us
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@ Settngs

« Collspre sicobar

Forking takes some time
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Edit in WebUI
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WSUO_chapter_casture wesu s CapturelStart] or e TLrst te0lbar button,
* You can get more detailed IMformation aboet svailable Laterfaces wilng
G oM «CNCapCapturelpt Lossss |men prure [Op n
1 changed fie o If you already know the same Of the Captufe iaterfate yde Can STart Wireshark from the
command Line
by & Oerald Combs 1 mosth s WEUGO_Chpier_caotiume sk F 8282 plemien

To bring your edit to the original repo you have to create a commit and then a
MergeRequest




‘ wireshark

interface te captern packet data from.
Changes
* You need to captere at the right
pLace In the netwaek 1o see the traffic
WSUG_chapter_cagture.ac you

wast to see,

If you have say prebless setiieg wp
your capture eswirsneent you should
rave 3
Look 31 the guide sestioned sbeve,

Comenit Message @

)

#ChCaplaptar s

WGt Typo

wen SUATT Captering

ASS & missing cosms
swisg sethads can be used o

t Capturing packets with Wireshark

* You can double~¢
0 the <«OMapiste

on an isterface

<tion,welcone
Voreenns

Commit 1o master branch

face in the
100, vl cone

. then selact menei Capture

can select an

© Create a now branch
or click the Tirst teolber

Start a new merge request
od Information
e uileg

Discard draft mens: Capture

Carabt Combis 1 mosth a0

dochook/wiug_src/WSUG_chapter_capture.adoc ©

Oiscarg changes

isterface to cagture packet dats from,
» You need 10 Captere at the right
place In the setvork 1a see the traffic

yeu

11 you have any predless setting w
your capture envircnmest, yow yhould
have »

Lok At the guide mentiened sove
[#CaCapCoptor ingSect ton)

wen STAFT Copturing

The following metheds can Be sied to

STArT Capturing packets with wireshark

» You can Souble-click on an interface

» You can select as interface in the
«OAapintorfacesoct 100, welcone

then select senviCapture

clich the first teslbar

® You can et mare detailed iafermation

avatladle interfaces using
weCACaplap

0pt Lonsss (mens:Capture

olan

SharkFest’22 US
Kansas City, MO
July 9-14

#sf22us

Add a describing commit message like “WSUG: Updated chaptper

XYZ\n\nAddeded infomration about foo”

Create a new branch! Don’t commit to master branch!
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5 Plpeline faling? To keep GitLab spam and abuse free we ask that you verify your identity
Unail then, shared runners wit Do unavailable (Valcate your ac ot Use your own renne #sf22us

A wheark © Marge g Now

|
0
)
0

New merge request

v From whei-vt/wiresharkiuhel-vi-master-patch-53934 into wireshari/wiresharkisaster Change tranches
P
Tithe (required)
@
WIUG: Typo
(-]
Start the title with Draft: (o prevent a Je request ora
@®
Description
2
™ Write Proview 8B I & » & - v e .
W Add 3 missing comma

Merge options
Delete source branch when merge request is accepled

Squash commits when merge request is acceptod. (7

For the first commit there will be a warning/error about failed pipelines. You can "fix”
this by validating your account (by providing CC information).
Or leave it as it is. Core-Devs can rerun the pipeline in origin repo.




& Now merpe reguet - LS e

| SharkFest22 US

st com L (8 Kansas City, MO

July 9-14
Validate user account

#sf22us

wtes 0n shared runners, you'll need 10 valdale your ACCount with a Credit card
required to discourage and reduce abute on

tLab infrastn
only be used for valdation

This is
wo. OitLab will not charge your card, it will

Expiration Date

Card Number




o o 4 WSUS: Typo (T8N - Merge x v SharkFe“m US
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‘ A Wireshark Foundation » 4 wireshark + Merpe requests + 17909 Add a to do »
#sf22us
0  WSUG: Typo Z1 Coce v
D Assignee
. 13 0pen Ul Helimeder roquested 1o merge uhei-vi/wiresharkisholi-vt 0 Into saster Ul Hellmaier
o 58 minutes ago
n Overview 1 Commits 1 Pipelnes 3 Changes 1 0 Reviewers
g None
e Adg a missing comma Labels
& None
[ @ Members who can merge are allowed %0 add commits.
Milestone
(] 7\ Detached merge request pipeline #562565872 passed for 4322¢250 2 - $ v
Y minutes ago ' Time tracking ®
X No estimate or time spent
Lock merge request
B v Requires 1 approval from a core developer.
Unlocked

View olgibie apg

-~ Natifications (D

@ Meorge blocked: this merge request must be approved. 2 panticipants

Core dev will approve MR or ask questions




o o Y W0 Type 110 - Merge s X + Shark ,2 US
< ’ 8 Prab com, arh e k . ¢ w B0 L om® ‘ Es't
Kansas City, MO
£ o July 9-14

M Overview 1 Commits 1 Pipelines 3 Changes
0 0 Roviewors #sf22us
None
Q @ Merge blocked: this merge request must be approved
o Labels
Merge details None
n T y b ommits behind the target branch
aster
-4 . be deleted Mlestane
& v
s 0 (] O, Oldest first v Show all activity v
(=] Time tracking @
B No estimate or time spent
0 % Uli Meilmeser oubei-vt - 57 minutes ago Auth G C 74 :
s . X Lock merge request

o < This is a MR to prepare my SharkFest 22 US session, schad
X

Ul Heilmeler @uhel assigned to @uhel 56 minutes ago Notifications Q

Ul Heilmeier @u d this merge request just now 2 participants

UN Hellmeler @iuhel assgned to @ws-githb-utiity and unassigned @ubel just now

Reference: wiresharkpwireshark!.. [

Write Preview B I § &= & ¢ = == W8 Source branch: uhei-vt-saste..

When merged it will automatically be available at wireshark.org/docs/wsug...




Y WIU0: 1o (TN  Mesge e X BX Ware

PTud com

WSUG: Typo

Je Merged Ul Heldlmeler requested to merge «

1 hour ago

Overview 1 Commits 3 Pipe

Add 3 missing comma

hei-vt/

me

wireshark

uhei-vt-. [ Ino master

-’9 Detached merge request pipeline #562612324 passed for 94179191 just now (v

8 Approved by 4

View eligible approvers

}o Merged by & A Wireshark GitLab Utility 16 seconds ago

Merge detads

W source branch

pd Into master with 94179191

Add a to do »

Assignee
4 A Wiashark GitLab Utility

0 Reviowers
Nome

Labels

Nome

Milestone
Nome

Time tracking @

No estimate or time soent

Lock merge request

Inocked

Notifications (D

3 participants
a

SharkFest’22 US
Kansas City, MO
July 9-14

#sf22us

When merged it will automatically be available at wireshark.org/docs/wsug...




@ Wireshark User Guide (WSUG)

® www.wireshark.org/docs/wsug html

®

®

Asciidoctor files at gitlab.com/wireshark/wireshark/ -

/tree/master/docbook

For small edits use GitLab Web IDE
o Fork the project
o Creat a branch
Edit WSUG
o Create Merge Request

SharkFest22 US
Kansas City, MO
July 9-14

#sf22us
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CC BY SA 3.0, GFDL, commons.wikimedia org

Translation




eve 3 WUG: Ty " Megere X & . ok founduter X | 1X Lopin . B

transifex.com

Sign in

Toiter & Facebook

Emat of vsemame

=
Password

-

=
Ferget p

Log In

oo sn @m

transifex

Translation Memory Priorities

Yo G New Sromote 4nd rank your project’s Transiation Momory enies. in order 10

prortiee whic

N erfrie

LEARN MORE

s Wil Do wned for U8 i ups o for SUPgENBons In your TX Ednse

| SharkFest’22 US
Kansas City, MO
July 9-14

#sf22us

Create account or use federation ID to login to transifex.com/wireshark




eve 3 x & " X | X Wreshat | Overviow x | + ‘ SharkFestizz US
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.
:

@
E |

trarmfer com

transifex  eshecars Wheethark ; o ° July9-14
M Wireshark @ i #sf22us
" T

2743k 100K

Got to your know language




eone 2 wSU0. ype (Y Werge e X 2 Pipeine  Wieshan foundeticn X X Wireshert | Overview x| 5

€ 5> 0 08 o e Ponm =

Join team Wireshark team to

To contribute you have to be a member of the language group. Request access.
Core dev will approve.
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#sf22us

46 20 o




transifex

13059

Welcor

L7

transifes com

Key Maoce Info

| SharkFest’22.US
Kansas City, MO
July 9-14

#sf22us

Use all resources and filter for untranslated




transifex

13059

Status

Dxport SSL Sension Keys (%Ln

57

woys)

wransifex.com %0

Expon SSL Sesvon Koys (4N keys)

Key More nfo

Character Lime

on . | SharkFest22Us
il Kansas City, MO
2 © July 9-14
o]
#sf22us
=3
=3

Minor context to source code for the term to translate
Some terms have two variants (One item / multiple items)
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‘ Translation

#sf22us

® www.transifex.com/wireshark/wireshark
@® Login or create account
@® Request access to edit language

@ Translation for some languages have been started but haven‘t
been finished yet:
Chinese, Polish, French, Swedish, Spanish, Korean,
Ukrainian
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CCO0, Lumvox, commoens.wikimedia.org

Ask.wireshark.org: QA site similar to Stack Exchange
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o
#sf22us
facebook  fedorc® 05
o

or entar your Wirsshark Q&A user name and password

Having trouble signing kn?

00

To ask, comment and answer create account or login with a fedaration id
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date ¥ AL ’ ) <TION

Filtering ethercat packets: trying to see a distributed clock

N

Asan

Sampled Values (Current and Voltage Values)

w

p—
blocking some RPC traffic 8

‘ a3 Wanicomtl

Decrypt of WPA2 doesn't work 9 .
RO nteresting tags
How 1o export part of a TCP stream to a .peapng file? 23 vid
ow Arrgen gnored tags
Wireshark multiple files bug ? 16

tshark: why is -p (no promiscuous r ) not working for
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‘ ask.wireshark.org #sf22us

@® Use it to ask and answer questions for how to ...
@ Like Stack Overflow




#sf22us

€CO, pxhere.com

Mailing lists: Write an email, everyone who has subscripted to it will receive it and

can answer it.
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W/SI’W NEWS  Get Acquainted » Get Help » Develop v JUly9-14

Wireshark Mailing Lists #sf22us

For Users

Wireshark-announce + RSS

Anrouncements about releases and cther important irformatisn concerning the Wireshark project Low volume

Wireshark-users - RSS

Communigy-drives support Ist for Wireshark. High volume

For Developers

Wireshark-dev - RSS

Developer dscussion bst for Wireshark. Migh volume

Wireshark-commits « RSS

Some Code repOSOry COMMVL messages. Low volume.

For History Enthusiasts

L T ——

Wireshark-users for normal user questions




‘ Mailinglists

® www.wireshark.org/lists

® Wireshark-users
® Wireshark-announce

SharkFest22 US
Kansas City, MO
July 9-14

#sf22us
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@wocintechchat, unsplash.com




https://discord.gg/ts9GZCiGj5

SharkFest’22 US
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July 9-14

#sf22us

Discord server like we have it for this conference.
Like Slack or Teams to discuss WS related topics




#sf22us

CC0, Timo Kiostermeier, cenull.de

You (or your company) can become a sponsor.
There will be an announcement at the end of 2022/beginning of 2023




SharkFest’22 US

Ways to contribute: L g
Wiki
Issues (Bugs/FeatureRequests)
WSUG
ask.wireshark.org
Discord

Mailinglist

Take aways
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‘ Accounts and federations

#sf22us

® GitLab
> for Wiki, feature requests, bug reports, WSUG
o Account can be linked to Google, Github, Twitter,
Bitbucket and Salesforce

® Transifex
> for Translation
o Account can be linked to Google, Github, LinkedIn

@® ask.wireshark.org
o Account can be linked to Facebook, Fedora, Launchpad,
OpenlD and openstack




. Questions?

@pizza_4u [
@uhei@chaos.social @

SharkFest’22 US
Kansas City, MO
July 9-14

#sf22us

Questionmark: CC BY SA 3.0, Nevit Dilmen, commons wikimeda.org




