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o, June 10-15
- + Founder, ikeriri network service ¢o%,idi”
= A3 Reseller of CACE technologies in 2008.

’\'JTJ**W*V - Worked SE/IS at BayNetwork, Nortel
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__{ | lecturer of CHUQO University
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WiFi6E implementation is (will be) released in Japan‘“his'year,
as the United States has already started. Europe and tfi&other
world are also ready for 6GHz WiFi bands. It is time to analyse
WiFi6E with Wireshark.

In this session, we capture IEEE802.11ax in 6GHz channels. And
we dissect specified fields of the radiotap / IEEE 802.11. header
in 6E trace files using Wireshark.

Megumi (JA1UVG) also demonstrates spectrum analysis in the
6GHz band and indicates how to create capture environments in
Windows, Linux and macOS. The session also includes basics of
radio technology basic and IEEE 802.11 standards.




WiFi6E CH1 to 93 (in Japan/Eunggmws
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» UNII-5 band comes in Japan and Europe

» We can choose bandwidth from 20/40/80/160
using channels 1-93


https://en.wikipedia.org/wiki/Unlicensed_National_Information_Infrastructure

UNII-5/6/7/8 in US CH1 to 233 % ue

6425 6525 UNII = 5/6/7/8 6875 7125
MHz MHz MHz MHz

» We can use additional UNIl 6/7/8 bands in the US

» We can choose bandwidth from 20/40/80/160
using channels 1-93/97-233



https://en.wikipedia.org/wiki/Unlicensed_National_Information_Infrastructure

Live Demo SharftFest23 US

(AccessAgl llty WiFi Scanner) San Dtsc gl 10-1
« Open WiFi Scanner
Application

» Choose a WiFi
adapter (friendly
name) from list

» Check the access points and right-click.
> Copy all columns and header name



Live Demo (WiFi Scanner)

SSID: ikeriri-wific

BSSID: 3A:97:A4:4D:E3:0A
Vendor: Unknown

Channel: 1 (5,9,13)

Band: 6 GHz
Width: 20 MHz
Signal: -89

Last Seen: now
MCS: 11

TPC: 14 (transmit power control)

Mode: a/ax

Security: AES (CCM) / SAE
(SHA256)/WPA3 (SAE (SHA256))

Station Count: 0
Streams: 1
Min Rate: 6 Mbps

SharkFest23 US

San Diego, CAwrlune 10-15

Select the SSID Details tab and.
check IEEE802.11 management
header information

13 Bytes
8 Bytes
10 Bytes
1Bytes
2 Bytes
1 Bytes
20 Bytes
11 Bytes
2 Bytes
2 Bytes
1 Bytes
33 Bytes
12 Bytes
2 Bytes
14 Bytes
3 Bytes
23 Bytes
24 Bytes
22 Bytes
7 Bytes

+ Ext Tag: HE 6GHz Band Capabilities

00:0FAC | AES (CCM) | SAE (SHA256)

Octet 1: 0x04 | Octet 2: 0x00 | Octet 3: Ox4F | Octet 4: 0x02 | Octet 5: 0x00 | Octet 6: 0x00 | Octet 7: 0x00 | Octet: 0x4040 | Octet: 0x41
Parsing not yet implemented

Parsing not yet implemented

Parsing not yet implemented

HE Capabilities

HE Operation

Parsing not yet implemented

Parsing not yet implemented

HE 6GHz Band Capabilities

Qualcomm Inc.

Microsoft Corp. | WMM/WME (0x02) | Parameter Element (1)
Qualcomm Inc.

Qualcomm Inc.




Ext Tag: HE 6GHz Band Capabilitiesg, & 552 s

-
L — - - San Diego, CAwplune 10-15

HE 6GHz Band Capabilities

= Capabilities Information 0xB836 #sf23us
vere aees aee. 2000 Minimum MPDU Start Spacing: No restriction M P D U Settli n
Maximum A-MPDU Length Exponent: 1 048 575 . g
........ 10.. ... Maximum MPDU Length: 11 454

E—— 802.11 MAC protocol

SM Power Save: SM Power Save disabled

P RD Responder: Not supported

e e data unit configuration

Tx Antenna Pattern Consistency: Supported
00.. covr venn aens Reserved: 0x0

L]
» Power Saving
255 33 Bytes + Ext Tag: HE Capabilities HE Capabilities

_= 12 Bytes + Ext Tag: HE Operation HE Operation @ Antenna Pattern
« WiFi6E also uses IEEE802.ax like WiFi6, so the
beacon contains HE Capabilities, HE Operation tag

» Both tags show IEEE802.11ax settings




Capturing WiFi6E in Windows envirgnment,. ;.

San Diego, CAw June 10-15

» As usual wifi adapter works in managed mode.
» We need to change it into monitor mode. .

« Windows OS’s NDIS API functions are limited, so we
can not change Intel AX adapter into monitor mode.

» You may use WlanHelper in specified environments.
https: //glthub com/hsluoyz/WlanHelper

0 ) GitHub - hsluoyzAWlanHelper:
< @, A (5] httpsi//github.com fhsluoyzMlanHelper o 3 A +) e ®

O Product ¥ Solutions ¥ Open Source ¥  Pricing

H hsluoyz / WlanHelper  Public 2 Not



Live Demo WlanHelper SharllFest23 US

M WianHelper Tool for Npcap [www.npcap.org] San Diego, CAyepJune 10-15

KRRRRRRRRRRRRRRRRRK
#sf23us

1 o want to oserate ons 8 One stream only
vant to switch to for the chosen wireless card: b aS-iC MCS
NDIS restriction

ann WlanHelper with the administrator right
Choose wireless adapter

Choose the operation mode as Network Monitor
You can capture traffic if succeed




Alternatives Commercial products sharifFest3 US

There are some alternative commercial prodéects i’
the Windows environment pst23us

TamoSoft CommView for WiFi is one of them.
https://www.tamos.com/products/commwifi/

CommView uses its customized monitor mode driver
based on Windows wireless driver.

Intel AX210, AX211, AX411 support 6GHz
in the US, but only AX210 works in Japan
(maybe another area like Europe )

for the initial scan problem.



https://www.tamos.com/products/commwifi/

Initial Scan problem of Intel AX cards_ & % ,c
» Intel produces the same M.2 wireless C Al .t 1015

nardware worldwide, though every country/drea
nas its radio laws/limitations.

» How does it decide this? Intel uses an initial scan

to determine the location based on the current

WiFi environment. Intel does not show the source...
An update is available

CommView for WiFi 7.2 (Build 923)

What's New:
* Support for Wi-Fi 6E (6 GHz in 802.11ax networks). Wi-Fi 6E support is available only when

you use a compatible adapter (for now only Intel Wi-Fi 6E AX210 adapters) that operates in

the USA. AX210 adapters conduct initial scans to determine their location based on the
current Wi-Fil environment,
]



Let’s Alibaba to find RF Shielding rgg%stm Us

San igfo, CAxepJune 10-15

o There are some solutions to use WiFi6E unti

year, we need Electromagnetic Compatibility*{EMC)
and Radio Frequency (RF) testing environments.

1- 14 pieces 15 - 29 pieces »= 30 pieces

$9,000.00 $8,500.00 $8,000.00

Benefits Quick refunds on orders under US $1,000
pecification ‘ HM-MSR ‘

Lead time:® Quantity (pieces) 1-1 =1

Lead time (days) 5000 To he negotiated

HDRF-1560-C RF Shield Test Box
HDRF-1560-C

But pricy....



Create DIY EMC/RF testing chamber,/ bOX/% - ;s

» We need to avoid the other wireless signalgescapue 1015
So go to the kitchen and find steel bowls ( may.
reduce>20dB ) or create a DIY testing chamber/box.

» Finally, Intel changed the base driver of AX210, and
we do not need a special environment, “netsh wlan
sh all” to‘check version >22.190.0.4 works in Japan

Steel bowl is not perfect but
it decreases over 20dB,
Sometimes it meets the

signal threshold of the

wireless card.




Live Demo CommView for WiFi w1tl? ,Zejr
Open CommView for WiFi, automatical yanm&

monitor mode, commerc1al driver

— fsf2

We test with version 7.3 build 939

C
C

S

hoose scanner mode and select all 6GHz
nannel ( from 1 to 93 in Japan)

now Logging tab to save packets at Desktop

Check View>Channnels and Spectrum pane
Check Data/Management/Control frames

G

. ® & — Auto-savin
com n]Vl eW for WI FI Maximum direggtory size, MBytes: 200000 2

Version ?.3 [Bulld 939) Average log file size, MBytes: 100 . Y Y Y
v Save logs to: E
¥ shitaMegumi¥Deskto

Copyright @ 1999-2023 TamoSoft

3 US

ne 10-15



Live Demo CommView for WiFi wit
Click start to hop the 6GHz channel r}gﬁgé%gtf}%o({;s

We can find the SSID “ikeriri-wifi6” pst23us
on channel 1(1 and 5 at bandwidth 40MHz, 1,5,9,13
at 80MHz and 1,5,9,13,17,21,25,29 at 160MHz)

Standard / MAC Addre annel A Tfp SSID Standard Encryption Signal Streams
v 80211 (6 GH)

‘Standards: IEEES02. 11ax(6GHz) Securlty WPA3SAE
Max PHY rate: 2041.7MHz Streams 2 and more.

Select Channels tab to l
check the channel from 1 to 29 - —




Live Demo CommView for WiFi wit
» Select the Packets tab to check the b

v Wireless Packet Info

» Wireless Packet Info shows
Band: 6GHz, Channnel:1

» SSID parameter set shows
SSID: ikeriri-wifié
. We can also find IEEE802.11 -

management header tag
HE 6GHz Band Capabilities

» We can also find some
action frames too

V802

Beac

VB

Signal level: 16%

Signal level in dBm: -85

Noise level in dBm: -90

Rate: 65 Mbps

Rate type: 802.11n

Band: 6 GHz

Channel: 1 - 5955 MHz

MCS index: 0 (1 stream, BPSK, 1/2)
Streams: 0x1

Guard Interval: 08 s

Channel width: 00 (0) - 20 MHz
Date: 3-6-2023

Time: 15:41:21.076686

Delta: 0.000000

Frame size: 293 bytes

Frame number: 1

1

Frame Controk: 0x0080 (128)
Protocol version: 0
To DS: 0
From DS: 0
More Fragments: 0
tr

Power Management: 0
More Data:
Protected Frame: 0
Order:
Type: 0 - Management
Subtype: § - Beacon
Duration: 00000 ()
Destination Address: FRFFFFFFFFFF
Source Address: 34:97ALDESIA
BSS ID: 3A97AL4DERA
Fragment Number: 00000 (1)
Sequence Number: 0x03FD (1021)

on
Timestamp: 260798617659 sec
Beacon Interval: (x0064 (100) - 102400 msec
Gapability Information: 0x0511 (1297)
SSID parameter set
Tag: SSID parameter set (0x0)
Tae leneth 13
D: ikeriri-wifif
Supported rates
Traffic indication map (TIM): 0x00 (No frames buffered)
Gouniry Information
Power Gonstraint
TPG Report element
Extended Supported Rates
RSN Information Element (802.11)
Extended Capabilities
VHT Tx Power Envelope (IEEE Std 802.1 1ac/D5.0)
VHT Tx Power Envelope (IEEE Std 802.11ac/D5.0)
RSN eXtension
Ext tag: HE Capabilities (IEEE Std 802.1 1ax/D3.0)
Ext tag: HE Operation
Ext tag: Spatial Reuse Parameter Set
Ext tag: MU EDGA Parameter Set
xt tag: HE 6 GHz Band Capabilities
Ext tag leneth: 2
Ext tag number: HE f GHz Band Gapabilities (59)
v -Capabilities Information: 03688
Minimum MPDU Start Spacing: No resriction (0x0)

Maximum A-MPDU Length Exponent 1 048 575 (0x7)

Maximum MPDU Length: 11 454 (0x2)
Reserved:

SM Power Save: SM Poner Save disabled (1x3)
RD Responder: Not supported

Rx Antenna Pattem Gonsistency: Supported
Tx Antenna Pattem Gonsistency: Supported

Vendor specific: (221), Qualcomm Inc, Tag not interpreted
Vendor specific: MIGROSOFT GORP. WME

Vendor specific: (221), Qualcomm Inc., Tag not interpreted
Vendor specific: (221), Qualcomm Inc. Tag not interpreted

N oM%19s us

€A @O0, CAe

June 10-15

No Protocol Src MAC Dest MAC

1_MNGT/BEACON Broaicast
2 MNGT/ACTION Broadcast
3 MNGT/ACTION Broadcast
4 MNGT/ACTION Broadcast
5 MNGT/ACTION Broadcast
6 MNGT/BEACON Broadcast
7 MNGT/ACTION Broadcast
& MNGT/ACTION Broadcast
9 MNGT/ACTION 3A87:A4ADEIDA Broadcast
10 MNGT/ACTION 3ADTAIADEINA Broaicast
11 MNGT/BEAC 3IADTAIADEINA Broadcast
12 MNGT/ACTION 349744 Broadcast
13 MNGT/ACTION 3AT7AIADEINA Broadcast
14 MNGT/ACTION 3A87:A44D1 Broadicast
15 MNGT/ACTION 3A87:A441 Broadicast
16 MNGT/BEACON 3ADTAIADEINA Broadcast
17 MNGT/ACTION 3A97A4ADEINA Broadcast
18 MNGT/ACTION 3A97A4ADEI0A Broadcast
13 MNGT/ACTION 3ATTAIADEINA Broadcast
20 MNGT/ACTION 3AB7:A4ADEDA Broadcast
21 MNGT/BEACON 3A87:A44DEIDA Broaicast
22 MNGT/ACTION 3A97:444DEIA Broadcast
23 MNGT/ACTION 3A97:A4ADEINA Broadcast
24 MNGT/ACTION 3AT7AIADEINA Broadcast
25 MNGT/ACTION Broadcast
26 MNGT/BEACON Broadicast
27 MNGT/ACTION Broadcast
28 MNGT/ACTION Broadcast
23 MNGT/ACTION Broadcast
30 MNGT/ACTION Broadcast
31 MNGT/BEACON Broadcast
32 MNGT/ACTION Broadcast
3 MNGT/ACTION Broadcast
34 MNGT/ACTION Broadcast
35 MNGT/ACTION Broadcast
36 MNGT/BEACON Broadcast
37 MNGT/ACTION Broadcast
38 MNGT/ACTION Broadicast
39 MNGT/ACTION Broadcast
40 MNGT/ACTION Broadcast
41 MNGT/BEACON 3ATTAIADEINA Broadcast
42 MNGT/ACTION DE30A Broadcast
43 MNGT/ACTION E304 Broadicast
44 MNGT/ACTION 3A87:A44DEIDA Broadcast
45 MNGT/ACTION 3A97A4ADEINA Broadcast
46 MNGT/BEACON 3A97A4ADEI0A Broadcast
47 MNGT/ACTION 3ADTAIADEINA Broadcast
48 MNGT/ACTION 3A87:A4ADEIDA Broadcast
43 MNGT/ACTION 3ASTAIADEINA Broaicast
50 MNGT/ACTION 3A97:A44DEIA Broadcast
51 MNGT/BEACON 3A97A4ADEINA Broadcast
5 MNGT/ACTION 38A7:02ADF 04 Rrandract 3aA7:2:

0x0000
oxe010

ox2100
oxe11e
ox0120

80 00 00 00 FF FF FF FF-FF FF 3a 97 44 4D E3 0& GGV,
34 97 A4 4D E3 OA D@ 3F-3B EQ E6 60 41 00 00 00  :-WM&.D¥; 3"
64 @0 11 @5 0 QD 63 66-5! 0 77 69

9 1 2 o oo

0 o

20 00-FB FF 00 00




Convert trace file as pcapng

» We export ncfx t
open the trace file
Select File>Save Packet Log As

race file into pcapng,
ncfx) with CommView

and choose file type as pcapng

“BeaconAt5955MHz.pcapng”

It s the time for Wireshark

P —
O WEE EFN BBE SO AHS

®/FG) FAW VM AT

(m 20 BB Rew aaanm
(== s v
m Tine Sl o) Sowee Dot
1 0.000000 -85 dEm,Ba:97:a4:4d:e}:ﬂa Broadcast

20 moea 76 Afm 22:07:31:2d:02:05 Renadeact

Frame 1: 329 bytes on wire (2632 bits), 329 bytes captured (2632 bits) on inte

~ Radiotap Header v@, Length 36

Header revision: @

Header pad: @

Header length: 36

Present flags

MAC timestamp: 1685774481076686

Flags: 0x00

Channel frequency: 5955 [A 1]

Channel flags: 0x0000

Antenna signal: -85 dBm

Antenna noise: -90 dBm

Channel number: 1

Channel frequency: 5955

Channel flags: 0x00000000

~ MCS information
Known MCS information: @x07, Bandwidth, MCS index, Guard interval
...... 00 - Bandwidth: 20 MHz (@)

.8.. = Guard interval: long (@)

e index: @

[Data Rate: 6.5 Mb/s]

802.11 radio information
TEEE 802.11 Beacon frame, Flags: ........
TEEE 802.11 Wireless Management

0090

T+ Bl TUVI-VIITE WPARRIR PlnxhP CiscoAP NetGewAP RTSNCTS DoauliDiassoc F-5

Tove/sibispe
Beacon frame
Aetion

00 00 24 00 6b 00 Oc 00
00 00 43 17 00 00 ab a6
07 00 00 @0 20 00 00 00
ad 4d e3 0a 3a 97 a4 4d
41 00 00 00 64 00 11 05
69 2d 77 69 66 69 36 01
6C 05 04 @0 91 00 00 07
18 00 00 20 01 00 23 02
00 00 of ac @4 01 00 00
[E cc 00 7f eb 4 00 4f
€3 @02 52 14 c3 02 18 14
08 la 40 10 Oc 60 48 88
£f fa ff fa £f fa f 79
24 4 3f @2 2f fc f o1
ff @e 26 00 03 ad ff 27
f 03 3b b8 36 dd 17 8c
01 01 03 @3 91 01 00 04
00 50 f2 02 01 01 80 00
42 43 5e @0 62 32 2f 00
49 4c 51 @3 02 @9 72 01
dd 07 g fd fo @4 o1 o1

Datarate Protocal
& com 11

ce bl 1d f5 33 fd 05
00 00 00 00 43 17 01
Ff Ff £f £ £f 1 3a
e3 0a d@ 3f 3b €0 e6
00 0d 69 6b 65 72 69
08 8c 12 98 24 bo 48
0a 4a 50 @4 c9 83 00
0e 00 32 @1 fb 30 14
of ac @4 o1 00 00 of
02 00 00 00 40 00 41
4 01 20 £f 2123 od
£d 49 €1 8c 11 02 00
1c ¢7 71 1c ¢7 71 ff
07 07 of o1 f 02 27
a4 ff 42 43 ff 62 32
fd fo 01 01 02 01 00
01 01 @9 2 00 00 dd
03 a4 00 00 27 ad 00
dd 16 gc fd 0 04 00
00 00 00 00 fb ff 00
o1

Lerath o
6.5802.11 329 Beacon frame, S-

()
00
97
60
72
60
o1
o1
ac
09
o1
fa
ac
03
ff
@
1€
00
00
00

97 ETIC Nicravory

$-k 3
C c
LERERR S
Aced ikerir
i-wifi6 $oH
1 »
420
] 0 @A
X [
@ noI
y aq
$e2/
& BC-b2
3
BC" b2/
Q-

A

estina!
S Add
Bos‘gcleD, SA‘rge;;A Comma delimited files (*.csv)
[ T o Comma delimited files with HEX data (*.csv)
Sequence Numb:
' - Beacon E
Timestamp: 2807 REHIESETANLRIEF QT
Beacon Interval: |SGEEES SNG4
Capability Inform PGS S NS

TrA&(

beaconat5955MHz

T74 VOER(T): | CommView Capture Files (*.ncfx)

CommView Capture Files (*.ncfx)
CommView Capture Files - Legacy (*.ncf)

IAF-DIERT NI Observer files (*.bfr)

NAI Sniffer files (*.enc)
Text files (*.txt)

D OREELCE Wireshark/Tcpdump files (*.cap)

Loy \Vireshark/Pcapng (*.pcapng)

SharkFest

San Dtego CA

Yiew

Start Capture

Remote Monitoring Mode

Save Nodes As ...

Save Channels As ...

Save Packet Log As ...

Log Viewer

Clear Nodes

Clear Channels

Clear Packet Buffer

Exit

OO

Meavs Comminminda: 11

3us

3 US

epJune 10-15

iFi,

@ CommView for WiFi - Intel(R) Wi-Fi 6 AX210 160MHz

m Search

Settings Rule

Ctrl+S ‘ p

[EH |
Ctrl+E

Ctrl+P

Ctrl+L



‘ BeaconAt5955MHz.pcapng

[
( h e C k d ] SS e Ct o rS o TV WREE)  FRV) BEG) FYIFvO  HIFA) HEHS)  BIEY) E\RW YK ALVTH)
® X@ | = B = Qi

LIE —

S No. Time Source Destination Protocol  Length Info
a lo ap ea el 1 0.000000 3a:97:a4:4d:e3:0a Broadcast 802.11 329 Beacon frame, SN=1021, FN=0, Flags=........

Frame 1: 329 bytes on wire (2632 bits), 329 bytes captured (2632 bits) on interface unknown, id ©
° ° | v Radiotap Header v@, Length 36
| Header revision: @
802.11 radio info B
I‘ Header length: 36

Present flags
MAC timestamp: 1685774481076686

» Channel frequency L s s 1

Channel flags: 0x0000
° ° Antenna signal: -85 dBm
MCS .I n fo rm at‘l O n 1 Antenna noise: -90 dBm
Channel number: 1
3 Channel frequency: 5955
H Channel flags: ©x00000000

in Radiotap header T

Cmaw

PR

MRwo <Ee s

Known MCS information: ©x07, Bandwidth, MCS index, Guard interval
v 802.11 radio information
MCS 'in I X PHY type: 802.11n (HT) (7)
Short GI: False
S & S Data rate: 6.5 Mb/s
in radio info et 3
[ ]
¥ Noise level (dBm): -90 dBm
» Then open IEEE802.11
[ TSF timestamp: 1685774481076686
[Duration: 400us]

..00 = Bandwidth: 20 MHz (@)
MCS index: @
Frequency: 5955MHz
IEEE 802.11 Beacon frame, Flags: ........

.... .0.. = Guard interval: long (©)
P HY t e MCS index: @
. [Data Rate: 6.5 Mb/s]
Bandwidth: 20 MHz (@)
Signal strength (dBm): -85 dBm
° \
\
Wireless Management | miimionis



Ext Tag: HE Capabilities

HE Capabilities shows the
spec of IEEE802.11ax

HE MAC represents
MAC layer spec like

Aggregation frame MSDU,
Trigger frame settings.

HE PHY shows physical

layer specs, Guard Interval,

Beamforming

v Ext Tag: HE Capabilities
Tag Number: Element ID Extension (255)
Ext Tag length: 32
Ext Tag Number: HE Capabilities (35)
HE MAC Capabilities Information: ©x10401a08010d
HE PHY Capabilities Information
v Supported HE-MCS and NSS Set
Rx and Tx MCS Maps <= 80 MHz
Rx and Tx MCS Maps 160 MHz
v PPE Thresholds
c... .001 = NSS: 1
.111 1... = RU Index Bitmask: Oxf
NSS ©
NSS 1

Supported HE-MCS and
NSS contains MCS mapping

PPE Thresholds show RU
MU-OFDMA information



Ext Tag: HE Operation

» HE Operation shows
AP settings of WiFi6/6E
TWT (Target Wake Time)
RTS Threshold
VHT(IEEE802.11ac)
BSS Coloring

» MCS index settings

» 6GHz Operation Info
shows Primary Channel,
Channel frequency etc.

Ext Tag: HE Operation

Tag Number: Element ID Extension (255)

Ext Tag length: 11
Ext Tag Number: HE Operation

(36)

v HE Operation Parameters: 0x023ff4
.100 =

..11 1111 1111 .
F
B -
B
e
0000 00.. .... ... oo .
v BSS Color Information: ox2f
..10 1111 = BSS Color: ox2
.0.. .... = Partial BSS Co
@... .... = BSS Color Disa

Q...

.F
lor: F
bled:

v Basic HE-MCS and NSS Set: oxfffc

. ..00 = Max
co.. 11.. = Max
..o.W11 ... = Max
cees 110, ... = Max
W11 el Ll = Max
celes 1100 L. ... = Max
L1 e ol ... = Max
11.. ..vv v o.o.. = Max
v 6 GHz Operation Information
Primary Channel: 1
~ Control: oxo7

HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS

Default PE Duration: 4
TWT Required: Not required
TXOP Duration RTS Threshold: 1023
VHT Operation
Co-Hosted BSS:
ER SU Disable:
6 GHz Operation Information Present: True

Reserved: 0x00

alse
False

for
for
for
for
for
for
for
for

0 N OV A WN R

SS:
SS:
SS:
SS:
SS:
SS:
SS:
SS:

Information Present:

False
False

Support for HE-MCS ©-7 (©)

Not
Not
Not
Not
Not
Not
Not

supported
supported
supported
supported
supported
supported
supported

..11 = Channel Width: 160MHz or 80MHz+80MHz (3)
... .1.. = Duplicate Beacon: True
..00 0... = Regulatory Info: ©

00.. .... = Reserved: 0

Channel Center Frequency Segment 0: 7
Channel Center Frequency Segment 1: 15

Minimum Rate: 1

for
for
for
for
for
for
for

HE
HE
HE
HE
HE
HE
HE

PPDUs
PPDUs
PPDUs
PPDUs
PPDUs
PPDUs
PPDUs

False

(3)
(3)
(3)
(3)
(3)
(3)
(3)



www.mcsindex.com SharkFesti23 US

Mes San Diego, CAwplune 10-15

Full MCS Table (HT/VHT/HE) MCS Table 3SS (HT/VHT/HE) MCS Table HE | MCS Table HE (OFDM) | MCS Table HE (OFDMA)  The Math Behind it  Credit

OFDM (802.11ax)
MCS | Spati e [ __awe | __ows | |
Moduaton mmmmmm T Tl T Y R EETEE

1 BPSK 12 17.2 16.3 14.6 34 30.6 72.1 68.1 61.3
1 1 QPSK 12 17.2 16.3 14.6 344 325 29.3 72.1 68.1 61.3 1441  136.1 122 5 l ] u S e S
2 1 QPSK 3/4 25.8 24.4 21.9 51.6 48.8 43.9 108.1  102.1 91.9 2162 2042
3 1 16-QAM  1/2 34.4 325 29.3 68.8 65 58.5 1441  136.1 1225 2882 2722 °
4 1 16-QAM  3/4 51.6 48.8 43.9 103.2 97.5 87.8 216.2 2042  183.8 4324 4083 367.5 t h e'l r OW n MCS
5 1 64-QAM  2/3 68.8 65 58.5 137.6 130 117 2882 2722 245 576.5 544.4 490
6 1 64-QAM  3/4 774 73.1 65.8 1549 146.3 1316 3243 3063 2756 6485 6125 5513
7 1 64-QAM  5/6 86 81.3 73.1 1721 1625 1463 360.3 3403 3063 7206 6806 6125 e
8 1 256-QAM  3/4  103.2 97.5 87.8 206.5 195 1755 4324 4083 3675 8647 816.7 735 'I n d ex
9 1 256-QAM  5/6 1147  108.3 97.5 2294 2167 195 4804 4537 4083 960.8 9074 816.7
10 1 1024-QAM  3/4 129 121.9  109.7 2581 2438 2194 5404 5104 4594 10809 1020.8 918.8
11 1 1024-QAM 5/6 1434 1354 1219 2868 270.8 2438 6005 567.1 510.4 1201 1134.3  1020.8

Mcs M U - O F DMA
Full MCS Table (HT/VHT/HE)  MCS Table 3SS (HT/VHT/HE) MCS Table HE MCS Table HE (OFDM) | MCS Table HE (OFDMA) | The Math Behind it Credit

MU-OFDMA (802.11ax)

MCS | Spatial Modulation dln 26-tone RU 52-tone RU 106-tone RU 242-tone RU 484-tone RU 996-tone RU ) °
iog Sieans 10.8u5 GI[1.6us GI[ 32015 GI 1 0.8us GI [1.6us GI[3.2u5 GI0.8us GI [1.6ps GI [3.2us GI [0.8us GI [ 1.6us GI[3.2us GI[0.8us GI [1.6us GI[3.2us G1]0.845 GI[1.6us GI [3.205 G |
BPSK 1/2 0.9 0.8 0.8 1.8 1.7 1.5 3.8 3.5 32 8.6 8.1 7.3 17.2 16.3 14.6 36 34 30.6 ] v] e S

0

1 1 QPSK 12 1.8 1.7 1.5 3.5 3.3 3 75 71 6.4 17.2 16.3 14.6 34.4 325 29.3 721 68.1 61.3
2 1 QPSK 3/4 26 25 23 5.3 5 45 1.3 10.6 9.6 25.8 24.4 219 51.6 48.8 43.9 108.1 102.1 91.9
3 1 16-QAM 12 3.5 3.3 3 71 6.7 6 15 14.2 12.8 34.4 325 293 68.8 65 58.5 1441 136.1 122.5
4 1 16-QAM  3/4 53 5 4.5 10.6 10 &) 225 213 19.1 51.6 48.8 43.9 103.2 97.5 87.8 216.2 204.2 183.8 L4
5 1 64-QAM  2/3 71 6.7 6 14.1 133 12 30 283 255 68.8 65 58.5 137.6 130 117 288.2 272.2 245
6 1 64-QAM  3/4 7.9 75 6.8 15.9 15 13.5 33.8 31.9 28.7 774 731 65.8 154.9 146.3 131.6 3243 306.3 275.6
7 1 64-QAM  5/6 8.8 8.3 75 17.6 16.7 15 375 354 31.9 86 81.3 731 1721 162.5 146.3 360.3 340.3 306.3
8 1 256-QAM  3/4 10.6 10 9 212 20 18 45 425 38.3 103.2 97.5 87.8 206.5 195 175.5 432.4 408.3 367.5
9 1 256-QAM  5/6 1.8 1.1 10 235 222 20 50 47.2 425 114.7 108.3 97.5 2294 216.7 195 480.4 453.7 408.3
10 1 1024-QAM  3/4 13.2 12.5 1.3 26.5 25 225 56.3 53.1 47.8 129 121.9 109.7 258.1 243.8 219.4 540.4 510.4 459.4
1" 1 1024-QAM  5/6 14.7 13.9 125 29.4 27.8 25 62.5 59 53.1 143.4 135.4 121.9 286.8 270.8 243.8 600.5 567.1 5104



v Ext Tag: HE 6 GHz Band Capabilities
Ext Tag: HE 6GHZ Tag Number: Element ID Extension (255)
Ext Tag length: 2
Ext Tag Number: HE 6 GHz Band Capabilities (59)

Band Capabi lities v Capabilities Information: @x36b8

............ .000 = Minimum MPDU Start Spacing: No restriction (0x9)

orLs SN . 00000 ..., .... .. 11 1... = Maximum A-MPDU Length Exponent: 1 048 575 (0x7)
Add]tlonal ]nfo 10.. .... = Maximum MPDU Length: 11 454 (0x2)

o ceee +..0 ... .... = Reserved: 0x0
Of W] FI6E ee.. 11, .... .... = SM Power Save: SM Power Save disabled (0x3)
eeee ©... .... .... = RD Responder: Not supported
= Rx Antenna Pattern Consistency: Supported

Aggregation frame 11 ; Tx Antenr-1a Pattern Consistency: Supported
A-MPDU settings
These Ext Tags are different from each Aps

Enterprise AP contains a lot of information
such as IEEE802.11e QBSS, station number,
utilization of bandwidth, and so on.



Live Demo link up process of 6E ., /.5 5%:ic

Let’s capture the link m

up process of WiFi6E  SSID Ikeriri-wifi6

Open CommView and BSSID 3a:97:a4:4d:e3:0a
choose single channel Channel 1 (5955MHz)
mode, set 1ch (6GHz). Security WPAS3-SAE
Start capture and Passphrase wireshark

connect Station to AP,

Wifi off /on three times
ELECOM

|f you have a WiFi6E WRC-XE5400GSA-G
device, please try it




Live Demo link up process of 6E

70 Nodes Wit Channels 5#) LatestIP Connections |EH Packets H_ Logging _,:,_ Rules . Alarms
Standard / MAC Address Channel ~  Type SSID Standard
v 302Max (6 GHz)
= 3AOTALADESDA 1(1-5@40 1-12@8a90, 1-29@160) AP ikeriri-wifib 802, 11ax (6 GHZ)
v Unassociated
[E IntelCorBB:27:54 STA

My test AP has no internet
connection, but you can
confirm “netsh wlan sh int”
from Command Prompt

by

SSID
BSSID
fFybI-J0DEE
= 5

You can see Wireless type:

Encryption

WPAISAE (CCMP)

B JYVF Jov7h

1 9-J14R AA

ERE-F

KV R

802.11ax, Band:6GHz,

Fryxl
Z{EZEE (Mbps)
X{EZEE (Mbps)

ST

Channel 1 (sorry in Japanese)

JoJ7A4Al

KAFSNERY T -5 Qe

ShaviZEoctD3 US

ne 10-15
Signal

-85/-74/-70

-SRA-TTI-T

X 4+ v
(c) Microsoft Corporation. All rights reserved.
C:\Users\ 1T T E>netsh wlan sh int

VATLLE 1AV -TJ142AHHYET:

: Wi-Fi 2
: Intel(R) Wi-Fi 6E AX210 160MHz
1 27598981-61dd-Ue06-9877-29bUU6859cO3
: 38:87:d5:bb:27:54
: 734XV
 EREENILE
: ikeriri-wifie
: 3a:97:ad:4d:e3:0a
AV IIAMNITF Y
: 802.1lax
: WPA3-/{ — Y 7 )l (H2E)
: CCMP

: 70774

g il
17
: 29
: 85%
: ikeriri-wifie

RS




Wireshark profile for dissecting Wi 5119/

» Wireshark profile makes it easy to dlsseci“fﬁfwei" .
my sample Wireshark profile wifié (profiles.zip)-
adds PHY type, Channel, Bandwidth/Resource unit,
signal Strength, Noise, MCS, Stream, Data Rate and
Type/Subtype. And some coloring rules and so on.

No. Time PHY type Channel BW/RU  Sienal (dBm)  Noise (dBm) MCS Stream Rate Type/Subtype Source Destination Leneth Info

1 @.000000 802.11ln (HT) 1 -76 dBm -87 dBm 6.5 Probe Request IntelCor_bb: Broadcast 138 Probe Request, SN=36, FN=@, Flags=........ , 55ID=Wildcard (Broadcast)
2 0.001169 8@2.11n (HT) 1 -72 dBm -9@ dBm 6.5 Probe Response 3a:97:a4:4d: Broadcast 323 Probe Response, SN=626, FN=@, Flags=........ , BI=1@@, SSID="ikeriri-wif:
3 63.920617 8@2.11ln (HT) 1 -82 dBm -92 dBm 6.5 Authentication IntelCor_bb: 3a:97:a4:4d- 164 Authentication, SN=8, FN=@, Flags
4 63.927002 802.11n (HT) 1 -72 dBm -88 dBm 6.5 Authentication 3a:97:a4:4d IntelCor_bbo 164 Authentication, SN=@, FN=@, Flags:
5 63.928784 802.11ln (HT) 1 -82 dBm -88 dBm 6.5 Authentication IntelCor_bb: 3a:97:a4:4d- 10@ Authentication, SN=9, FN=@, Flags=.
6 63.931552 8@2.11n (HT) 1 -72 dBm -88 dBm 6.5 Authentication 3a:97:a4:4d: IntelCor_bbo 10@ Authentication, SN=1, FN=@, Flags=. .
7 63.933076 8@2.11n 1 -82 dBm -88 dBm 6.5 Association Request IntelCor_bb: Raa02s3824d 299 fecoedabdon Ooauact CH-12  EM-A El o £ET0m3 kanind -yifi6"
8 64.025355 8@2.11n 1 6.5 Association Response 197:a4:4d: - - -
o . » . e : M Wireshark - Coloring Rules wifi6
10 64.@42817 . 1 6.
11 64.046339 1 6. H
64. 48640 1 6. IntelCor_bb:27: Name Filter
64.105119 .11n (HT) 1 6.5 QoS Null function (N~ IntelCor_bb:
14 64.105643 802.1lax (HE) 1 20 -82 dBm -89 dBm 3 1 spa- 29.3 QoS Data IntelCor_bb:
15 64.10644@ 802.11ax (HE 1 20 -72 dBm -89 dBm ©@x@ 1 spa- 7.3 Data IntelCor_bb .
16 64.134835 802.11lax EHE; 1 20 -83 dBm -88 dBm  @x3 1 SEa- 29.3 QoS Data Intelcor:bb: assoclatlon response wlan'fc'type—subtypg 1

v 4way handshake

wlan.fo.retry==




Live

Demo link up process of 6E sharifFest3 US

Save trace and export as pcapng format, " g sasine 140

“wifibe-intelax210-connect-6ghz1ch.pcapng s
BSSID:3a:97:a4:4d:e3:0a STA:38:87:d5:bb:27:54

You

can filter traffic using a display filter,

wlan.addr== Station or AP address

Mar
Aut

K Probe Request, Probe Response, 4x SAE
nentications, Association Request, Association

Res

ponse, four-way handshake of EAPOL and some

data frames. (I recommend excluding tons of ACKs)
then File>Export Specified Packets



wifi6e-intelax210-connect- 6ghz1c%mus

No. Time PHY type Channel BW/RU Sienal (dBm)  Moise (dBm) MCS  Stream Rate Type/Subtype Source Destination Length
1 ©.000002 8@2.11ln (HT) 1 -76 dBm -87 dBm 6.5 Probe Request IntelCor_bb:27:54 Broadcast 138 Probe Request, SN=36, FN=@, Flags=........, 55ID=Wildcard {Broadcast)
2 0.001162 8@2.11n (HT) 1 -72 dBm -90@ dBm 6.5 Probe Response 3a:97:a4:4d:e3:0a Broadcast 323 Probe Response, SN=626, FN=@, Flags , BI=1@@, SSID="ikeriri-wif
3 63.92@617 802.11n (HT) 1 -82 dBm -92 dBm 6.5 Authentication IntelCor_bb:27:54 3a:97:a4:4d- 164 Authentication, SN=8, FN=0,
4 63.927002 822.11n (HT) 1 -72 dBm -88 dBm 6.5 Authentication 3a:97:a4:4d:e3:@a  IntelCor_bb- 164 Authentication, SH=@, FN=0@,
5 63.928784 8@2.11ln (HT) 1 -82 dBm -88 dBm 6.5 Authentication IntelCor_bb:27:54 3a:97:a4:4d- 12@ Authentication, SN=9, FN=@,
6 63.931552 8@2.11n (HT) 1 -72 dBm -88 dBm 6.5 Authentication 3a:97:a4:4d:e3:0a  IntelCor_bb. 120 Authentication, SN=1, FN=@, ..
7 63.933076 8@2.11n (HT) 1 -82 dBm -88 dBm 6.5 Association Request IntelCor_bb:27:54 3a:97:a4:4d- 222 Association Request, SN=1@, FN=@, Flags=........ SSID="ikeriri-wifie"

64. 032546 802.11n 1 IntelCor_bb- 191 Key of 4)
64.@42817 8@2.11n il 3a:97:a4:4d- (Message 2 of 4)
64.046339 802.11n 1 IntelCor_bb- (Message 3 of 4)
64. 048640 802.11n 1 3a:97:a4:4d- y (Message 4 of 4)
13 64.105119 8@2.11n (HT) 1 -81 dBm -89 dBm 6.5 QoS Null function (N~ IntelCor_bb:27:54 3a:97:ad:4d. 62 QoS Null function (No data), SH=@, FN=@, Flags=.......T
14 64.105643 8@2.11ax (HE) 1 20 -82 dBm -89 dém @G 1 spa- 29.3 QoS Data IntelCor_bb:27:54 IPvémcast_l16 17@ QoS Data, SN=2, FN=@, Flags=.p.....T
15 64.1264402 802.11ax (HE) 1 20 -72 dBm -89 dbm ©@x@ 1 spa- 7.3 Data IntelCor_bb:27:54 IPvémcast_16 168 Data, SN=1, FN=@, Flags=.p.
16 64.134835 8@2.11ax (HE) 1 20 -83 dBm -88 dBm @x3 1 spa- 29.3 QoS Data IntelCor_bb:27:54 Broadcast 422 QoS Data, SN=3, FN=@, Flags=.p.

M Wireshark - Flow - wifife-intelax210-connect-6ghz1ch.pcapng = (m} X
. .
° S t a t-l S t-l C S > F l OW G r a p h Time IntelCor bb:27:54 Brosdse 3a:9?:a4:‘4d:e3:0a Commant

0.000000 M 302.11: Prabe Request, SN=35, FN=0, Flag-
o o o 0001169 probelBasoan st EN=A 20N FH=INFa 802.11: Prabe Respanse, SN=525, FN=0, A
63.920617 bl 802.11: Authenticetian, SN=, FN=0, Flags' -
to visualize ladder diag.
63928784 Lot B 802.11: Authenticetian, SN=9, FN=0, Flags" -
63931552 L RIS 802.11: Authenticetian, SN=1, FN=0, Flags: -
AP o 3 L 9 7 ° 4 L 4d o 3 L O 63.933076 i Assacietion Request SN=10, FN=| iti-wifiG” 802.11: Assacistion Request, SN=10, FN=0--
° a ° ° a ° ) e Y a 64.025355 802.11: Assacistian Respanse, SN=0, FN=0-

£4.032546 00 HewMessmwetofd) EAPDL: Key (Messaze 1 af 4)

64.042817 L eylMessmwe2ofd) EAPOL: Key (Messaze 2 af 4)

STA L] I t lC b b L] 2 7 ® 54 64.046339 L HewMessmweSofd) | EAPOL: Key (Messaze 3 af 4)

° n e O r ° ° £4.048640 Key (Mtessige 4 of 4) EAPOL: Key (Messge 4 of 4]
e 64.105119 802.11: QoS Null functian {Na data), SN=0,

64.105643 el e s a 502.11: QoS Deta, SN=2, FN=0, Aags=p..T
64.106440 Eon B G Eree B 02.11: Data, SN=1, FNZ0, Flazs=.p..F.
64.134835 1 a5 Data SN=3, FN=0, Fleps=p..T 802.11: QoS Data, SN=3, AN=0, Aazs=p...T




Radiotap, 802.11 radio info
Select Frame #1

Check the Channel number,
frequency, MCS information
in Radiotap header

We can also find them in the
802.11 radio info header too

The capture application
makes this header, so some
fields are different.

Header revision: @

Header pad: @

Header length: 36

Present flags

MAC timestamp: 1685834896766407
Flags: @x@@

Channel frequency: 5955 [A 1]
Channel flags: @x@20@
Antenna signal: -76 dBm
Antenna noise: -87 dBm
Channel number: 1

Channel frequency: 5955
Channel flags: 2x2202200@
MCS information

[Data Rate: 6.5 Mb/s]

v 882.11 radio information

PHY type: 8@2.11n (HT) (7)

MCS index: @

Bandwidth: 2@ MHz (@)

Short GI: False

Data rate: 6.5 Mb/s

Channel: 1

Frequency: 5955MHz

Signal strength (dBm): -76 dBm
Noise level (dBm): -87 dBm
Signal/noise ratio (dB): 11 dB
TSF timestamp: 1685834896766407
[Duration: 168us]

Frame 1: 138 bytes on wire (11@4 bits), 1
v Radiotap Header v@, Length 36

»
)



v IEEE 8@2.11 Probe Request, Flags: ........
IEEE802.11 MAC header . i i e o
v Frame Control Field: @x4@2@

The 802.11 MAC header has

. = Type: Management frame (@)
21@@ .... = Subtype: 4

DS status: Not leaving DS or network is of

been the same since 1990°s - rus: o
We Can CheCk @... = Retry: Frame is not being retransmitted

A R PUR MGT: STA will stay up

Type/Subtype, Retry and 0 More Data: No data buffered

Protected flag: Data is not protected
Q... .... +HTC/Order flag: Not strictly ordered

. 000 2022 @20@ PPeR = Duration: @ microseconds

Protected in Flags’ Receiver address: Broadcast (ff:ff:ff:ff:ff:ff)

Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Four add resses (Wlan Sa Transmitter address: IntelCor_bb:27:54 (38:87:d5:bb:27:54)
° ) Source address: IntelCor_bb:27:54 (38:87:d5:bb:27:54)
BSS Id: 3a:97:a4:4d:e3:0a (3a:97:a4:4d:e3:0a)

wlan.da and wlan.ta, A e i
wlan.ra for wireless media)

| recommend remembering
famous Type/Subtype.



N I N - S

Management frame Beacon wlan.fc.type subtype==8 ,
wlan.fc.type== L ane 10-15

Probe Request wlan.fc.type subtype==

Probe Response wlan.fc.type_ subtype==5

Association Request wlan.fc.type_subtype==0

Association Responsewlan.fc.type subtype==

Authentication wlan.fc.type_subtype==11

Deauthentication wlan.fc.type subtype==12

Disassociation wlan.fc.type_ subtype==10

Action wlan.fc.type subtype==13
Control frame RTS (Request To Send) wlan.fc.type subtype==27
wlan.fc.type== —

CTS (Clear To Send) wlan.fc.type subtype==28
ACK (ACKnowledge) wlan.fc.type_subtype==29
BAR (Block ACK Request) wlan.fc.type subtype==24
BA(Block ACK) wlan.fc.type_subtype==25

Data frame Data wlan.fc.type_type==
wlan.fc.type== Null Data wlan.fc.type_subtype==36
QoS Data wlan.fc.type_subtype==40



Frame #1: Probe Request SharifFest®3 Us
» Expand Wireless Management header  sanDiesoChedune10-15

° ° Vv IEEE 8@2.11 Wireless Managerﬁent
» First probe uses Wildcard - e me: o
Tag: SSID parameter set: Wildcard SSID

Tag: Supported Rates 6, 9, 12, 18, 24, 36, 48, 54, [Mbit/sec]

SSI D l A . t Tag: Extended Capabilities (1@ octets)
a \ CceSS po.l n S Vv Ext Tag: HE Capabilities
Tag Number: Element ID Extension (255)
Ext Tag length: 29
21 5 = Ext Tag Number: HE Capabilities (35)
() apa D.I .Itll eS an HE MAC Capabilities Information: @xabc@@a2@7301

HE PHY Capabilities Information

HE 6GHz Band Capabilities .. 7w """

Tag Number: Element ID Extension (255)

S ’]OWS Cl]ent Specs :xxtt I:z ;jr:ii fiE 6 GHz Band Capabilities (59)

Vv C(Capabilities Information: @x@27d

] L3 tevs eees eees 2101 = Minimum MPDU Start Spacing: 4 uS (@x5)
O W'I F'I 6E veer wev. .11 1... = Maximum A-MPDU Length Exponent: 1 @48 575 (@x7)
vees we.. @l.. ..., = Maximum MPDU Length: 7 991 (@xl)

..@ .... .... = Reserved: @x@
. .01, .... .... = SM Power Save: Dynamic SM Power Save mode (@x1)
. @... .... .... = RD Responder: Not supported
2@ ... .... .... = Rx Antenna Pattern Consistency: Not supported
+e@ .... vuv. ... = Tx Antenna Pattern Consistency: Not supported
@.. .... .... .... = Reserved: Ox@
Ext Tag: FILS Request Parameters: Undecoded
Tag: Vendor Specific: Wi-Fi Alliance: Multi Band Operation - Optimized Connec




v IEEE 802.11 Wireless Management

Frame #2: Probe Response -z

» AP broadcasts its WiFi6E spec.

» Open Wireless Management
check HE Capabilities,
including MAC/PHY Capabilities
Ch. Bandwidth, MCS etc.
HE Operations including BSS
coloring, MCS, VHT usage, etc., -
HE 6GHz Band Capabilities
including A-MPDU information

Tag:
: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]

: Country Information: Country Code JP, Environment Global operating classes
: Power Constraint: @

Ext

parameters (251 bytes)

SSID parameter set: "ikeriri-wifig"

: TPC Report Transmit Power: 14, Link Margin: @

: Extended Supported Rates SAE Hash to Element Only, [Mbit/sec]
: RSN Information

: Extended Capabilities (11 octets)

: Tx Power Envelope

: Tx Power Envelope

Tag:

RSN eXtension (1 octet)

Tag: HE Capabilities

Tag Number: Element ID Extension (255)
Ext Tag length: 32
Ext Tag Number: HE Capabilities (35)
HE MAC Capabilities Information: @xl@4@la@s@led
HE PHY Capabilities Information
Supported HE-MCS and NSS Set
PPE Thresholds
Ext Tag: HE Operation
Tag Number: Element ID Extension (255)
Ext Tag length: 11
Ext Tag Number: HE Operation (36)
HE Operation Parameters: @x@23ff4
BSS Color Information: @x2f
Basic HE-MCS and NSS Set: exfffc
6 GHz Operation Information
Ext Tag: Spatial Reuse Parameter Set
Ext Tag: MU EDCA Parameter Set
Ext Tag: HE 6 GHz Band Capabilities
Tag Number: Element ID Extension (255)
Ext Tag length: 2
Ext Tag Number: HE 6 GHz Band Capabilities (59)
Vv (Capabilities Information: @x36b8

Tag:
Tag:
Tag:
* VVendor Specific: Qualcomm Inc.

v... .@0Q = Minimum MPDU Start Spacing: No restriction (@x@)
. ..11 1... = Maximum A-MPDU Length Exponent: 1 @48 575 (@x7)
. 1@.. .... = Maximum MPDU Length: 11 454 (@x2)
.. @ .... .... = Reserved: 2x@
.11, .... .... = SM Power Save: SM Power Save disabled (@x3)
. @.. .... .... = RD Responder: Not supported
..l ... .... .... = Rx Antenna Pattern Consistency: Supported
.1, .... .... .... = Tx Antenna Pattern Consistency: Supported
@2.. .... .... .... = Reserved: @x@
Vendor Specific: Qualcomm Inc.
Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Vendor Specific: Qualcomm Inc.



Frame #3 to 6: SAE handshake sharilFest23 US

is known for Dragonfly key exchange in RFC7QQ§15
https://www.rfc-editor.org/info/rfc7664

| talked last year, so omit in detail

" Authentication, SN=371, FN=0, Flags=
:‘ Authentication. SN=U. FN=U. Flag8= ........ - Auth'commlt(§B¢e~B~)

| T
Auth-Confirm(cA) : Authentication, SN=3842 FN=0, Flags=.....

E‘ Authentication, SN=1, FN=0, Flags=..... : Auth-Confirm(cB)

Both AP and STA send Auth-Commit and Auth-
Confirm to each other with scholar and element

SAE (Simultaneous Authentication of Equaa{sQ Clrenio® 10-15



Auth-Comm]t (Scalar, Finite Field Eleme.ng)m_,,d_.est_,is US
Random: a, A Random:b, B
sA = (a+A) mod g o : sB = (b+B) mod q
elementA = PE*” KS}A’PE SB,PE _ elementB=PE"  y23us

30, CAypJune 10-15

g .

P

5§ = (pE-"Bx PE® )° SS = (PESAx PE" )b
b+B-B \a a+A-A\b

= (PE = (PE

- LEab ) = |(DE'3b )

« AP and STA calculate their own and the other side
Scalar and Finite field element to create and share
PE(Password Equivalent) value using Elliptic Curve

cryptography



Auth-Confirm (Confirm value) cr il 53 Us

Confirm-A = Hash(KCK | scalarA | a | Confirm-B = Hash(KCK | scalarB | b, :
elementA | elementB) elementB | elementA) 1Diego, CAwrlune 10-15

#sf23us

Each Alice(STA) and Bob(AP) can verify the packet’s
Confirm value with the calculated Confirm value
K=rB - (sA * P+eA) K=rA - (sB - P+eB)
tr=(sB,eB,sA,eA) tr=(sA,eA,sB,eB)
cB=HMAC(Hash(K),tr) = cA=HMAC(Hash(K),tr)

If the calculated Confirm value is the same as the

packet, we can share PE(Password Equivalent) value
without sending passphrase information to each other.



#3 SAE Commit from AP SAE handshake Bag/iFesti23 US

Vv IEEE 8@2.11 Uireless Management

Q
Vv Fixed parameters (124 bytes) he - ® ) 5
Authentication Algorithm: Simultaneous Authentication of Equals (SAE) (3) - ego’ CA June 10 15
Authentication SEQ: @xeeel

Status code: SAE authentication uses direct hashing, instead of looping, to obtain the PUE (@x@0@7e)
SAE Message Type: Commit (1)

Group Id: 256-bit random ECP group (19) he
Scalar: 6d2d424f595c@2fe2ab@69b7e7a6b5f9d4bIec2519b3c6e970df377facBR4e74 -
Finite Field Element: 2b49b3722df2313b291fel659db731a02a0257d17af9a19fd623b2f217e4ab3e68chadaba

#4 SAE Commitfrom STA = 4\ \+h-Commit has

Vv Fixed parameters (104 bytes)
Authentication Algorithm: Simultaneous Authentication of Equals (SAE) (3)

Authentication SEQ: @x@2@1 h h he
Status code: SAE authentication uses direct hashing, instead of looping, to obtain the PUE (@x@27e)
SAE Message Type: Commit (1) ,

Group Id: 256-bit random ECP group (19)
Scalar: ba77edfa6cc54895d36163cda956bb7444aa9fa99ebsasfeldlf2c72cb4e3545

Finite Field Element: 912e@587d15f31b2df2fbRaafa441ff63e7bbaflcb36a9bc79bbd73f887a0d47d90adbId- I l E ij E IT t E ﬁ E B

o o
e e Auth-Confirm has a Confirm
Vv Fixed parameters (4@ bytes)
Authentication Algorithm: Simultaneous Authentication of Equals (SAE) (3)

Authentication SEQ: @x@002
Status code: Successful (@x2000)

SAE Message Type: Confirm (2)
send-Confirm: @

Confirm: 2dc92c492el8a3a006539fc31dd96a35blde67dalb345285e35544b2bd8877fb

#6 SAE Confirm from STA . They create and share PMK

Vv IEEE 802.11 Wireless Management

Vv Fixed parameters (4@ bytes) h
Authentication Algorithm: Simultaneous Authentication of Equals (SAE) (3)
Authentication SEQ: @x@@@2

Status code: Successful (@x@eed)
SAE Message Type: Confirm (2)

: L]
Send-Confirm: 1
Confirm: 455926f162017f5fa@63b774341e536d66c7542b2247bedc9dd332fd7ddbdc3s l I S] n g ra go | l y ey eX‘ a n ge



Frame #7: Association Req. SharllFest23 US

R SN g

Vv IEEE 8@2.11 Wireless Management

STA d Wo F.6E ° 2 Fixeddparameter's (4 byt:s)
° sendas Wiril connection - ressrmee: g

Tag Number: SSID parameter set (@)

S Tag length: 13
specs to with many lags
Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: Power Capability Min: @, Max: 15

S Tag: RSN Information
() pen .Ire eSS anagel I lent Tag: Supported Operating Classes
Tag: RM Enabled Capabilities (S5 octets)
° Tag: Extended Capabilities (1@ octets)
We Can f'l nd SSI D arameter Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Information Element
p , Tag: Vendor Specific: Intel Wireless Network Group
Tag: RSN eXtension (1 octet)
Sl : vV Ext Tag: HE Capabilities
HE Capab] l]t]es HE Operatlons Tag Number: Element ID Extension (255)
) Ext Tag length: 29
o o ° Ext Tag Number: HE Capabilities (35)
a nd H E 6G HZ Ba nd Ca ab'l l'l t'l eS HE MAC Capabilities Information: @xabc@@a2@78@1
p HE PHY Capabilities Information
Supported HE-MCS and NSS Set
d hd hd d PPE Thresholds
Tags ]nClUd] ng W.I F]6E SpeCS Vv Ext Tag: HE 6 GHz Band Capabilities
Tag Number: Element ID Extension (255)
Ext Tag length: 2
Ext Tag Number: HE 6 GHz Band Capabilities (59)
Capabilities Information: @x@27d



Frame #8: Association Re;. sharlffe D3 US
» AP sends Success of Association..............,.. " e Ghuie 10-15

Vv Fixed parameters (6 bytes)
Q O Capabilities Information: @x@51l
a n d lo ed ASSOC] at] O n I D Status code: Successful (0@x@00Q)
..00 2000 QPRR 210@ = Association ID: Ox@Q0R4
Vv Tagged parameters (163 bytes)

° ° ° ° Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
AP a n d S I A f'l n 'I S h baS'I C d ata l'l n k Tag: Extended Supported Rates SAE Hash to Element Only, [Mbit/sec]
. Tag: Extended Capabilities (11 octets)

Tag: RSN eXtension (1 octet)
Vv Ext Tag: HE Capabilities
O O Q Tag Number: Element ID Extension (255)
» Association Response contains e
Ext Tag Number: HE Capabilities (35)
HE MAC Capabilities Information: @xl@4@la@s@led
hd d : d HE PHY Capabilities Information
apapi 1t1es pe ration Guppered RS and W55 et
, PPE Thresholds
Vv Ext Tag: HE Operation

and HE 6GHz Band Capabilities = mwmom o

Ext Tag Number: HE Operation (36)
HE Operation Parameters: @x@23ff4

including connection specs T S

6 GHz Operation Information

Ext Tag: Spatial Reuse Parameter Set
between AP and STA ot Togs M 5 e samt copob
Vv Ext Tag: HE 6 GHz Band Capabilities

Tag Number: Element ID Extension (255)

Ext Tag length: 2

Ext Tag Number: HE & GHz Band Capabilities (59)

Capabilities Information: @x36b8
Tag: Vendor Specific: Qualcomm Inc.
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: Yendor Specific: Qualcomm Inc.



Frame #9 to 12: EAPOL 4 way handshakel; s
| talked last year, so omit in details San Dibgo, Chsalulé 10-15
AP SendS aNonce random M Wireshark - Flow - wifibe-intelax210-connect-6ghzl.. — O X
and aMAC address in Mes1 ™ =7

§4.032546 o otaaaR T tid]

IntelCor bb:27:5400mment

64.042817 i Key (Message 2 af 4)

» STA sends sNonce random i [ s = o
and sMAC address in Mes2 TE
« PTK is created from ANonce, Shonce, AP MAC

address and STA mac address

PTK = PRF-512(PMK, “Pairwise key expansion”, Min(AP MAC, STA MAC) | | Max(AP
MAC, STA MAC) | | Min(ANonce, SNonce) | | Max(ANonce, SNonce))

« AP sends GTK, HMAC in Mes3
» STA sends HMAC in Mes4




Frame #9 to 12: EAPOL 4 way han )
AL WPA1/2/3 use EAPOL 4-way Y andsha ,?!"'3”3”5

WPA3 uses PMK derived from SAE Authentication.
So PMK is different at every time. (PFS)

PMK (Primary Master Anonce SNonce AMAC SMAC . . -
Keyl) 256bits 32bytes random 32 bytes random AP’s MAC address STA’;AC 2ddigg PT K ( P a] rW] S e T ra n S] e n t
[ ] (]
P B s ) Key) is also different

s —— » TK(Temporal Key) is
EAPOL KEK (Key Encryption Key) 128bits th e ACtU al AES key

EAPOL KCK(Key Confirmation Key) 128bits

Temporal Key 128bits for actual communication AES encryption/decryption key o
« PTK also contains KEK,

Receive MIC Key (MIC Secret) 64bits for ving packet Message Integrity Code

Transmi it MIC Key(MIC Secret) 64bits for sending packet Message Integrity Code KC K fo r key d e l 'ive ry ’
MIC key for hashing




Frame #9 to 12: EAPOL 4 way han
. STA 10-15

=23 US

, Key (Messaee 1 of 4) ,. Create PTK and calculate MIC

Create PTK and calculate MIC ; Key (Message 2 of 4) ;

MIC, SMAC

: Key (M 3 of 4 ' ’
Gnonge, GTK, MIc  ———Key(Message dof &) - o iate MIC

: Key (M 4 of 4 :
Compare MIC ! ez (Message § of ) .

#9 Message 1 of 4 #10 Message 2 of 4 #11 Message 3 of 4

v 802.1X Authentication v 802.1X Authentication v 802.1X Authentication

Version: 802.1X-2004 (2) Version: 802.1X-2001 (1) Version: 802.1X-2004 (2)
Type: Key (3) Type: Key (3) Type: Key (3)
Length: 117 Length: 126 Length: 183
Key Descriptor Type: EAPOL RSN Key (2) Key Descriptor Type: EAPOL RSN Key (2) Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 1] [Message number: 2] [Message number: 3]

> Key Information: 0x0088 > Key Information: x2108 > Key Information: @x13c8
Key Length: 16 Key Length: @ Key Length: 16
Replay Counter: 1 Replay Counter: 1 Replay Counter: 2
EP" isy Honce: 99106802f20ab8of30e501 36528dd109522b5b37981adadaf33ef20dd7a2e5 E: i:y Nonce: 7443¢2968be6a302500a49%ed2docd6d 974070399 3c91928ef207597bcd111d0 UPA Key Nonce: 99106802fagab89730e5013b6528dd10f9522b9b37981adad4F33ef20dd7a2e5
ey : : .
UPA Key RSC: 0000000000000000 UPA Key RSC: 0000000000000000 E:{x i:y RSC: 00E0E0R00E000000
UPA Key ID: @000000000000000 UPA Key ID: 0000000000000000
UPA Key MIC: UPA Key MIC: Sce@ee@ffl418f818a97f3aeShoadslc WPA Key ID: 000000000000000
WPA Key Data Length: 22 WP Key Data Length: 31 WPA Key MIC: 7a7fafsfédedl2fasse7sfleddbSidea

> WPA Key Data: dd14000face427a5304ac6214b92fdclcds590fd716e > WPA Key Data: 301a0100000fac@40100000fac@40100000fac0s fcoR0000000f ac06T40120 WPA Key Data Length: 88

WPA Key Data: e7ea268f3f98a407952f7500f@4c797f1bafaabf202c3ece8e508cfhosc@6e30fch2a52a~

Anonce, AMAC Snonce, SMAC Gnonce, GTK, MIC
#12 Message of 4 contains MIC, confirmation for GTK

delivery



Frame #13 to 16 Data frames sharlfFestD3 US
» Finally, we got the actual data frames  sabitso, cawyare 10-15

including over layer3 information

» We cannot decrypt WPA3-SAE if we set the
decryption key in IEEE802.11 preference ( for now...

» We can check CCMP parameters, including IV

Vv IEEE 8@2.11 QoS Data, Flags: .p.....

#sf23us

Type/Subtype: QoS Data (axems) A
Frame Control Field: @x8841
.000 0002 0010 1100 = Duration: 44 microseconds HIP IEEE 802.11 wireless LAN
Receiver address: 3a:97:a4:4d:e3:0a (3a:97:a4:4d:e3:0a) :'EJ? Reassemble fragmented 802.11 datagrams
Tran?miﬂfer‘ address: IntelCor_bb:27:54 (38:87:d5:bb:27:54) H:.? () Ienore vendor-specific HT elements
Destinastion address: IPvémcast_16 (33:33:00:00:00:16) HNBAP 8 Gall subdissector for retransmitted 80211 frames
Source address: IntelCor_bb:27:54 (38:87:d5:bb:27:54) HP_ERM () Assume packsts have FGS
BSS Id: 3a:97:a4:4d:e3:0a (3a:97:a4:4d:e3:0a) HPFEEDS -
STA address: IntelCor bb:27:54 (38:87:d5:bb:27:54) HSMS [ alidatefitelbCalchecksumliffpossEle
@000 = Fragment number: @ HSRP Ienore the Protection bit
2000 @200 @@1@ .... = Sequence number: 2 HTTP O %
v Qos Control: 0}(0060 HTIP2 o Yes - without IV
. o000 = TID: @ :ﬁ;; _ ©@=chily
.000 = Priority: Best Effort (Best Effort) ()] B B EELH ey LS leieiants
..@ .... = QoS bit 4: Bits 8-15 of QoS Control field are TXOP Duration Requested ICAP WPA Key MIC Leneth override 0
.02. .... = Ack Policy: Normal Ack (@x@) ICEP (O Treat as S1G
seee eeee @eoon. = Payload Type: MSDU icuap 8 Enable decryption M WEP and WPA Decryption Keys
2000 0000 . = TXOP Duration Requested: @ (no TXOP requested) Ice )
v CCHP parameters Ica Decryption keys ~ Edit-=
CCMP Ext. Initialization Vector: 0x200000000001 IEC E0570-5-101 Koy type ey
IEC 60870-5-103 wpa-pwd  wiresharkiikeriri-wimax
Key Index: @ IEC 60870-5-104 wpa-pwd  wiresharkiikeriri-wifi6
v Data (92 bytes) EEE 802,11 wpa-pwd  ESTIABBZLO1G_2222446F_A

Data: 1a@4856f33207b417fd35d14c5add7cb403885e50010261bd f6170fe33bRc 048905 7F0C~ IEEE 802.15.4 wpa-pwd  wiresharkiikeriri iphane

[Length: 92] e — wpa-pwd  wiresharkiikeriri6



| do not want to pay for commercial,products!!

» Yes, it is the time for Linux, thank you P Shee 104
for great Kismet creator, Mike-san (Mike Kershaw)

» Talking about WiFi6, some COMFAST USBB adapters
support [EEE802.11ax monitor mode. g
CF-957AX (upper) CF-953AX (bottom) B =g

they use mt7921au driver
https://github.com/morrownr/USB-WiFi/issues/87

We can get them via AliExpress etc. %
» We need >5.18.3 kernel and some interesting techs
» This time | test with CF-953AX with Rasberian




“iw reg set US” to deceive we were indls». ¢
This time we test Raspberry Pi4 with RaspbériaiicOS
type “uname -a” to check kernel ver >5.18. 3
Check lsusb / iwconfig for adapter recognition

COMFAST adapters have no initial scan mechanism
like Intel AX, they can be configured by commands
type “iw reg set US” to deceive we were in the US.

“iwconfig” to determine interface number (wlanX)
“airmon-ng start wlanX”, change into monitor mode
Use Wireshark, tshark, dumpcap, kismet, tcpdump



Live Demo: capturing WiFi6 using Rapsberty,

root@raspherrvpi: # uname -a [ :
inux raseberrypi 6.1.31-v8+ #1654 SWP PREEMPT Tue May 30 17:18:56 BST 2023 Jroot@raspberrypi: # iw reg set US

64 GNU/L irux root@raspberrvei: # iw reg get

root@raspberrypi: # lsusb zlobal
Bus 003 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub 93: DFS-UNSET
Pus 002 Device 001: ID 1d6b:0003 Linux Foundation 3.0 root hub count ry :

bus 001 Device 004: 10 0e8di 961 Wedialek Inc. (2402 - 2472 @ 40), (N/A, 20), (N/B)

Bus 001 Device 001 1D 1dbb:0002 Linux Foundat ion 2.0 root hub (5170 - 5250 @ 80), (N/A, 20), (N/A), AUTO-BW
root@raspberrypif# iwcom‘igl (5250 - h330 @ 80), (N/.&., 20), (0 ms), OFS, AUTO-BW
lo no wireless extensions. (5490 - 5710 @ ]60), (N/'g]’ 23)’ (0 ms), OFS

eth( no wireless extensions. (5?240 - 66000 @ 2160), (N/.&, 10), (N/.&)

sb0 no wireless extensions.
phyH0

lan0 IEEE 802.11 ESSID: "aterm-abeSbe-a” RS country 99: DFS-UNSET
g?feézizz;lig}‘ledei;equ%%;iéi?:g1Ggém Access Point: 28:CF:DA:AD:AD: 49 (2402 - 2432 @ 40), (6, 20), (N/.&)
Ret ry Short limit:7 RTS thr:off Fragment thr:off (24?4 - 2494 @ 20), (6, 20), (N/.&.)
Encrypt jon key:off (5140 - 5360 @ 160), (6, 20), (N/A)

Power Management :on

Link Quality=67/70 Sienal level=-43 dBm (5460 - 5860 @ 160), (6, 20), (N/A&)
Rx invalid nwid:0 Rx invalid crypt:0 Rx invalid frag:0

Tx excessive retries:?2 Invalid misc:0 Missed beacon:0

IEEE 802.11 ESSID: "aterm-abedbe-a” uname _a, lSUSb, iwconfig

Mode:Manazed Freauency:5.54 GHz Access Point: 28:CF:DA:AD: AD: 44
Bit Rate=6 Mb/s  Tx-Power=3 dBm
Retry short limit:7 RTS thr:off Fragment thr:off

iw reg set US, iw reg get

Power Manazement :on

Link Quality=70/70 Signal level=-39 dBm

B Imalld onickd R invalid et 0 R il id fras:0 we were in the US!!




Live Demo: capturing WiFi6 using Rapsberry .

root@raspberrvpi: # airmon-ng check kill

Killing these processes:

PID Name

445 wpa_supp| icant
519 dheped

645 wpa_supp|icant
1029 wpa_supp | icant
1217 avahi-daemon

root@raspberrypi:"# airmon-ng start wlanl

Found 2 processes that could cause trouble.

Kill them using "airmon-ng check kill  before putting

the card in monitor mode, they will interfere by changing channels
and somet imes putting the interface back in managed mode

PID Name
1225 avahi-daemon
1226 avahi-daemon

PHY Interface Driver Chipset

Broadcom 43430
MediaTek Inc.

phy( wlan0 bremfmac
phy1 wlanl mt7921u

) (mac80211 monitor mode vif enmabled for [phyllwlanl on [phyllwla
Tmon

(mac80211 station mode vif disabled for [phylwlanl)

San Diego, CAyepJune 10-15

airmon-ng check Kitl

#sf23us

to kill the needless process

airmon-ng start wlanf
to change to monitor

iwconfig to confirm

root@raspberrypi: # iwconfig
lo no wireless extensions.

eth no wireless extensions.

ush0 no wireless extensions.

wlan0 IEEE 802.11 ESSID:off/any
Mode:Managed Access Point: Not-Associated  Tx-Power=31 dBm
Retry short limit:7 RTS thrioff Fragment thr:off
Encryption key:off
Power Management :on

[EEE 802.11 Mode:Monitor Freauency:2.457 GHz Tx-Power=3 dBm
Retry short limit:7 RTS thrioff Frasment thr:off
Power Management :on




Live Demo: capturing WiFi6 using Rap
onnect Raspberry Pi4 via XRDP>® &

Login to raspberrypi

Ve

o ,fjl\f
connecting
I
@
4
Session Xorg

username  [pi
password  [seee

oK Cancel

A A

View Go

Capture

ain Toolbar

Filter Toolbar

Wireless Toolbar

Interface

pen Wireshark and
iew>Wireless Toolbar

apture wlan1imon

e can find some
eacons of WiFié6 AP
including HE capabilities,
HE Operation
SSID: ikeriri24, CH 4

CS

)

#sf23us

Edit Vi Telephony

Go Capture Analyze

® X @ | £

nterface wlanimon - Channel 4

me Source Destination

217 52 MAPTAEAAE Namacani @a-~d-fE Droadnact

Frame 611: 466 bytes on wire (3728 bits), 466 bytes captured (3728 bits) on interface 0

Radiotap Header vo, Length 56
802.11 radio information
IEEE 802.11 Beacon frame, Flags:
Type/Subtype: Beacon frame (©x0008)
Frame Control Field: 0x8000
.000 0000 0000 0000 = Duration: © microseconds
Receiver address: Broadcast (ff:ff:ff:ff:ff:ff)
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)

=

Wireless

Tools

2427

Transmitter address: AsustekC_09:76:60 (24:4b:fe:09:76:60)

Source address: AsustekC_09:76:60 (24:4b:fe:09:76
BSS Id: AsustekC_09:76:60 (24:4b:fe:09:76:60)
A - o] Fragment number: ©
0000 0000 0111 . = Sequence number: 7
IEEE 802.11 wireless LAN
Fixed parameters (12 bytes)
Tagged parameters (374 bytes)
Tag: SSID parameter set: ikeriri24
Tag: Supported Rates 1(B), 2(B), 5.5(B),
Tag: DS Parameter set: Current Channel: 4

11(8),

60)

18,

24,

Tag: Traffic Indication Map (TIM): DTIM 1 of O bitmap

Tag: Country Information: Country Code JP
Tag: TPC Report Transmit Power: 22, Link Margin:
Tag: ERP Information

Tag: Extended Supported Rates 6, 9, 12, 48,
Tag: RSN Information

Tag: QBSS Load Element 802.1le CCA Version
Tag: RM Enabled Capabilities (5 octets)
Tag: HT Capabilities (862.11n D1.10)

Tag: HT Information (862.11n D1.10)

Tag: Overlapping BSS Scan Parameters

Tag: Extended Capabilities (10 octets)

Tag: VHT Capabilities

Tag: VHT Operation

0

Ext Tag: HE Capabilities (IEEE Std 862.11ax/D2.0)

Ext Tag: HE Operation (IEEE Std 802.11ax/D2.0)
[Malformed Packet: IEEE 802.11]

[Mbit/sec]

36,

Environment Any

Help

Protos

54,

ength Info

[Mbit/sec]

DY Us

une 10-15

/A



Live Demo

Length 76

capturing

Radiotap
Header

Header vo,
revision: ©
Header pad: 0
Header length:
Present flags
MAC timestamp:
Flags: 0x00
Channel frequency: 5180 [A 36]
Channel flags: 0x0140, Orthogonal Frequency-Division Multiplexing (OFDM),
Antenna signal: -46dBm
RX flags: 0x0000
A-MPDU status
timestamp information
-/HE information

HE Data 1: @xc7fc,

76

1492364512

5 GHz spectrum

PPDU Format: HE_SU, BSS Color known, Beam Change known, UL/DL known

GI known, TxBF known, PE Disambiguity known, TXOP known

WiFi6 using RapsBerry, .

802.11 radio information
PHY type: 802.1lax (11)
Channel: 36
Frequency: 5180MHz
Signal strength (dBm): -52dBm
TSF timestamp: 1492364512

°
|

.. = Last part of an A-MPDU: False
e e e e e .0. = A-MPDU delimiter CRC error: False
A-MPDU aggregate ID: 274

IEEE 802.11 QoS Data, Flags: op

Type/Subtype: QoS Data (0x0028)

Frame Control Field: 0x88c1l

.000 0000 0011 1100 = Duration: 60 microseconds

Receiver address: AsustekC_09:76:64 (24:4b:fe:09:76:64)

Transmitter address: 16:77:62:2e:56:c9 (16:77:62:2e:56:c9)

Destination address: 94:ff:3c:cf:83:73 (94:ff:3c:cf:83:73)

BSS Color: 0x3e

= Beam Change: 0x0

UL/DL: Ox0

= data MCS: Ox1

= data DCM: 0Ox0

= Coding: LDPC (Ox1)

 44ii+ wuvs wu.. = LDPC extra symbol segment: 0x1
Q... ... «uu. .... = STBC: 0x0

HE Data 4: 0x0000

HE Data 5: 0x4080, data Bandwidth/RU allocation:

HE Data 6: 0x2701, NSTS: 1 space-time stream

20, GI: 0.8us

Antenna signal: -47dBm
Antenna: 0
Antenna signal: -52dBm
Antenna: 1

» Here is a sample trace

by

Source address: 16:77:62:2e:56:c9 (16:77:62:2e:56:c9)
BSS Id: AsustekC_09:76:64 (24:4b:fe:09:76:64)
STA address: 16:77:62:2e:56:c9 (16:77:62:2e:56:c9)
A 0000 = Fragment number: ©
1100 1111 0010 .... = Sequence number: 3314
Qos Control: 0x0316
HT Control (+HTC): 0x0000b20f
CCMP parameters
CCMP Ext. Initialization Vector:
Key Index: 0
Data (44 bytes)
Data: f61b50b5419862adc4333bd3337833a656bT69879789e737. ..
[Length: 44]

Comfast CF-953AX

0X00000003D7F2

» Channel:36 MCS:1 BW:20MHz Stream:1 in Radiotap
« PHY type: 802.11ax A-MPDU aggregate |D:274



Appendix: Intel AX210 on Linux o/ 9.

Let’s try WiFi6E on Linux with Intel Ax21s@0%3m&mm 15

via M.2 connection .
We test GPD Win Max 2021 5

create a boot image from
Fedora-Workstation-Live
-x86_64-38-1.6.1is0

Any distribution over
kernel >5.18.3 works well

We also need aircrack-ng,
Wireshark, and so on.




endix: check k '
ernel version ¢ & 552 s

rect@lacoliont-Svere Qa = San Diggo, CAwpune 10-15

[rootQ\ocalhost*l‘ve ~]1# uname -a
Linux localhost-live 6.2.9-300,fc38.x86_64 81 SMP PREEMPT_DYNAMIC Thu Mar 30 22: l In al I le — a

32:58 UTC 2623 x86_64 GNU/Linux

[rooto\o:alhost-l-ive ~]# ifconfig
enpliSso: flags-4163<UP,BROADCAST,RUNNING,NULTKCASD mtu 1500 #
sf23us

inet 10.6.0.220 netmask 255.255.255.0 broadcast 10.0.0,255 © .
inet6 fed ::7fba:2beS: Teda: 9bff prefixlen 64 scopeid 0x20<1ink> .I ( O n
ether 80:21:73:68:00:4b txqueuelen 1000 (Ethernet) eC W p S

RX packets 3113 bytes 3386091 (330.1 KiB)
RX errors 6 dropped 6 overruns @ frame ©
TX packets 78 bytes 8310 (8.1 KiB)

TH packets 78 bytes 8316 (K rver o cotlisions 0 dnf instal[ aircrack-ng

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
jnet 127.0.0.1 netmask 255.60.0.9
inet6 ::1 prefixlen 128 scopeid 8x10<host> .
loop txqueuelen 1060 (Local Loopback) .
RX packets 17 bytes 2051 (2.0 KiB) n ] n a W'I resh
RX errors © dropped 8 overruns o frame © r

TX packets 17 bytes 2051 (2.0 KiB)
TX errors 6 dropped O overruns @ carrier 8 collisions ©

wlpl74s0: flags-4099<UP,8ROADCAST,NLTICAST> mtu 1500
ether ce:bd:10:39:12:26 txqueuelen 1000 (Ethernet)
RX packets © bytes o (0.0 B)
RX errors 8 dropped @ overruns o frame ©
TX packets © bytes 0 (0.0 B)
TX errors 8 dropped @ overruns

806 kB/s | 4.8 we
1.0 MB/s | 1.6 k8

) 38 - x86_64
ng GPG key OXEB10B464:

R "Fedora (38) <fedora-38-prima oject
erprint: 6AS1 BBAB BA3D 5467 8617p1221rz:;:d:;;:r5318 ;:;:’.

e {y/r/‘ifcgph/rpu 8pg/RPM-GPG-KEY-fedora-38-x86_64
Key imported successfully
Running transaction check
Transaction check succeeded.
Running transaction test
Transaction test succeeded.
Running transaction
Preparing ¢
i::::&yng s h,‘loc—h‘bs-z.s.e fc38.x86_64
S 111'“5 E: azrcrack-ng-doc- -4.fc38.;o¢r:h
5 :? ing y + aircrack-ng- fc38.x86_64
Runl)‘an; scriptlet: aircrack-ng- fc38.x86-64
z::;y-tng - afrcrack-ng- fc38.x86-64
ver'fy?ng + aircrack-ng-doc- 7-4.c38.noarch
ifying + hwloc-libs-2.5.0-5.fc38.x86_64

® carrier @ collisions @

Installed:
aircrack-ng-1.7-4.fc38.x86_64

hwloc-1ibs-2.5.8-5. Fc38.,x85_64 aircrack-ng-doc-1,7-4. fc38.noarch




Appendix: Perorm initial scan Shaﬂﬁst&zs e

» We need to perform AX210 initial scan 5“""%8W310-15
“iw wlp174s0 scan” to scan to determine the#ecation

Bot@localhost-live ~)# iw wlpl74s0 scan
B4:afiec:e6:29:77(on wlpl74s0)
& last seen: 622.543s [boottime]
. TSF: 968883539879 usec (11d, 05:08:03)
freq: 5580
beacon interval: 100 TUs
capability: ESS Privacy SpectrumMgmt RadioMeasure (Ox1111)
signal: -62.00 dBm
last seen: 533 ms ago
Information elements from Probe Response frame:
SSID: Buffalo-A-A97E
Supported rates: 6.0% 9.0 12.0* 18.0 24.0+ 36.0 48,0 54.0
Country: JP Environment: Indoor/Outdoor
Channels [36 - 36] @ 21 dBm
Channels [40 - 40] @ 21 dBm
Channels [44 - 44] @ 21 dBm
Channels [48 - 48] @ 21 dBm




° « 48.0 Mbps
Appendix: check frequency il o
Frequencies:

* 5955 MHz [1] (22.06 dBm) (no IR)
« 5975 MHz [5] (22.0 dBm) (no IR)
* 5995 MHz [9] (22.6 dBm) (no IR)
* 6015 MHz [13] (22.0 dBm) (neo IR)
* 6035 MHz [17) (22.0 dBm) (no IR)
» 6055 MHz [21] (22.0 dBm) (no IR)
* 6075 MHz [25] (22.6 dBm) (no IR)
* 6095 MHz [29] (22.6 dBm) (no IR)
% 6115 MHz [33] (22.6 dBm) (no IR)
* 6135 MHz [37] (22.6 dBm) (no IR)
* 6155 MHz [41] (22.0 dBm) (no IR)
*» 6175 MHz [45] (22.6 dBm) (no IR)
* 6195 MHz [49] (22.0 dBm) (no IR)
* 6215 MHz [53] (22.6 dBm) (no IR)
» 6235 MHz [57] (22.0 dBm) (no IR)
*x 6255 MHz [61] (22.0 dBm) (no IR)
-
*
*
*
*
*
-
=
-

» “iw phy phyO info”
or “iwlist”
check the frequency
the channels from
5955MHz[1] to
6415MHz[93]
are enabled

6275 MHz [65] (22.0 dBm) (no IR)
6295 MHz [69] (22.0 dBm) (no IR)
6315 MHz [73] (22.6 dBm) (no IR)
6335 MHz [77] (22.6 dBm) (no IR)
6355 MHz [81] (22.0 dBm) (no IR)
6375 MHz [85] (22.6 dBm) (no IR)
6395 MHz [89] (22.0 dBm) (no IR)
6415 MHz [93) (22.6 dBm) (no IR)
6435 MHz [97] (disabled)

6455 MHz [101] (disabled)

6475 MHz [105) (disabled)

6495 MHz [109] (disabled)
6515 MHz [113] (disabled)
6535 MHz [117] (disabled)




Appendix: change into monitor

» Then use airmon-ng to change into monitof:
airmon-ng check Kkill #st23us
airmon-ng start wlp174s0
ifconfig to find wlp174sOmon

Footalocalhost-live ~]# airmon-ng check kill

‘ Il'lnc these processes:

© PID Name
1613 wpa_supplicant

[root@localhost-live ~]# airmon-ng start wlpi74s@

PHY Interface Driver Chipset

- 7°? non-mac86211 device? (report this!)
phy®  wlpl74se fulwifi Intel Corporation Wi<Fi 6
(mac86211 monitor wvif enabled for [
(mac86211 sta e vif disabled for




Appendix: use ai -
ADp irodump-ng to CaEtQLM3 e

. airodump-ng wlp174sOmon -C 5955 *"“Rdhs s
to scan beacon frames of “ikeriri-wifié” #sf23us

Jund 12:06
root@locathost-live:~

$ -,\'0’"?‘:’ =, <
Freq 5955 ][ Elspsed: 6 s ][ 2023-06-04 12:06

BSSID -PWR Beacons #Data, #/s CH M8 ENC CIPHER AUTH ESSID
3A:07:A4:4D:E3:0A -65 116 0 ® -1 ‘6le WPA3 CCMP  SAE jkeriri-wifié

BSSID STATION PWR Rate Lost Frames Notes Probes

Quitting...

(root@localhost-live ~1¢ 1s

anaconda-ks.cfg 8x2101inux-81.csv ax210Linux~01.kismet.netxml
ax210linux-01.cap ax210linux-01.kismet.csv ax210Linux-81.log.csv
(root@localhost-live ~]# wireshark ax210linux-81.cap




Appendix: use Wireshark to capture, 6Er %,

airodump-ng wlp174s0mon -C 5955 San Difsogligly® 1015
-w ax210linux to create ax210linux.cap #sf23us

w1reshark ax210lmux 01 -cap




USE WIRESHAR KhFestes us

#sf23us

Thank you for watching.

Please complete the Google form survey

trace files and Wireshark profiles are here:
https://www.ikeriri.ne.jp/sharkfest/
CapturingWiFi6EwithWireshark.zip

Ikeriri network service
http://www. ikeriri.ne. jp
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