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Session Details SharkFes%Z_ﬂ Us
June %5-20 <Fairfax, VA
When you troubleshoot or investigate network and security prm

duplications are good indicators to find the clues. We use Wirests#trk e;nd
CLI tools to find, recognize and dissect network/security anomalies to solve
the issues. Duplications exist in every layer in a trace file, so we follow each

layer to check protocol-specified troubleshooting points.

In this session, you can learn how to find duplications in each layer of a
trace file, the meanings implied by duplications in the trace with TIPS and
tricks of display filters and major plugins of Wireshark/tshark.

We troubleshoot and investigate the issues using ARP/IP/TCP and major
basic protocols. Duplications is one of the best anomalies to understand the
packets.

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip °



Duplication of ARP

Open trace file arp-storm.pcap
https://wiki.wireshark.org/uploads/__moin_import__/attachments | === !
/SampleCaptures/arp-storm.pcap -]

-
M Wembatc tnée ” [

Statistics>Endpoints>Ethernet - S o e v e

622packets of broadcast from CISCO af: f4 54

Tons of ARP requests use bandwidth and
interrupt all nodes in the LAN.

Mlsconﬂguratlon of router ( bridge mode?) or

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip



Using Expert Info to find ARP storms,

How about finding duplication, g i the

1

5 ZOﬁlrj‘| ax, VA

Choose ARP in the packet detail pane, right=elick
Protocol configuration>Open ARP preferences

Check "Detect ARP request storms’,
set Number of requests as 20 and period as 1000

Frame captured (430 bits)

Address Resolution Protocol

Ether Wik Protocol Page pect run.com (00:07:0d:af;f4:54), Dst: Broadca
g “‘:‘" e - Detect ARP request storms
(R Seessss—80 0
Pr .
Decode As CirleShiftaU) Detect ARP request storms Number of requests to detect during period 20|

Pre ) .. sckm Number of requests 1o detect during pedod: 10 , .
op- w Linked Packst i Now Windov Detection pericd (n ms). 100 Detection period (in ms) 1000
Sender MAC address: syn-869-076-216-001. v Detect duplcate IP address configuration : :
Smdcr IP address: syn-024-166-172-001.1 « Register network address mappings 8 Detect duplicate IP address configuration

arget MAC address: 90:00:00_00:00:00 (€
sable ARP/RARP

S 8 Register network address mappings
) 7 Address Resolu

Sample  traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip °




Using Expert Info to find ARP stor

ms,
Click blue S|gnal at left side of bottom IefEREA"

June %5-20.- Fal lrf| ax, VA

v [Exper t I fo (Note/ch nce): ARP pa ckot stom detected (20 packets in < 100@ ms))
[ARP packet storm detected (20 packets in < 1800 ms)]
[Severity level: Note)
[Group: Sequence)

— AN ot e et pane ane
- oo A 4

------

\_') 7 Wireshark expert group (ws axpert.group)

uuuuuu

W e 0 TN e e 17
T T R b T ~a

Expert Info teIIs us “ARP packet storm detected”
Open the tree and click and check each packet.

We find an additional header about “ARP packet
storm detected (20 packets in < 1000 ms)’

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip °




Wireshark ARP storms settings_ o

We need to check the preferences of SharkFest24 US

June »;5-20'- F’airfax. VA

setting, open the “preferences” text file in st2dus

your profile of personal configuration.
(C:¥Users¥[username]¥AppData¥Roaming¥Wireshark¥profiles¥[your profile]¥preferences

Search text

arp.detect_request_storms: TRUE 7 [T .
by “arp” to find

arp.detect_storm_number_of_packets: 20 ARP Settlngs
of Wireshark

arp.detect_storm_period: 1000

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip -



Flnd ARP storms by tshark P
We need to override tshark settings SharkFest24 US

Show ARr_lsme.‘IS 20z kairfax, VA
tshark —r arp-storm.pcap -O arp®= - et detai .#sm :
-Y arp.packet-storm-detected <= Display filter

11 (13 f
-0 “arp.detect_request_storms: TRUE" &= = nce

-0 “arp.detect_storm _number of packets:20”
-0 “arp.detect_storm_period: 1000”

If you just need the frame number and source mac
address, add “-T fields —e frame.number —e eth.src”

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip °



70
SharkFest:24 US

June "»”45-2 Fairfax, VA

rind cuplication by tshark

#sfﬁs
tshark —r arp-storm.pcap -O arp
-Y arp.packet-storm-detected
-0 “arp.detect_request_storms:TRUE"
-0 “arp.detect_storm_number_of packets:20”
O arp.detect_storm_period: 1000”

tshark —r arp-storm.pcap -O arp

-Y arp.packet-storm-detected

-0 “arp.detect_request_storms: TRUE"

-0 “arp.detect_storm_number_of packets:z
-0 “arp.detect_storm_period: 1000”

-T fields —e frame.number —e eth.src

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip °




&

Excessive ARP request tells us_ dlrea us

1. Misconfiguration of network devices, ’""e%swm
such as the bridge mode of the router? #sf24us

2. MITM attacks such as ARP poisoning.

Open arppoison.pcapng. This trace file is captured by
~KaliLinux, using Ettercap to execute ARP poisoning.

T Dolow o

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




ARP poisoning attack by Etthercag’

@
est
Check Expert Info to find the ARP request i

ﬁ )
£« e e
e R R R .I
[FRTIOR e -
P12 Tell T SRt 1

J
&
‘Wnnru-k Expert Indammaticn - arppoison piipng

Severnty Summary Group Protocol Count "
Waming Duplicate 1P address configured Sequence  ARP/RARP & . .-'__—" o 31} :il;.'... - ':.'. [

Warming Cormection teset (RST) Sequence  TCP 150 ' I‘ff:'é; A s Bt - B ot o M. M I NI A M M =
v Note ARP paciet storm detected Sequence  ARP/RARP 2 e s g
%A Who has 192 168 1001217 Tell 192,168 100 118 Sequence  ARP/RARP iz, % i incka
Barvre Bewe ol Crvpent
Who has 192.168.100.1217 Tell 192.168.100.106 ey e ket 31
Note A new tp session is started with the same ports as an carder session nt.. Sequence  TCP 113 Hpes
Note Faddeg identBcation may be Macouate and impact trader Sasector Protocol B84 -

Exhertype o s e a0 ) 0
> ) w m 3 4 L 0000 )

Tmr'we're are twov counts of ARP storm
as well as Duplicate IP address configured events.

|IP address configuration mistake or
IP spoofing attack by Man In The Middle?

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip "



ARP poisoning attack by Etthercag’®,

5124 US

Spoofed ARP broadcast Spoofed ARP broadcast
IP address :192.168.100.132 IP address :192.168.100.104
MAC address: b8:6b:23:ca:8b:20 = = = MAC address: b8:6b:23:ca:8b:20

Actual Address configuration Q
IP address: 192.168.100.104 @/

MAC address: b8:6b:23:4c¢:2e:1f

Q Actual Address configuration
IP address: 192.168.100.132

ATTACKER KaliLinux
IP address :192.168.100.198
MAC address: b8:6b:23:ca:8b:20

B192.168.100.104 is used by both b8:6b:23:4¢:2e:1f and (EHL WRARE: R 191
B192.168.100.132 is used by both 00:0¢:29:f7:2¢:f¢ and T HL RN H L1

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip




Find duplication of IP address e
. Wireshark finds duplication of IP address >fakFest2a Us

June 15 20 Falrfax VA
by ARP/RARP dissector by default -~

#sf24us

Choose ARP in the packet detail pane, right-click
Protocol configuration>Open ARP preference

Check ON: Detect duplicate IP address configuration
Also check Warning of Dupllcate IP address Conflgured |

Address Resolution Protocol

Pachet Savevary » Prosoxcad
. Detect ARP r feque est storm v Warmng Duphcate W acdorus corfiguend Lequre ARPARP
o0 PO2VER 100 332 i ot DS 2 3 ca Bl 20 e we of 192 168100 ¥ deterind”) Sequonce MNP RARP
Number of requests to detect during period 20 100 192 968100 152 55 at B G2 }ca ftx 0 “.. e s of 192 168 100504 etecs o ARPRARP
213 U2 V681003520 o of BASND S ca B 20 iduphcate e of 12 168100 504 detectod) Sequence AP ARY
Detection penod (in ms) 1000 21 1O, Y0 100 132 is ot D2 Yo B 20 Odwpdcane e of 192 168 100 308 detetadt)  Sequence ARPRARP
4M 192568100 100 & ot BBLDL 2 Foafty 20 (duphcate e of 192708 100 304 deteciedt) Sequene AP RARP
8 Detect duplicate IP address configuration % 152 968,100 132 m of BEEL2 L catt 20 (duphente use of 192168100 908 detectod?)  Sequence PIRARP

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



Find duplication of IP address P
Check frame #100 s

CharvlcFocti24 1IS

1 . £ T ¢ TOMEERE W
1 92 1 68 1 OO 1 O “ - Soure D wton Prowcok  Lemghy by !

= = = N 1777186738 Toshiba ca:ib:R Toshiba &c:Je:df AP 41 190048, 100,. 157 s at D860 2Vicai b0 (dwpllcate ~
| T T R TR Y TR T R T T T T Y YN 3 TS T T Y T TV TR T TIPS T TR TR T TR TR

frase 100: &2 ,1n on wire {33 bits), bnn Captured (356 Bits) on Leterface ethe, 08 Emheinet

. . . Tthernet 11, Src; Toshiba cailb: » < 560 : 2:80; m m YO\MN. x (b8:60; 23:4¢: 203 14) . “I

Address Resolut l(v #ratocol {reply
v [Duplicate [9 address detected ﬁr 192,060, 000,132 (DN:60:23:ca::28) - also In use By SO:OC: 29 7 e 8¢ (frame M))
~ L[frase showing eaclier yae of 1P addr m_nj

are used by two different e e St LD

[Severity lux«‘
[Gre Aaw -

{Seconds since carlxc' frome seen: @)
a reSS y aC u a « [Deplicate IF 2ddross detectod for 192,160 180,104 (D8:65:23:4c 2¢:1F) - A150 In uie By DE:E0:23:Cai 0 20 (frame W))
v icame showing earllec use of [P sddress: 93] |
v [Exgert Info (umu‘:w»«we)' Duplicate 1P address configured (192,168,309, 1) ]

(blue) and MITM(red) e i

[Seconds since earlier frane seen: 8]

B192.168.100.104 is used by both b8:6b:23:4¢:2e:1f and [EHLBAHE R A
B192.168.100.132 is used by both 00:0¢:29:f7:2e:fc and (EHLBPAHE R A

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




Find IP address duplications by tshark

. You can find IP address duplications _ Aﬁg’,’gfﬁfﬁ%
] OW % é;,#g,.;;—.-}\
tshark —r arppoison.pcapng -O arp =, xet detailsorsus
-Y arp.duplicate-address-frame = Display filter

- ¥Users¥megumi takeshita¥Desktop¥finding duplications>tshark -r arppoison. pcapng -0 arp =Y arp. dupl icate-addr
ess—-frame
rame 100: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface ethO, i1d 0
thernet II, Src: Toshiba ca:8b:20 (b8:6b:23:ca:8b:20). Dst: Toshiba 4c:2e:1f (b8:6b:23:4c:2e:1f)
Address Resolution Protocol (reply)

Hardware type: Ethernet (1)

Protocol type: [Pv4 (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: reply (2)

Sender MAC address: Toshiba ca:8b:20 (b8:6b:23:ca:8b:20

Sender IP address: 192. 168. 100. 132 (192. 168. 100. 132)

larget MAC address: Toshiba 4c:2e:1f (b8:6b:23:4c:2e:1f

Target IP address: 192. 168. 100, 104 (192. 168. 100. 104)
[Duplicate IP address detected for 192. 168. 100. 132 (b8:6b:23:ca:8b:20) also in use by 00:0c:29:f7:2e:fc (fr
ame 99) |
[Duplicate IP address detected for 192. 168. 100. 104 (b8:6b:23:4c:2e:1f) also i1n use by b8:6b:23:ca:8b:20 (fr
ame 99) ]

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



Find IP address duplications by tshark

We need the set of spoofed and actual ~ ~ShatikFestgd Us
sets of IP/MAC address from the trace file

#sf24us

1:Source and Target IP/MAC address sets
sent by ARP request and reply message

tshark -r arppoison.pcapng -T fields -e arp.src.proto_ipv4 -e arp.src.hw_mac
tshark -r arppoison.pcapng -T fields -e arp.dst.proto_ipv4 -e arp.dst.hw_mac

2: Source and Destination MAC/IP sets from actual header

tshark -r arppoison.pcapng -T fields -e ip.src -e eth.src -Y larp — Without
tshark -r arppoison.pcapng -T fields -e ip.dst -e eth.dst -Y larp ARP packet

3: Merge and pick up duplications

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



Find IP address duplications by tsh

Sh rkF24 UsS
Create list, merge, sort, pick up duplication e o

June 15 20Fa:rfax VA
tshark -r arppoison.pcapng -T fields -e arp.src.proto_ipv4 -e arp.src.hw_mac >> list.txt #sf24us

tshark -r arppoison.pcapng -T fields -e arp.dst.proto_ipv4 -e arp.dst.hw_mac >> list.txt
tshark -r arppoison.pcapng -Y larp -T fields -e ip.src -e eth.src >> list.txt

tshark -r arppoison.pcapng -Y larp -T fields -e ip.dst -e eth.dst >> list.txt

cat list.txt | sort | uniq | grep -v 00:00:00:00:00:00 >>dup.txt

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip "




Find IP address duplications by tshark

Finally, pick up duplicate IP address entries by Powershell Sﬁgﬁlgl;ﬁzrgﬂvys

Get-Content dup.txt | Group-Object -Property { $_.Split()[0] } | meect

#sf24us

{$ .Count-gt1}|ForEach-Object{$ .Group | Select-Object Unlque}
or

awk '{if (ip[$1] && ip[$1] != $2) {print $0; print $1, ip[$1]}
else ip[$1]=92} < dup.txt

PS C ¥US€FS¥ﬁGgHTI'akeﬁhAtH¥Uﬂ$(10ﬁ¥finIUQ duplications> Get-Content dup. txt | Group-0bject
plit([0] } | Whe'e—Object | Count 1 | I ForEach ObJect { Group | Select-0bject
192. 168. 100. 104 b8:6b:23:4c:2e:1f

192. 168. 100. 104 b8:6b:23:ca:8b:20
192. 168. 100, 132 00:0c:29:f7 2 fc
192. 168. 100. 132 b8:6b:23:ca:8b:20

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



IP address duplications tells us " {,{e&ws

] ] ] ] June 15 20 Falrfax VA
1. Misconfiguration of address settings e
client-side in usual, sometimes happens in DHsé

2. MITM attacks such as ARP poisoning.

194
0@

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




VA

SharkFest:24 US

June%S-ZO- sicfax, VA

Duplication of IPID

All IP packets have their unique
IP Identification fields (Basically)

We can easily find the same IPID value in the
fragmented |IPv4 packets. open ipfragment.pcapng

2009
Vv Lim Vw Ge Captow  Ansivoe  Sutatxn Delepbony W Yool el
dna chec R TR TR T LY
n A
- P Torw Sonriw Owvlostew . P e ——
< 0. 0ML Toshiba 65:16:5%4 Gt ARP A2 152048, 009, 130 s ot eRieRD7:45:16: I
header in frame e A st g
4 6.808523 Toshiba 65:16:52 Toshiba B&6:82:54 ARS 42 192.168.100.110 s ot oBle@:07:65:16:58
. S 6.588761 192.168,.180. 105 192.168.180.1 vd 1514 Frageented IP protocol (proto-ICMe 1, off«8, 1
~ & 6908762 192,008,190, 105 192.368.198.319 0w 62 Echo (ping) request Sd«BaNl, seqel/2%6, tti.
7 6. B2 LA0E. 109 . 118 192,.165.1% .2 Pl 1504 Tragmanited [P protecol (protos]OW 1, offed, 1
#5 £ 6.80@030 L168.100.118 192,368,100 .3 10w 61 Echo (plng) reply Ld-@xR00L, seg-1/256, tt1l
% 7.815772 A68,.100 . 185 192.168.199.1 ™ 151 agecoted I o (proto L
127 e TER 0 "t 19 AR "0 e} -~ shea Foiliom) AR
e 0: 61 bytes on wire (496 bits), &2 bytes capt (4% on interface \Device\W net
reet 11, Sec Nida _RE:02:54 (eB:08:D7:88:82:54), D5 65 o4 (eB:e0:DY:65: » W
erset Protocol Version 4, Sre L168.180.105 (292,168,180 ), Dst 168,180,
ernet Control Message Protoco

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



Duplication of IPID

. This is a simple ping packet that is over W

1514 Fragmented 1P prof

62 Echo (ping) regue
1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \De
Toshiba_65:16:58 (e8:ed:b7:65:
192.168.100.185 (192.168.100.18%), Dst:

5 6.808761 192.168.100.185
6 6.808762 192.168.100.105

Frase 5:
Ethernet 11, Src: TYoshiba _86:82:54 (eB:e0:b7:86:92:54), Dst:
v Inteérret Protocol Version 4, Src:
Q180 .... =~ Version: 4
. 8181 = Header Length: 28 bytes (5)
Differentiated Services Field: @x8@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 1560
Identification: @x4888 (1B568)
801, .... = Flags: @x1, More fragments
.0 D000 00 0003 « Frapgment Offset: @
Time to Live: 128
Protocal: ICMP (1)
Header Checksus: 8x8278 [validation disabled]
[Header checksum status: Unverified)
Source Address: 192.168,102,105 (192.168.180,105)
Destinmation Address: 192.168.109.110 (192.168.190.118)
q T,

192.168.100.110

192,168.100.110 Kﬂ’

Data (1480 bytes)

192.168.100.118 (

v Internet Protocol Versioa 4, Sec:

SharkFe

5 6.888761 192.168.100.185
66.988762 | 192.168. 100,105

Frame 6: 62 bytes on wire (496 bits),
Ethernet 11, Src:

192.1638.100.110
192,163.100,110

iPvd
e 1

62 bytes captured (496 bits) on interface \Device\NPF

1514 Fragmented IP pro
62 £cho (ping) reque

Toshiba _86:82:54 (e8:00:07:86:92:54), Dst: Toshiba _65:16:54 (e8:08:b7:65:
192.168.100,105 (192.168.100.105), Dst: 192.168.100.210 (
2198 .... = Version: 4
oo 2181 = Header Length: 20 bytes (S5)
Differentisted Services Field: ax@@ (05CP: (S8,
Total Length: 48
Identification: @x4888 (18568)
93, .... =~ Flags: ox@
..0 0990 1811 1801 » Fragsent Offser:
Tise to Live: 128
Protocol: IO (1)
Header Checksum: Bxa?6) [validation disabled)
[Header checksus status: Unverified)
Source Address: 192.168.108.185 (192.168.100.105)
Destination Address: 192.168.100.110 (192.168,109.118)
[2 IPvd Fragsents (1588 Dytes): #5(1488), #6(28)]
Internet Control Message Protocol

ECN: Not-ECT)

1458

. Check IPID field value between frame #5 and #6
. Also check for DF/MF flags and offset fields.

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip




A

Finding fragments shodll s s
Open [IPv4 fragments] header in #6 June;s-z.o-rr i VA

v [2 IPv4 Fragments (1568 bytes): #5(1480), #6(28)] #sf24us

[Frame: S5, payload: ©-1479 (1480 bytes)]
[Frame: 6, payload: 1480-1507 (28 bytes)]

[Fragment count: 2]
[Reassembled IPv4 length: 1508]
[Reassembled IPv4 data [truncated]: ©080064730001000

Wireshark adds generated fields about the fragment,
also set “ = " icons at related frames in packet list pane.

We can use the display filter string “ip.fragments” to find
|P fragments. too.

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



P e

Find i ng fragments ip.fragment.count
Set “ip.fragments” to find fragments ~ Pr2omenere

et oy

ip.fragment.multipletails

R T ip.fragment.overlap

dn @ RT Qewsd s LS B S
B hagrared ) ‘|4 TOMMMENE  MYMAC . M
. : S Ip.fraament.overlap.conflict
Tore et M e T Loy o
s 6.808762 192.168.200. 305 192.163.18¢_ 10w 62 Echo (ping) regeast 10-0wi01, 50g=1/256, trl-128 (n
s

§ 6. 50800 192.568.100.119 192.168.100_ 10W 62 Echo (ping) reply 10-000891, $00~1/256, tti=123 (n ip.frag ment.toolongfrag ment

10 7. 577 192,368,100, 305 192,168,380 1OW 62 (cho (ping) regeest 10«1, S0g=2/%12, ttla128 (n

12 7.815899 192.308,300.119 192,168,100, 10W 62 (cho (piog) reply  10+0o003, sea-2/%12, ttl12% (n

14 8.819261 192,108,300, 305 192,164,100 1O% 61 tcho (ping) request 1dexddl, seqe)/708, tt1123 (n | fra ments
16 R.8191a7 192,568,109, 112 192,168,180 10OW 62 Echo (ping) reply L0«DD8], sege1/768, ttis128 (n p' g

15 9.8398508 192.168. 100, 305 192,168,100, 1OW 62 Echo (ping) request 10«3xd901, seqed/1024, ttlel2d ()

21 9.839575 192.168.109.319 152,163, 100. IOW 62 Echo (ping) reply 1082901, seq-4/1824, tt1-128 (i

We can also use the count, error, multipletalls, overlap,
overlap.conflict, toolongfragment fields to find fragments

Sometimes, long fragments are used for DoS attacks.

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




Finding fragments using tsharkShaﬂ;’,',est,24 -
When you need frame number, source and e {20 A
destination |IP address, IPID and counts on IP frasg‘ments
tshark -r ipfragment.pcapng -T fields -e frame.number -e
ip.src -e ip.dst —e ip.id -e ip.fragment.count
-Y 1p. fragment Count

97
Q2 1R0
Z. 100
0 ') 1 . 0O ava’
2.168. 100 Il

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




A ofrea us

June ‘5-2 , VA

Duplication of IPID in another c
. Open two trace file

beforenat.pcap before NAT packet captured at
afternat.pcap post NAT process captured at WAN

. Check the IPID field in the IP header of both

- Bt

e I Yew G0 CGoww Moy Sy Yaphory Wi Tl e A Yes G0 Camer My Sy Waghosw  Wesw Tk
am_® R QeegitZBEaAanr idnze LA Rt REIS 5558
a £ - o wawtnz w8 £ /& 1mmmimt M
- T — [ (metitsn Mon o Lo WA = | o Tow e Tt bptie [ ST g W —
1 & oo 192.388.00.1 202,240 110 O S4 SID0E « I [SYN] Seded MIA-SI92 Lamed MES.2400 ¥ i 1 0. 000w 134.087.2v1. 37 MWL TOr T4 52264 « B0 (5N Seued MEASRL92 Lened MSSel813 W .
Frome 50 66 Dytes o0 wire (538 BiTS), &6 Dytes caotwred (528 pits) Lthermet Frome L1 M bytes oo wire (552 Bits), ™ Wytes captured (552 bits) ]
[thermet 11, Src: PenssondcAvC 23:00:20 (TN:SE:12:20:00:29), Dat: Buffalo 35 92000 (0:60 M 050200 ), Tthernet 11, Sec: Boffale D200 (10:6F M2 0), Dut: Clace P0:B%Ccl (0025 B4:99:05:c1)
v Internet Protocel VeesSon &, Sec: 192368, 15.3 (192.368.10.5), DSt: 260, 260.310,224 (102,288,118, 223) [iotiedetededed PO over Lthernet Sesslon ——t .
">we » Version: 4 Point 10 -Pelmt Protecol
QLOL « Wader Length: 20 bytes (3) v Datermet Proftocol Werslon 4, Sec: 114.347.191.07 (134.047.191,97), Ouwt: J00.249.230.22% (92.240.11
O Fferentiated Services Fheld: el (0SCr) (S8, £ON] WOt ECT) L R L L |
Total Length: 52 von AN & Heacer Lesgth: 20 bytes (%)
Ddemtification: @sdett (1998)) Differemioteod Services Fleld: 0o (D50F: CS8, TON: Son.iCT)
" » Flags: dul, Boa't frageent  S— Total Leegua: 53 { -
.0 D000 P00 M0N0 « fragment Offiet: @ Tdmmtification: Buledd (1994)) o
Tiae 10 Live! 128 [ LN » Flags! @al, DOA'L frageest
Pretocol: P (8) I - B 000 P N« Frageest Dffset: @
Weader Chechium: Sx000d [walidation disstled) ‘ Troe Tise to Llve: 127 Troe
[Meader hechsum Status! Uever)fied) " Protecel | 1Xr (0) ool S
Source Address: S92.104.33.) (192.362.110.)) > Header Chacksem: Reldde [validetion disabled) R
Destinatlon AGOswss: D02 45 100,229 (202 J48.130.00) Interret Protocol Vemvon 4 (Header (hochsum ALates! Unveridied) PEP over Thenet Sessian
[Sestination Geall: Yaotse, W, ASK 2S00, FUDITSY LINITED] . | Source Address: 04 SR 190,07 (104,307,189 W0)
ramdy Costrol Protocol, Sec Part: S2NM, Dt Port: B9, Seq: @, L & = ‘ i o e Destingtion Addreds: 202,248 110,225 (202.248.119,225) e  SE—

PG PG PR N Py T gy

g e a2 e

7 ensicston o sl 7 bytes Pahets 210 Omglapnct 111 (V0PN Proive Cwtas 9 7 enicson ipidh 1 tywn Pocms % Dhagaped % 900 0N N Teten




IPID before NAT and after NAT . 7 &

SharkFest24 US

June %S-ZOﬁ- irfl ax, VA

#sf24us

IPID does not change during the NAT process

. We can use IPID to determine the same packet
before and after the NAT process

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



IPID duplications tells us £
h 24 US
1. IP fragments, misconfiguration of MTU, e (A, ahg

June %S-ZOI Fal irf| ax, VA

or frame size settings in clients, routers and se@#

2. Different data link header but the same |IP packets
before NAT and after NAT
IPID does not change during the NAT process.

3. Broken routers and network devices. - cosasee
4. DoS/DDoS attack (dos.pcap)

o .

.......

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip ~



Duplication of seg/ack number Shag@‘; US

TCP retransmission / duplicate ACK are very mﬂe%5'2'°"‘°irfw‘~ VA
common events during TCP communications. #sf24us

Use the display filter to find TCP Retransmission and D_ACK

m Explanations Display Filter

TCP Same sequence number tcp.analysis.ret
retransmission Max: 5 times (Windows11) ransmission
TCP Same acknowledge number tcp.analysis.du

duplicate ACK Max: 3 times (Fast retransmission) plicate_ack

Open tcp-download.pcapng and check the Expert Info window

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



Duplication of seg/ack number

. Open the Expert Information window to count the
number of TCP retransmission, D_ACK, fast retransmls,smn

o werenni

Fe Gl Vew (0 Camee A Sumcis Wiy Wik Tl ey ‘ers\ak Expert Information - icp-download poapng
an L3 RE QRemmEd LS 9 9
. Seventy Surmmary Gronp Protocod Count
- P Source - p—— Ptocd Langeny Wi
1 #0000 Lharirinachook Lherirt se. 3o Protood S Application Duts ,
Waneg Connection reset (RST) TCP 3
Frame 1: 895 Sytes oo wire (7048 Bits), 895 Sytes cagtured (160 bits) oo interface evd, 12 0 » Weening This frarme i @ {sspected) out-of-order segment ™ 3 |
Cthernet 11, Sec: Apple 00 Baila (0C:73:09:00:04:30), D9t APACTOCMOL 2011 e (D8 e0: 7620 3¢ e) » Waming gnoeed Unknown Record s 63
Internet Protecol Version 4, Sec) Lherlrisachook (192,368, 45.178), S5t Lherdri.oe. jp (16) . 82.0.71) Warn Previo 5 segrentis) not v COMMON 3t CApLre sTarm) TP 0
» Trasaaission Control Protocol, Soc Portl (935S, Dst Port) 443, Seq: 3, ACkD 5, Les: 829 9 3 8 ceteap undf . 8 o
Source Port; M1 Note This frame undergoes the connection closing TP 1
Destination Port: 44) > Note This frame initiates the connection dosing T<e !
[Stream Lodex: 0) ) » Note This framre 5 a {sspected) fast retransmasion TP 9
[Comversation completesess: Incomplete (00)) : A L
[TCF Segment Len: $29) » Note This feaere i 8 (suspected) retransmistion TP 42
Sequence Mater; | (relative sequence number) Note Ouplicate ACK e 248
Seguerce Naber [rew): IS NSY . u'.g.: “.““m o gy .-wv O
[Mext Seguence Nusber: EN0 (relative sequesce mumber)) . o AP :'.'.""" . 1§
Asou ] edpment Nuster ! 1 (relMtive aCk rusber) g m .__pm* p,_ 5

ACKAOulodgeent rusber (faw): 1825934088
., = Weader Length: 11 bytes (B)
Flags: ®e@If (PSM, MX)

e e 1 TCP connection using TLS(HTTP)

[Mindow size scaling factor 5 (g ow) ]
Chechsum: @udbee [wwverifies]
[Checkyum Status: Uwerlfiesd)

L LT P . 18MB file download using WiFi

[Tisestangs )
[SEQ/Ax analysis)
T1CP paylosg (829 ytes)

k0 7 Frwwe Poanwt #9% byten Pochems 15T Onglape W2

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




TCP Retransmission Rate
. Expert Info tells us the count of retransmission

"This frame is a (suspected) retransmission”
N —_— — Statistics>Conversatists=>TCP

‘ Wirrshark - Bapent Mlormation - lop dowrdond plaseg

R v —— - = . and count the packets from the

VA

SharkFest:24 US

June%S-ZO- sicfax, VA

v Note Thes frarve 6 & (nspecied) setranimansion Sequenie P
" [TCP Retrarmrriasion] 441 — G0535 [ADX] Seq 5857 Ack =830 Wia=135 L. Sequerse P
15 [TCP Retranevssion] 443 — 60535 [ACK] Seq« 11265 Ack <830 Wins 135 . Sequence P f rt 44
(%) [TOP Fast Retransmisson] #41 — 60515 JACK] SeehT7249 Ack«230 Win . Sequernce <P Server r0| I I po
w2 [TCP Retrarammission] 443 = 60535 [ADK] Saq+691329 Ack«220 Wine 11, Sequence ®P
© [TOP Retranumission] 441 — 60935 [ACK] Soq o2 73T Ack« 830 Wine 11 Sequence P B Wotar Commtims ot oy
aM [TOP Retrarumiscion] 441 - GOS8 |ACK] Soq oM 145 AC 20 Wine 11 Sequance P SRS Mt Ot B X o
s [TCF Retrarmumission] 447 ~= (OS5 [ACK] Saq 005553 Ack-200 Wine 1] Sequerce li e SoBem A AAA MBeaD. AP Mten Biive Busn® Al -0 BAnd <0 Pl <A Bl < Mot Sovte Sivsl <0 Shet s A
[ [PCP Rntrarmmisakon] 441 — GOUS [ADK] Seq e UMMT Acks B30 Wins 11 Sequence w°e R WEMALTIE S IALARRE A IS ' e ew Wt v R 7 e M
o [P0F Autramumisvion] 441 <= G034 |ACK] Soq» (08100 Ack+830 Winr 11 Sequence e I —
[+ [PCP Antrarmemission] 441 ~ G015 [ACK) Saq«0007TT Ack-830 Win=11_ Sequence o I
(] | 441 = B09)S IACK] Soq s TON 185 Ack»830 Wine 11 Sequence e
ax wn| 443 — 60935 [ACK] Soq> 2995 Ack»2)0 Wins 11 Sequence ~r paC etS are Sent rOl I I
a3 mior] 443 — 60515 [ALX] Soq=TOA01 Ack~830 Win«11_ Sequernce o )
an srnerinsion] 441 = 60938 [ACK] Soge TOSA00 Ack+ 830 Wine 11 Sequerce °
833 mirission] 443 — 60935 [ALK] Soqe TOSET T Ack-330 Win 1), Sequerce < th d 42 k t m
a4 pon 443 — 0935 [ACK] Soq=T0R225 Ak =830 Win= 13 Sequerce e e Server an paC e S ay
835 ereasion] 443 — GO935 |ALK] Sog - TUMI3 Ack 430 Win« 11 Seguerxe K
83 { recvirisnion] 443 —= 60535 [ACK] Sog-TH0041 ACk 830 Win+1] Sequere P . .
e be retransmission
162 [TCP Fast Retraraiminson] |, lgnoved Usinown Record Sequernie P .
162 [TOP Retranission] 443 — G035 [ACK] Soq+ 1534721 Ack=830 Win+ 1. Sequerce <P
W ags B 0 al A0 G B I Can AR EY W A LR ART L - | S »n
42/12253=0.00342
° [ [ ]
[ JUEES Despiay 5t B Grovp by summary Seann Showe

" . Retransmission Rate: 0.34%

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




TCP retransmission Rate by tshark_ &

Counting retransmission rate Sﬁﬁ%’ﬁﬁiﬁ%ﬂys
(1) All TCP packets from server <

#sf24us

tshark -r tcp-download -Y tcp.srcport==443 | wc -
(2) retransmitted TCP packets from the server
tshark -r tcp-download
—Y “tcp.srcport==443 and tcp.analysis.retransmission” | wc —|

C:¥Users¥megumi takeshita¥Desktop¥finding duplications>tshark -r tcp-download. pcapng -Y tcp. srcport==443 | w

5 ¥Users¥megumitakeshita¥Desktop¥finding duplications>tshark -r tep-download. pcapng =Y "t«
-~ R i

LCD. analvysis. retransmission wWC |

The percentage (frequency) of TCP retransmissions is important
42/12253=0.0034 Retransmission Rate: 0.34%

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




Duplication of sequence number by_tshc
. Threadshould of TCP Retransmission rate Sﬁ‘n?ﬁ‘g%‘kys

https://wireshark.marwan.ma/lists/ethereal-users/200601/mém&html

#sf24us

It depends on the application, but TCP is designed with some
retransmissions. Some applications may break 0.5%,

but less than 1% is excellent, 3-5% is acceptable,

and over 5% may be excessive retransmission.

Open Statistics>Conversations>TCP and pick up the stream,
then create TCP stream graph may help us TCP connection.

LY
WE<A Wl e h M liet Dovim BRAE -8 S DA -
. ., oo N .

Sample traces and configu s



https://wireshark.marwan.ma/lists/ethereal-users/200601/msg00149.html

Calculate TCP Retransmission rate by Post Dissegtan,
SharkFest24 US

1
\

Wireshark can add Post Dissector to dissect e
packets after Wireshark finished dissection. #sf2dus

Dissectors are used for analyzing new protocols,
but Post Dissectors are used for additional analyzing
process after Wireshark finished packet Dissections.

We can create a Post Dissector by Lua script to calcurate
TCP retransmittion rate in each connection.
(It's not so difficult; we have GPTs!!)

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip >




Lua support of Wireshark =~~~
Help>About Wireshark>Folder tab =& === ==
Check Personal Lua Plugins location === == ==
C:¥Users¥megumitakeshita¥AppData¥Roaming¥Wireshark¥plugins === miies =om

Install Visual Studio Code and Extewnsmns

(https://azure.microsoft.com/ja-jp/products/visual-studio-code)
' Install VS Code and Lua Extensions

Recommend to install Lua Debug
it supports the completion for variable,
functions and so on.

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *


https://azure.microsoft.com/ja-jp/products/visual-studio-code

TCP retransmission Rate by Post D};?‘?,,{Qg s

June'15-20 kairfax, VA
Recommend to read and Wireshark Developer Guide “’ -
Proto object used for Dissector/PostDissector #otzdus
Field object is used for Wireshark field
Proto.init() is necessary function for initializing Dissector
Proto.dissector is used for describing packet analysing process.
Treeltem is used for Wireshark Dissection tree entry in packet detail pane

1.Define Post Dissector, display filter name is retrans, and Name is
“Retransmission Analysis”

retrans proto = Proto("retrans”, "Retransmission Analysis")

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



TCP retransmission Rate by Post D}ﬁas{m -
t55-20 : Fairfb'?(. VA
e

June
#sf24us

2.Define Wireshark fields used in post dissecting

ip src f = Field.new("ip.src")
retrans f = Field.new("tcp.analysis.retransmission"

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



TCP retransmission Rate by Post D&ﬁ%@! Us

. .. . ] June %5-20 <Fairfax, VA
3. Define the init function to process Post Dissector. | 0
#sf24us

function retrans proto.init()

nd ip_stats ip_stats
[1.1.1.1] [2.2.2.2]

)

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip ~



TCP retransmission Rate by Post Dggs{% US

4.Define a helper function

June 15 20 Fa:rfax VA
to count retransmissions by each ip address. #‘m
S us

function add ip count(ip, is retrans) 0 e ip_ stats -

If not ip_stats]ip] then [1.1.1.1] [2.2.2.2]

ip _stats|ip] = { total = 0, retrans = 0 total total

retrans retrans

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



TCP retransmission Rate by Post Dgﬁm -
Now we describe the analyzing process using Wireshark API, ’“"e’éf‘W"' VA

Proto.dissector function has three parameters: tvb, pinfo, Treeltem

#sf24us

tvb means Testy Virtual buffer, actual packet data objectz

pinfo means dissected packet data, we can refer like pinfo.src_ipz

Treeltem means the object of Wireshark dissection trees in the packet detail pane.
5.Define dissector function (buffer as tvb, pinfo and tree as Treeltem)

function retrans proto.dissector(buffer, pinfo, tree

- extract fields from definitions
IS _retrans = retrans f()

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




TCP retransmission Rate by Post Dg,?s{% e
JuneISWx VA

6. Calculate the retransmission rate in an easy way #sf24us
(It is accurate all packets are TCP, there are no Non-TCP packets)
TCP retransmission packets (tcp.analysis.retransmission)
Retransmission rate = -------————— e
all TCP packets by each source IP address

if ip_src then

add ip _count(tostring(ip_src), is_retrans ~=

subtree = tree:add(retrans proto, "Retransmission Analysis"

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




TCP retransmission Rate by Post Db?a‘?k OF s

June'q5-20.Fairfax, VA

| - Add statistics to the subtree #st2aus
for ip, stats in pairs(ip_stats) do
retrans_ratio = (stats.retrans / stats.total) * 100
ip_node = subtree:add(retrans_proto, "IP: " .. ip)

ip_node:add(retrans_proto, string.format("Total Packets: %d", stats.total)

ip_node:add(retrans_proto, string.format("Retransmissions: %d", stats.retrans)
ip_node:add(retrans_proto, string.format("Retransmission Ratio: %.2f% %",
retrans_ratio))
end

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip “




TCP retransmission Rate by Post Dgl?ark Q@X Us

7.Register this Proto as PostDissector June‘§5Wx. VA

#sf24us

register postdissector(retrans proto

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



TCP retransmission Rate by Post Dissec

Copy tcp-download-postdissector.lua into your Sﬁﬁ?s‘ff“ﬁu% 4w‘\J S

personal plugin folder at Wireshark personal Configuratiof},,
(e.x. C:¥Users¥megumitakeshita¥AppData¥Roaming¥Wireshark¥plugins)

N

Close all Wireshark apps and reopen tcp-download.pcapng

Time Source Desrration Protocol

1 @.e000ee fkeririsacbook tkeriri.ne.ip TLSv1.2 895 Application Dat

Frame 1: 895 bytes on wire (7160 bits), 895 bytes captured (7168 bits) on intert Ethemet
Ethernet II, Src: Apple 83:8a:l1a (ec:73:79:88:8a:1a), Dst: AMPAKTechnol 2b:1f:ef
Internet Protocol Version 4, Src: ikeririmacbook (192.168.43,174), Dst: ikeriri
Transaission Control Protocol, Src Port: 68935, Dst Port: 443, Seq: 1, Ack: 1, |
Transport Layeer Security
v Retransmission Analysis

v IP: 192.168.43.174

Total Packets: 847

i NS Y R

Retransmissions: @

Retransmission Ratio: ©.00%
v IP: 163.44.9.71

Total Packets: 24573

Retransmissions: 86

Retransaission Ratio: ©.35%

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip ©



Duplication ACK and Fast retransmission,

We capture the trace on the client side, Sﬁge'ti‘s(gfﬁlsal. %ﬁ« 4wy S

and check the retransmission from the server yerriue
Next, think about Duplication ACK

The client sends Duplication ACK if the expected segment has
not arrived during the RTO timer and sends again if the client
does not receive the segment

1
\

If the server receives 3 continueous Duplicate ACK, Server TCP
thinks the segment was lost and sends the lost segment
immediately (Fast retransmission)

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip “



Fast Retransmission algorith%?f%ﬁys

- Packet Receiver

- ACK

L=xr #sf24us

q

l

t=(x+1)r

ACK16
ACK 16 3 ' CKs
Fast ACK16 —

Retransmissiog o
0cket
x7

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip ©




Frequency of Duplication ACK / Fast retransmission
b Y P SharkFest24 US

1
\

Total ACK frame from the client side 4004pkts June SW‘VA
(tcp.ack and tcp.srcport==60935) #sf24us

The same ACK number means Duplicate ACK 248pkts
(tcp.analysis.duplicate ack) 248/4004=0.0619.. 6.19%

Three continuous Duplicate ACK causes Fast retransmission 9pkts
(tcp.analysis.fast_retransmission) 9/4004=0.00224.. 0.224%

The rate of D__ACK seems bigger than expected, but fast
retransmission rate is under 1%(0.224%), it's OK.

- e T e b e el et
v - hafuss & "l (10 fug Rumamameonon| 048 ~ SORES JACK) S
PIVA L P 3 1P hod R amonin| el i K

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




Sequence/Acknoledgement nurg,]g,gf D4 us
duplications tells us “.““""“"

#sf24us
1.

It is @a common event in TCP connection; don’t worry.
2. Count the rate of duplication

TCP retransmission (from Server) tcp.analysis.retransmission
Duplicate ACK (from Client side) tcp.analysis.duplicate ack
Fast Retransmission (from Client side) tcp.analysis.fast_retransmission

under 1% Excellent 1-5% Acceptable over 5% latency or quality
Use tracert to count the latency between the client and server,

o pathping to check the quali st %) of the

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



Appendix o D

- - 24 US
Duplication of Port number < zaiv

[ TCP Port numbers reused]| 48830 - 1063 [SYN] Seg=0 Win=29200

Open tcp-portdup.pcapng

Frame 200151: 74 bytes on wire (5592 bits), 74 bytes captured (592 bits) on interface oth®, 14 @
Etherset 11, Src: Toshiba 8b:1d:73 (b8:6b:23:8b:1d:173), Dst: Wware a7:4a:13 (00:0c:291a7:4a:13) O to frame #200351
Internet Protocol Verston 4, Src: 192.168.100.101 (192.168.182,101), Dst: 192.168,189.35 (192,168,182.35) g
~ Transsission Control Protecol, Src Port: 48838, Dst Port: 1063, Seq: @, Len: @
Source Port: 45839

e i we find [Expert Info

[Stream Index: 103685]

[Conversation complotendss: Iacomplete (37))

[1CP Sepment Len: @) .
s i s e Note/Sequence): A new
Sequence Number (raw): 1014181697

[Next Sequence Nusber: 1 (relative segqeence number) ) N " "
Acknowiodgeent Number: @

e it tcp session is started with
1618 .... = Header Length: 48 bytes (18)

| Flags: @wied (SYN)

& the same ports as an

Chackuum: Qxdadil [unverifled]

[Chocksum Status: Unverified] u n u u
o i earlier session in this
Options: (29 bytes), Maximum sepgment sire, SKK permitted, Timestamps, No-Operation (NOP), Window scale

[Tinestamps )

- [SEQ/MX analysis)
[IRTT: 2, 880385182 seconds) trace
» [1CP amalysis Flags)
v [Expert Info (Note/Segquence): A new Tep sesslon 1s started with the saee ports as an sarlier session in this trace)

[A pow tep session IS started with the sase ports 45 an carller session in this trace]

seer ity el ot riri.ne.jp/sharkfest/sf24ikeriri.zip

[Greup: Segquence)



A

SharkFesti24 US

June %5-20 wFairfax, VA

Duplication of Port number

Sake-san’s comments in ASK Wireshark
https://ask.wireshark.org/question/26247 /tcp-port-numbekssreused/
“The wireshark note "[TCP Port numbers reused]" means that in
the packet capture file, there is a new connection for a 5-tuple
(ip-src,ip-dst,protocol,srcport,dstport) that was seen before...”

Open Expert info and find [TCP Port numbers reused]
[A new tcp session is started with the same ports as an earlier
session in this trace] display filter is tcp.analysis.reused port

v Note A new tcp session is started with the same ports as an earlier session in this trace Sequence CcpP 4
200351 [TCP Port numbers reused] 48830 — 1063 [SYN] Seq=0 Win=29200 Len=0 MS5=14... Sequence TCP
218093  [TCP Port numbers reused] 44244 — 28201 [SYN] Seq=0 Win=29200 Len=0 MSS=1... Sequence TCP
218117 [TCP Port numbers reused] 41282 —+ 28201 [SYN) Seq=0 Win=29200 Len=0 MS5=1... Sequence TCP

231234 [TCP Port numbers reused] 48524 — 125 [SYN] Seq=0 Win=29200 Len=0 M55=146... Sequence TCP




Duplication of Port number Shark,_.egu,@us

The server uses well-known or registered port numbelirs }5-2faidax VA
The client uses private port numbers from 49152 to 65536x4us

If you capture huge traffic for the long term ( 1month of office traffic),
Ip.src, ip.dst, protocol, srcport and dstport are duplicated by chance

But why this trace records 4 TCP Port number reused? click

Statistics>Conversations>TCP, there are 131123 TCP connections,
and most of them are not i -
completed half connection

- M M

This trace is a capture of M-S
TCP port scan by nmag e

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip




Duplication of Port number shaflre R4 US

. Ex. “ip.addr==192.168.100.121 and tcp.port==80" hane {2

M x5 poduo pesprg

Fle Gt View GO Capnwe Andyar  Sttssan  Tephony Wisless  Took el
an Ed RTEQewgme KRR
A oadtrs 192168100 127 and S oorts « 8 x| <o TOMMMIME v
"o Youre Cernmaion Aoty Lo e
8966 AL . 00066700 192.168.168.101 192.168.100.321 TCp T4 ITES2 « B2 [SYN] Soget Win=29200 Loo-d M5S-1450 SACK PEMM TSvale=3315228474 TSecr=@ wS«128
0880 41899498355  192.168.162,121 192,168,180, 381  1CP 74 88 « I7REL [SYN, ACK] Seqe® Acks1 Wine5792 Lened MSS~1468 SACK PERM TSval=16552039 1Secr=3315228474 WS«32

9002 41,899506717 192.168.109.101 192.1638.180.121 e 66 ITES2 = B [ACK] Seqel Ack+]l Win=29312 Len+8 TSval-331522B475 TSecr-16552839

130352 €8.757860039 192,368,109, 101 192.168.190.121 TCP T4 42104 = B9 [SYN] SeqeR Win-29200 Lon@ N55-1460 SACK PERM TSval«3315255333 TSecr«-@ wWS-128
138453 €3,758332488 192.568,.189,.121 192.168.180,1901 e TE 38 « 82314 [SYN, ACK] Seqe® Ackel WIn=5792 Leo-8 MSS~1468 SALK PEAM TSval«16554699 TSecr«3315255333 wS-3)
138454 £5,7583375%58 192,168,169, 181 192.163,196,321 TCP 66 42304 = B3 [ACK] Seqel Acke]l Wine29312 Lons@ TSvals»3315255334 TSecr«16554659

. This trace captured TCP connect scan, accessing a lot of port in a
short term, so sometimes there are duplication of port numbers.

T R T S e g p—

. Connection reset (RST) 112149 B —

. Connection establish (SYN) 131142 = = S
Sample traces and configurations https://www. il o e




Port number duplications tells us Z'% .

_ _ JuneéS-ZO JFairfax, VA
It merely happens Port number duplications, [ 4

#sf24us

1. It happens by accident in a long-term huge trace file
2. Port scan

3. Multi-layer NAT/NAPT at WAN side

duplications are good indicators to find
the clues of network/security troubleshooting

USE WIRESHARK

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *
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USE WIRESHAR

#sf24us

Thank you for watching.

Please complete the Google form survey

trace files and Wireshark profiles are here:
https://www.ikeriri.ne.jp/sharkfest/
sf24ikeriri.zip

Ikeriri network service

http://www. ikeriri. ne.

Sample traces and ‘onfigurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zig
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