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● Most organizations have a number of different network 
monitoring tools, designed for different use cases. 

● Cybersecurity in general and the related Cyber tools in 
recent years have been a focus of investment

Background
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● Netscout
● Riverbed
● ExtraHop
● SolarWinds
● AppNeta
● cPacket
●  - so many others ($$$)

Network Performance Monitoring

or
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● Wireshark (Packet Analyzer)
● Nagios Core (IDS)
● Snort (IDS/IPS)
● Zeek (IDS)
● Various Firewalls

Open Source Cyber Tools 



#sf24us

Zeek Architecture 

Book of Zeek - https://docs.zeek.org/en/master/cluster-setup.html

● Runs on Commodity 
hardware

● Taps from any source
● Scalable architecture 
● Frontend is typically packet 

broker/switch
● Analysis is handled 

elsewhere
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● Packets are DATA

● Descriptive information about packet are METADATA
● 10 packets
● 23784 bytes
● 10 connections
● 4 connection failures
● HTTP/S Protocol

Data vs Metadata
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● May need to correlate across multiple logs
○ conn > ssl > files > x509 (investigate certs)
○ conn > dns (lookup hostnames)

● Log written at end of connection
○ No intermediate data available without customization

Log Analytics
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Following Zeek Logs
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● Zeek Data Analytics
○ TCP Connection State Metadata

TCP Connection State

conn_state
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● Zeek Data Analytics
○ Retransmissions (T/t)

○ Uses logarithmic scale

TCP Connection State

history
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● Testing for 2.5 Hours with Variable WiFi
● SaaS Incident 

Examples
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Demonstration
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Testing - Wireshark View
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Testing - NPM Monitoring
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Testing - Zeek View
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Testing - Zeek View
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● Network Performance Monitoring
○ Alerted on Response Times

SaaS Incident
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● Zeek Data Analytics
○ No Response Times
○ Caught Retransmissions (another symptom)

SaaS Incident
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● Zeek Data Analytics
○ Connection Rate Spike
○ Connection Failures
○

Internal Service Degradation
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● Cyber tooling can be used for network monitoring in lieu of 
dedicated NPM tools

○ Leverage focus on Cyber Security
○ Open Source options

● Network Troubleshooting
○ Leverage extensive metadata

Takeaways
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Time for Q & A


