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Architecture

https://github.com/falco-talon/falco-talon/

Falco Talon can receive the events from Falco or Falcosidekick:

┌──────────┐      ┌───────────────┐      ┌─────────────┐
│        Falco         ├─────► Falcosidekick       ├────►    Falco Talon       │
└──────────┘      └───────────────┘      └─────────────┘
or
┌──────────┐      ┌─────────────┐
│  Falco   ├──────►       Falco Talon          │
└──────────┘      └─────────────┘

Glossary

● event: an event detected by Falco and sent to its outputs
● rule: defines criterias for linking the events with the actions to apply
● action: each rule can sequentially run actions, each action refers to an actionner
● actionner: defines what the action will do
● notifier: defines what outputs to notify with the result of the action

https://falco.org/
https://github.com/falcosecurity/falcosidekick
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tshark in Kubernetes

https://tshark.dev
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tshark in Linux

https://tshark.dev

TShark's native capture file format is pcapng format, 

which is also the format used by Wireshark and various other tools.

Without any options set, TShark will work much like tcpdump. 

It will use the pcap library to capture traffic from the first available network interface 

and displays a summary line on the standard output for each received packet.
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Kubernetes Networking

Pods are 
ephemeral.

Pods are NOT 
long-lived apps.

When pods die, they 
are recreated with 
NEW IP addresses.
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Kubernetes Networking

Pods are an abstraction 
of executable code. 

Nodes are abstractions 
of computer hardware.



#sf24us

Website, twitter, whatever contact info you prefer. Edit in Slide Layout/Master.

What is a Network Bridge?

Every pod on a node is 
part of a bridge.

The bridge connects all pods 
on the same node together.

This bridge is called cbr0
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Ephemerality 
in containers
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Installing tshark on Ubuntu

https://tshark.dev/setup/install/#install-wireshark-with-a-package-manager

- apt install tshark -y

- tshark
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Running tshark

https://tshark.dev/capture/limit_size/

- ip link show | grep cni

- tshark -i cni0 -a 
duration:8 -w 
capture.pcap
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Watching Pod-to-Pod Traffic

tshark -i cni0 -a duration:8 -w capture.pcap
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Using Kubectl 
for ipconfig
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tshark in a pod
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Reliability in Kubernetes 
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Syscalls

OPERATING SYSTEM

KUBERNETES

APPLICATIONS
System Calls are the way for 
programs to ask the Kernel for 
access to resources.

• process
• network
• IO files
• And more...

KERNEL
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Falco Architecture

syscalls

Kernel

kmod
or

Falco

Events collection Rules matching Alerts

stdout

file

program

syslog

http

gRPC📝 Rules

https://github.com/falcosecurity/falco
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Falco Architecture
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Falco Rules Library
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Rule Logic
- rule: Terminal shell in container
  desc: A shell has been spawned in a container.
  condition: >
spawned_process and container
and shell_procs 

  output: >
A shell was spawned in a container (user=%user.name
user_loginuid=%user.loginuid %container.info 
shell=%proc.name parent=%proc.pname 
cmdline=%proc.cmdline container_id=%container.id)

  priority: WARNING
  tags: [container, shell, mitre_execution]
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Rule Logic
- rule: Terminal shell in container
  desc: A shell has been spawned in a container.
  condition: >
spawned_process and container
and shell_procs

  output: >
A shell was spawned in a container 

(user=%user.name user_loginuid=%user.loginuid 
%container.info shell=%proc.name 
parent=%proc.pname cmdline=%proc.cmdline 
container_id=%container.id)
  priority: WARNING
  tags: [container, shell, mitre_execution]

- list: shell_binaries
  items: [ash, bash, csh, ksh, sh,               
tcsh, zsh, dash]

- macro: shell_procs
  condition: proc.name in 
(shell_binaries)

- macro: container
  condition: (container.id != 
host)

- macro: spawned_process
  condition: >

evt.type in (execve, execveat)   
and evt.dir=<
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Install 
Falco

https://falco.org/docs/install-operate/third-party/install-tools/
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Check Falco 
is Running
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Trigger a 
Falco Detection
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install / follow

Kernel

kmod
or

stdout

file

program

syslog

http
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Falco

Events 
collection

Rules 
matching Alerts

syscalls

Notification

📝 Rules

Plugins

events

falcoctl
install

Reaction

Falco 
Talon

github.com/falco-talon/falco-talon
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● Zero code

○ YAML rules files

● 10 available Actions: 

○ kubernetes:terminate

○ kubernetes:labelize

○ kubernetes:networkpolicy

○ kubernetes:exec

○ kubernetes:script

○ kubernetes:log

○ kubernetes:delete

○ kubernetes:cordon

○ calico:networkpolicy

○ aws:lambda

● Actions are triggered by conditions based on:

○ priority

○ tags

○ source

○ Falco rule name

○ output fields

● Sequential actions

● Deduplication of the Falco alerts

● OOTB Notifiers (Slack, Email, Webhook, Loki, Elasticsearch, K8S Events)

● Structured logs (with a traceID to follow the steps)
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Install Falco Talon

https://docs.falco-talon.org/docs/installation_usage/helm/
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Demo (sort of)
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Detecting a Crypto Miner

https://thomas.labarussias.fr/falco-rules-explorer



#sf24us

Website, twitter, whatever contact info you prefer. Edit in Slide Layout/Master.https://thomas.labarussias.fr/falco-rules-explorer



#sf24us

Website, twitter, whatever contact info you prefer. Edit in Slide Layout/Master.https://thomas.labarussias.fr/falco-rules-explorer



#sf24us

Website, twitter, whatever contact info you prefer. Edit in Slide Layout/Master.

- Talon response actions 
are no-code solutions

- They are making use of 
existing API primitives

- Kubernetes was designed 
for API Automation
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- We monitor the success 
or failure of an actionner 
via the native ‘Events’ 
command

- This can be a little hard 
to read on first look 
(but I promise you this 
makes sense)
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The Learning Curve
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- Talon can now run a tcpdump, and export the pcap to a local file (useless in k8s), to Minio or AWS S3
-  It can also download any file or export the collected logs to S3 or Minio

https://github.com/falco-talon/falco-talon/pull/308

A dedicated Actionner
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- Talon can now run a tcpdump, and export the pcap to a local file (useless in k8s), to Minio or AWS S3
-  It can also download any file or export the collected logs to S3 or Minio

https://github.com/falco-talon/falco-talon/pull/308

A dedicated Actionner
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- MinIO is a high-performance, S3 compatible object store. 
- It is built for large scale AI/ML, data lake and database workloads. 
- It is software-defined and runs on any cloud or on-premises infrastructure. 
- MinIO is dual-licensed under open source GNU AGPL v3 and a commercial enterprise license.

https://min.io/

The choice of Minio 
& S3 (Simple Storage Service)
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This is still a PR pending 
addition to the main 
Falco Talon project.

Without any options set, 
tshark will work much 
like tcpdump. It will use 
the pcap library to 
capture traffic from the 
first available network 
interface and displays a 
summary line on the 
standard output for each 
received packet.
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Rethinking Forensics

https://sysdig.com/blog/optimizing-wireshark-in-kubernetes/
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Generated with Microsoft Designer AI

Prompt: Great white shark, standing at a 
podium with a laptop. The laptop has stickers on 

it. Darker blue ocean background.


